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WASHINGTON 

. \ SECftE'f 
DECtASSffIED 

Authority N $'- '!!!;,.,o 'i-13 .. '!J ~ October Z9, 1964 
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By ~ NAP-u\. Date ! ~ ~ '(;-7 i" 

NATIONAL SECURITY ACTION MEMORANDUM NO. 315 

MEMORANDUM FOR THE DIRECTOR OF THE BUREAU OF 
THE BUDGET 

SUBJECT: Survey o( Physical Security Arrangements and Audio 
Surveillance Countermeasures Covering the Whi:e House 

1. The President has asked that you study the organization and effec­
tiveness of (a) physical security arrangements in the White House and 
{b) the measures to counter audio-surveillance penetrations of the 
White Hous~, including all voice facilities used by the President and 
the White House staff. 

2. The study is ·~o be made in collaboration with the Director of the 
Office of Science · and Technology. You may call upon other Govern­
ment agencies and special interagency groups (e.g. , the NSC Special 
Committee on Techni~al Surveillance Countermeasures) for technical 
and non-technical advice and assistance. 

j. The report to the President, to be completed by March 1, · 196'5, 
will be sent by this office to the President's Committee on the 
Warren Report for any comments and recommendations it _may wish 
to make to the President. · 

?n./~ ~~ 
McGeorge Bundy 

. I 
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cc:· Secretary .._,~ State 
Secretary of Defense 
Secretary of the Treasµry 
Attorney General 

bee·: Mr. Bundy v 
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Director of the Office of. Science 
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Mr. Moyers y · 

Maj. · Ge r:. . Clifton L/ 
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Mr. Hopkins v--
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EXECUTIVE OFFICE OF THE PRESIDENT 

BUREAU OF THE BUDGET 

WASHINGTON 25, D.C. 

APR 3 0 1965 

Subject: 'White Bouse Security Survey 

we have canpleted the survey ot technical and. physical Mcurity protection 
tor the P.reaidency in accordance vith Bs.A:M 315. 'l'he survey covers arrange• 
!?¥)nts for ~tecting the 'White House and, to a leaser extent, _the ranch 
and the Executive ortice Build1ng, againet possible technical penetrations, 
i.e., inwsiona ot privacy and security through cland.est111e eavesdroPPins 
davices and telephone taps. 

I have been quite disturbed to cliso°"'r the existence ot so ineey ~aknesses 
in prosent ~ecurlty arrangemente at the White House 111d th4 cODM4,U$nt 
exposure of your security Md canm.unications to technical ;penetration. 
Fundamental to thia condition is the lack ot clear resp<ms1bUity or 
decision points tor these JD&tters. 

The report identities measures which should be taken, nov and over a 
longer period, to tighten up and improve the security ot the White House. 
I strongly recmmend that you Je)\Sonelly ~ad_ the summary report. 

' 
Iri the survey, .. ve have given caretul attention to coots as well as benetits 
ot tlu! proposed impr()vements. I em satisfied that costs ot actions growing 
out or the survey cm be covered by e~riations available to appropriate 
agencie~ (pr.t.marl.~ Defense and !reasury) in n 1966. 

Our general ground rules were to ettect security im~nta as the survey 
progressed, and examples of such improvements are noted in tb.G attachment. 
Howewr, tundemental. improvementa JnUst await White House deoidon. 

M:r. BUn<lY' and l are ready at any time to discuse these matters and appro­
prl.e:te stepP to carry out your decisions. 

Attachment 

DECLASS FIED 
E.O 13292 Sec 3 

. NLJ. Ac 'os-'i; 
By NARA, Date ~ ... 

(signed) Kermit Gor~o 
KEIDAI'r GOROOH ~ 
Di-rector 



Attachment 

1. Ftmdamental reductions have been made 1n possible c~sing radiations 

f:ran carmnmicatione equ1~nt handling classified material at the White House 

and the U3J" ranch. 

2. Pr.tvate line service to Mr. ~amara•s xesidence tran the White House 

switchboard has been rerouted. 

3• Steps have been taken to &!sign and fabricate transportable cryptographic 

cammm1cat1ons equ1J,10ent with reduced radiation levels which could accanpany 

the President on trips, particularly abroad. 

4. 1'he C&P 1'elepho.ne canpany, in connection with certain nev installations, 

is installing shielded cables direct tran telephones in the West Wing to a 

consolidated tenn1nal roan nw planned tor construction. 

5. \fb.ite House police are nw being taken to State tor briefings in the 

audio surveillance threat end cO\mtermeasures. 

6. '.l'he Secl'et &1rv1ce has installed alal'ms in telephone term:lnal are.as and 

other sensitive 8.l'eae. 

7• A better understanding ot the technical penetration problems 1n tbe 

telephone canpanies has cam about through very help.tu]. discussions with 

representatives ot A'l&I!, Chesapeake end Potanac, and Southwstern Bell, 

and those canpanies are considering developnent ot technical features which 

voul.d increase telephone security and privacy. 

8. AbOltt 31000 teet ot surplus wire not needed tor p.resent service has been 

removed 1n the course ot the special counter audio survey. 

/~J I 
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··THE WHITE HOUSE: 

WASHINGTON 

~SECRET . ·---- - - - -· - ·-- -- - - --,, 

October ·29, 1964 

NATIONAL SECURITY ACTION MEMORANDUM NO. ·3'i.5 .,. 

MEMORANDUM FOR THE DIRECTOR OF THE BUREAU OF 
. THE BUDGET 

SUBJECT:: Surv~y of Physical Security Arrangements and· Audio 
Surveillance Countermeasures Coverfng the White House 

' . .. 

1. The President has asked that you ·study the organization and effec- ;'.~ : , · : :·· ., · : i:· 
tiveness of (a) physical s~curity arrangements in the White House and : ::· ·. " . :· .. 
(b) the measures to· counter audio-surveillan_ce penetrations of the . . ,. · · 
White Jiouse, j~cluding all voice facilities use_d by th~ President and ,,'.;; · 

:.:; ·;. :. the White Hous,e staff. :·· . . :· . 

z. The study is to be made in collaboration with the Director of the 
Office of Science · and Technology. You may call upon other · Govern- :·:· . · :·: • 
ment agencies and special interagency groups (e.g., the NSC Special • 
Committee on Te~hnical Surveillance Countermeasures) for· technical · · · >· ;:: , 
and non-technical advice and as'sistance. . .. · ::~ ·; ... · · 

. ;.· .:i;.·1_ > . . .. : : 
3. The report to the President, to be completed by March· l, 1965, · · · · ' • 
will be sent by this office to the President's Committee on the 
Warren Report for any co~menta and recommendations it .may wish 
to· make to the Pr.esident; -.~. ' . · .· . ··" . · 

i 

cc: 

......... 

: ,. 
• . ~ i ' ' 0 . ' • ' . 

McGeorge Bundy .. . .. : . . 
_. / :;. , . , , . . t ·~. ". · .•• .• . r • 

Secretary of State 
Secretary of Defense 
Secretary of the 'I:reasury 
Attorney General 
Director of Central Intelligence 
Director of the Olfice 0£ Science 

and Te~hnology ~ . . .· . 
.. :· . , · ; . . _ - ~ ' ,. : ~ . ' 

·. . .. . . . ·, ~ . ' ' " . ·,._:. _· .~· ... . · ~:, ··; ·- - . 
. .. t • · : • . • • -
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: . . "~ : . 
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NBAM 315 SURVEI 

Attachment A -
Sunmary Report 

Members of Steepns Grou,p: 

NBA 
NBA 

CIA 
CIA 
State 
Defense 

BOB 

Leo Bosen - Asst. Director for Research and Engineering 
Raymond T. ~ - Chief 1 Bad1ation Engµieering Section, 

Division of ·Cammuiiications Security / 
: ;~:.~·1.:·;~.')'t°Z:.:~ ' ~ 
;~ T~ 

~·.~~ ··'·~"~:a 
ci. Marvin Gentile - Deputy Assistant Secreta.?7 for Security 
Joseph A. Califano, Jr. - Special Assistant to the Secreta.?7 

· of Defense 
David z. Robinson - Technical ~cialist, Office of Science 

and Technology 
James w. Clark - Assistant Division Chief (Air Force), 

Military Division 
Consu1tants: 
MIT Jerane B. Wiesner - Dean of Sc~ence, Massachusetts Institute 

of Technology 
Bell Iab William o. Baker - Vice President (Research) 
Bell Iab Edward M. David - Research 
AT~ 

CIA 

FIAB J. Patrick Coyne -Executive Secreta.?7, President's · · 
Foreign ~telligence Advisory Board 

Study participants: 
-...... 

D'JM 

State 

GSA 

NSA 

NSA 

Defense 

State 

Ralph L. Clark - Deputy to Director of Telecamn'llllications 
Kan.Bgement 

Charles D. Skippon - Deputy Chief l. Danestic Operations Division, 
Office of tsecurity 

David B. Hall - Director of Planning Division, Office of 
Ccmmiunications 

-~--~:.o:h .. ·f ~!)::(:;;f·:l.'.\~f~:~:~; - Chief, Telephone Engineering Grou}l, 
Office of Telecanmunications 

::2;~t~!.~~:~~~\ ,. ,~.,~~Yfi5~:i~~· - Technician, Radiation Engineering Section, 
· Division of Communications Security 

John T. McEvoy - Office of Special Assistant to the Secreta.?7 
of Defense 

Stanley E. Holden - Chief, Technical Security Branch of 
Danestic Operations, Office of Security 
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SURVEY OF TECHNICAL .AND PHmICAL SECURITY PBO'mCTION 

FOR THE PBESIIENCY 

Basic Factors and Premises 

Factors which underlie the conclusions and recamnendations of this 

survey are as follows: 

- The volume of concentrated, authoritative information bearing on 

the full range of u. s. national and international concerns which pass 

to, fran, and within it each day makes the White House a prime intell.1-

gence target. The increasingly centralized direction of foreign affairs 

and the growing amount Of information communicated electronically will 

increase the attractiveness of this target in the future. 

- Motivations to ta;p these information sources are- veq high. As 

one consultant to this study observed, ''we simplY have not recognized 

temperamentally the efforts which our adversaries are Willing to expend 

fn 'this field." The thirst for intelligence (and newsl is particul~ly 

nigh in crisi,s periods when the speed and intensity · Of action tends to 

reduce the security of the information process. 

- There has been a marked and continuing ex;pansion in technica1 

C§S:bilities for cl.en.destine eavesdropping available to intelligence 

agencies and also to· news, business, and pol:J.tical groups. Domestica.ll,y, 

. -ff>P SBCHB! 
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eavesdropping devices a:re available on the canmercial market, and a 

growing number of' private detective agencies stand ready to provide 

eavesdropping services.. Overseas, the Soviets and other Bloc ;powers 

have demonstrated high proficiency and activity in this area, as evi­

denced in the operations against the u. s. Embassy in Moscow since 

1952, end sane 750 audio surveillance devices found to be targeted 

against u. s. and allied facilities abroad since"'1949. No devices of 

foreign origin have been found in the u.· s. itseit. 

- In the next five years, intensive application of microelectronics 

and other develo:pnents now in the laboratories will increase significantly 

(a) the use of clandestine surveillance systems, and (b) the difficulty 

iri. countering them effectiveg. 

- Given the importance of the office and the motivations end capa­

bilities of potential penetrators, added precaut:i.ons should be taken to 

protect the President's privacy and security, using tm . best personnel, 

techniques, and equi}IDent available. The payoff fran such en effort in 

terms of national security and protection of the institution of the 

President would appear to be many, many times the small cost involved. 

J 



Pages 3 and 4 sanitized in entirety. 
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Objectives and Approach of the Survey 

This survey, in response to National Security Action Memorandum 315, has 

the following general objectives: 

- To assess for the President and his advisers the risks Of 

can.promise involved in the use Of various communications and 

other facilities. 

- To assess the present program for protecting the privacy and 

security of the Presidency given the present capabilities for 

technical penetration. 

- To assess the handling of classified documents in the White House, 

especially certain highly sensitive documents sent to the 

President. 

- To recommend specific measures to reduce risks, which are 

realistic in terms of cost and the needs and functions of the 

White House. 

- To rec0mmend a sound and continuing techliical protection prosram 

which would minimize the possibilities of compranise or embarrass­

ment to the Presidency. 
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To conduct the survey, the Director of the Bureau of the Budget convened 

a· camnittee of ex:perts fran CIA, NSA, State, and Defense, and representa­

tives of the Executive Office (Attachment A Of the Summary Beport), here­

after referred to as the Steering Group. In ad.di ti on, the survey approach 

and the conclusions have been reviewed by a panel of scientific and 

engineering consultants consisting of Dr. Jerane B. Wiesner, Dr. William o. 

Baker, Dr. Edward David, and Mr. RI.chard James (see Attachment A). The 

conclusions are based upon results Of inspections and extensive discussions 

with appropriate representatives of the White House, Secret Service, FBI, 

CIA, Defense, and other agencies, and the telephone companies (AT&T, 

Chesapeake and Potanac, and Southwestern Bell). 

In the course of the survey, it was determined that conditions _in two 

areas required more detailed and comprehensive inspections, and these 

were initiated: 

- Defense investigated possible com.pranisins radiations fran 

equip:nent utilized for secure or encrypted camnunications. A 

team of Army specialists, supported by NSA, conducted this 

inspection, lmown as 'JEMH:ST. (See Chapter Three.) 

- Secret Service, augmented by equipnent and highly trained 

personnel from State, Defense, and CIA, conducted an intensive 

audio counte:nneasures survey ot the White. House. This work is 

still in progress. 

.JJ?eP SHOfei' -
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This report concentrates on security protection at the White House but 

also touches upon rel.event situations at the President's ranch in Texas, 

at the ottice. in Austin, Texas, and while he is travelling. The problems 

ot the Executive Office BuildiDg (BOB) and, to a lesser extent, the new 

Federal Of'fice Building ?lo. 7 are treated as they- related to Vhite House 

problems 1 pr:l.mari~ in tbe area of communications. 

Two panels dealt with specia1 aspects of the problem. The first panel, 

chaired ey( JcIA, assessed audio counte:rmeasures. and 

related physical and personnel security-. The · second, chaired by- Leo Rosen 

of BSA, assessed cammmications security-. The chapters which follow the 

Sumnary Beport contain the detailed findings end recommendations ot the 

two panels. 

II. .ASSESmBBT OF BISI<B AND WLNERABILITJES 
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on '·'severaJ. occasions, questions have been raised as to the relationship 

'between audible clicks on . telephone lines and pc)ssible itapping. Based 

upon a study by the Chesapeake and Potomac Telephone Campany, the greatest 

source ot clicks is the operator checking the line to see if calls are 

ccinpleted. Clicks al.so re.sult fran maintenan.ce pe0ple checking lims 

and very infrequently fran natural . phenomena. A hostile telephone . tap 

generally cannot be detected audibly. 

~· :tind:f.nSs of the survey as to major vulnerabilities of the Vhite H0use 

information processes are as follows (gener~ ranked f~om most to least 

vulnerable): 

1. Most vulnerable are mobile radio telepb.ones in cars, helicopters, 

and aircraft. It must be assumed that the Soviets monitor all radio 

telephones in the Washington area fran their Embassy. The Presidential 

Blrcra.ft would .also be a prime monitoring.target, .. and t~ Steering Group 

has ."seen transcripts of classified conversations from tlie aircratt to 

.the 'White House ·recorded by an Air Force contractor, Badio Liberty, in 

Iowa. Similarly, the "LBJ network" in Texas can be monitored- by anyone 

Within range with simple radio equipnent. 

2. Private line telepb.one service fran the White Hause switchboards 

to residences end Offices can be monitored in the' normaJf course Of .business 

by ·operators at the White House switchboards end by mairitenence men and 

operators at the telephone exchanges (usually two or three exchanges) 
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where the lines are tagged for special service. · The lines to residences 

are wlnerable to tapping near the residences where they become easily 

identified (they usually follow the same ,routing as normal telephone 

service). 

As an example of the vulnerability Of private line service, 

Secretary McNamara's private line was found to run alon~ the back waJ.l 

of the Finnish Embassy. A Finnish employee of the. Emba~sy stated 
· i ~ 

cas~ to a member of the survey team and a telephone -·company employee, 

"Mr. McNamara has his lines in this cable; we listen to him all the time." 

This service· has since been rerouted. 

Secretary Busk's two private White House lines. "appear" eight 

times in teminal boxes where they are easily accessible to maintenance 
' . . ... ' ...... 

and to tap. A potential tapping operation .would be masked by the wooded 

area.·· through which the service passes • . One of the line appearances was 

on the property of a registered agent of the Dan:i.nican Republic. 

In the physical survey of private line service near the resi­

dences of l2 key advisers to the President, it lfas apPfJ-rent that a poten­

tiSJ. tapper would have easy access to essential poles, cables, and 

terminal boxes. On two occasions when people were encountered, the state­

ment, "We're with the telephone company," satisfied curiosity and stopped 

further questioning. In :reviewing Secretary McNamara's teminals in his 

basement, · survey members were admitted without question and spent about 

five minutes unescorted examining tbe tenninal (see Chapter Two, page 22). 
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3. Long. distance telephone service to and from the LBJ ranch is 

highly wlnerable to intercept in the open wire carrier and microwave 

links between the LBJ ranch and Austin. The microwave,, particularly,, 

can be monitored at a distance with a radio receiver with little chance 
I 

of detection. 

4. Clear text of classified messages was recovered by reading 

emanations fran secure teletype equi:pnent at the t'BJ ranch on the open 

wire power lines fran the ranch house for a distance of 3/4 mile. 

P.ecovery of the same information was made fran . the telephone lines and 

microwave system going fran the ranch to Austin (since corrected). 

5. The secure telet:y:pewr:lter equi;pnents in the Vhite House camnuni-
' .r . . 

cations center and the International Situation Roan also were found to 

be high-level "radiators," which, in conju:n.ction .With improper inter­

mixture of secure end non-secure telephone lines, provided potential 

paths for transmission of clear text information of encrypted messages 

out of the White House. 

6. The counter audio survey has found numerous places where there 

is accoustical leak.age fran sensitive offices. Convers.ations in 

M:r. Moyers' office could be heard through the wall into· a press area 

and through an old sink pipe down into the dispensary below. Similarly, 

an unused pipe conveys intelligible sound fran the Cabinet Roam to a 

Secret Service squad roan below. 

TOP SECRET._ 
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: 7. Given the number ot people moving in and out of sensitive 

sp8.ces, the introduction of a small, self-powered radio .transmitter which 

can be quickly concealed by people having. 11mited'. access (worlanen, TV 
--~ 

technicians, char forces) presents a possible form ot technical penetra­

tion. The miniature :recorder (cigarette package size) which could be 

easily concealed also presents a threat. 

8. · Th.ere are direct, live audio lines fran the Cabinet Roan to 

television and radio networks. Such lines al.so appear in the hall 

outSide the President's Office. The potential of a quick connection 

of a microphone to one ot these lines constitutes a hazard. 

9. Telephone service tor the Executive Office Build.ins (EOB) is 

more vulnerable to intereept than that in the Wh1 te Hou~e. First, it 

is served from a terminal roam in the basement where wiring .. ~ondi tions, 

and .. hence the ability to spot cross-connections, are exceptionally poor. 

Second, the building was completely open to the public during office 

hours up to about three years ago, and it is still susceptible to 

unauthorized entrance and free movement within it. Third, the service 

g0es· through the La.:rayette exchange where it can be monitored by GSA 

operators. It should be noted that the White House lines to the offices 

6~t · Secretaries Rusk, McNamara, Fowl.er, and Udall pass through the EOB 

basement terminal roan and that most of the NSC st8.t'f supporting Mr. Bundy 

(all when the study began) are served through this roan. and the -Lafayette 

exchange. 



10. Presidential teleJ)hones could be cross-connected or taPJ?ed 

in two terminal p_oints in the Wh1 te House where his service is inte~ 

·mxecl with other telephone service (press, TV, radio, bak) going 

directly out of the White House, not through the .. manual switchboards. 

Wiring conditions :Ln these roams were such that it would be ·extremel.y 

difficult to identify en improper cross-connection or tEip. In addition, 
•. ) . 

all Presidential calls through the White House switchboard are accessible 

in the EOB at. a terminal where there is an 1ntern11xture ,; of service end 

much excess equipnent and cabling as well as at the switchboard itself 

(see Chapter Two, page 7 ff.). 

11. In the survey, a safe containing Top Secret material was 

observed, left open overniglit. More significant, perhaps, this parti­

cular sate (and one other fourid later) still had the basic combination 

( 50-25-50) / which had been on it since the safe ~s delivered fran the 

factory. Classified documents left out overnight were frequently 

observed. 

12. Use Of wired microphones, carrier transniitters-, or canpramised 

"hOt" telepb.ones present substantial problems of transmission in and out 

of the White House, but should not be ruled out given present wiring 

conditiais. Extensive access to telephone and electrical systemS would 

be required. 

13· The three underground "feeder" telephone cables from the ,White 

House to the downtown and mid-town exchanges and more particularly the 

., !6P SBORe!f -
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100.pa:lr cable to the mid-town exchange otter relative~ attractive 

posa,~bilities tor tapping which are made easier by- ·tagg:l.ng all White 

House lines in the exchanges to ensure good service. 

cables themselves in a little used mmihole or by means ot a tunnel 

into the cable vault would be more difficult. 

J.4. So@isticated J>enetration techniques such as intra-red 

windowpane pickott, laser beams, lip reading by telescope, directional 
. ·-

:parabolic microphones, etc., appear to be limited by phY°sical. conditions 

at the White House and the state Of the art. HoWever, advanced develop­

ments in sane Of these areas must be caref'ul.4r watched and considered in 

developiilg future protection programs. 
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No defensive system will provide 100 percent protection against 

clandestine eavesdropping. However, substantial security improvements 

can be made without disruption of' the White House work processes and 

without significantly altering the symbolic openness and approachability 

of' the Presidential Office. 

III. MAJOR CONCLUSIONS AND BBCO?&ENDATioNs wrl'R l£SlECT 

TO GBNERAL SBCUBITY AND AUDIO SURVEILLANCE . COUN'JJ:IH:.ASURES 

Overall Security Besponsibility 

In marked contrast to the need to protect the security and privacy of' 

the President, there is act~ no coherent security program at the 

White House, and little indication that one is l>Eiing developed. No one 

is in charge to direct the fragmented security ~ctions. Security files 

tor White House personnel are reviewed by Mr. Watson; Mr. Moyers has 

responsibilities for approving White House pass issuance; Mr. Bundy 

controls the handling of' most classified documents; Secret Service with 

the White House police provides certain physical ~'security; Secret Service 

exercises responsibility for audio countenneasures f'o:i; ·most of' the White 

Hotise and security pertaining to administrative (non-military) communiea..;. 

tions; the . White House Camnunications: Agency (WHCA) ·provides security· f'or 

its communications; and the F.BI pertoms full field investigations and 

specific counter audio and camnunications investigations on call. 



This diffusion ot resp6llsibility has resulted in wide gaps in White House 

security. It certainly is not conducive to developing a program to meet 

the increasing technical threat. 

It ·:i.s recCllllDended that: 
. . ' ' ·- " l. BesPonsibility tor J>h.ysical·security, teleplione security, 

audio countermeasures, end personnel clearances · should be clearly 
. . 

assigned to a single .Presidential assistant. With. proper staff' 

support as recamnended, the· security assignxnent would take o~ 

a small portion ot the assistant's time. 

2. Staff support for the designated Presidential assistant 

should be provided by a professional, high-grade security officer 

reporting directly to such assistant and responsible tor ensuring 

that a canprehensive security program is established and main­

tained. The security officer should have broad experience in 

the several areas of security end should have a .mmµ! staff. 

Audio Countermeasures Program 

The Secret Service program to protect the Presic;lent fran technical. eaves­

dropping began in the early phases of World War II. Protection ·· of 

Presidential pr1 vacy was as.sumed to be a logical extension or the statu­

tory responsibility "to protect the person of' the President" and his 

immediate family. Yet, as late as 1962, there were ~ two people 

concerned with audio countermeasures. In the last year, the number has 

been increased,. to six, · although only about 50 percent of their time is 

spent specifically on audio countermeasures. 

' !0P SBOlll! -
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However, to this dS\Y, there is no statutory authority or written directive 

assigning Secret Service any responsibility for audio countermeasures. 

A1so; there has been no guidance or direction from outside the Secret 

Service (either the White House or tbe Treasury) indicating the degree 

of emphasis to be given to this function. . It is not surprising that the 

Secret Service, oriented largely to protective and investigative functions, 

has nat all.ocated enollgh of its scarce budgetary and manpower resources 

to the countermeasures effort. The program has 1tended ito drift along 

With the following results: 

Chapter One contains a detailed review of the program and 16 specific 

recamnendations for improvement. 

There are soOd reasons for having the Secret Service provide "in-house" 

audio surveillance coun~rmeasures capability as many of these functions 
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Ve conclude that the Secret Service can end shoul.d develop an effective 

c0antermeasure s , program, .. if the recamnendations he:rein . ·tor strengthe¢.ng· 

its capabilities in this field are implemented . .. Thi alternatives -­

assigning responsibility for this tunction (a) to WcA, (b) to a new 

ciVil service unit attached to the White Bouse or sane -office in the 

. Executive Office of the President, or (c) to en operating agency like 

.State, Defense, or CIA -- were considered and rejected ·as less desirable. 

If"" it appears, however, that after a year the Secret se"1ce program has 

not developed the technical leadership end canpetence required, alternative 

arrangements should be reconsidered. 

It is recommended that: 

3. Bes;pcmsibility for the audio countermeasures pr0srem 

in the Vhite Bouse (inclUding the East Ving Shelter end resi­

dences ot the Vice-Pres.ident and key Presidential. staff) should 

. be clear],Y assigned to the Secret Service by Presidential memo­

!&P SBGIBW 
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randum, and execution should be under the direction ~ guid&nce 

of the Proiiosed White House Security Otticer. The Secret Service 

should also be responsible for surveillance Of buildings around 

the White House vhich might be used as possible listening posts. 

4. ·Efforts should be made to obtain a highl.y qualified 

technical director for the countermeasures program. If Secret 

Service is not able to hire such a person, he should be detailed 

f'or periods of' two - three years f'ran an agency in the inteW.- . 

gence community having substantial technical programs. 

5. Vi thin Secret Service, the technic8.l. · security function 

should be separated from the Protective llesearch. Section and 

given greater organizational emphasis. 

6. · The frequency end coverage of the ·audio countermeasures 

program should be increased as recamnended ·'in Chapter One, and 

at least five people added to the present staff of six. All 

staff' should be technical.J.\y trained, end at least halt should 

be graduate engineers. 

7 • The White ;Hou.se Security Otticer should be a ;permanent 

member of the Technical Surveillance Countermeasures Camnittee 

of the U. S. Intelligence Board in order to keep abreast of 

deve1opnents and to obtain advice end assistance as needed. The 
.. .. 

technical director of the Secret Service countermeasures program 

should attend meetings of the Be search and Developnent and Audio 

Countermeasures Sub-Cammi ttees. 



8. The Secret Service countermeasures program should be 

reviewed in a year by a cammi ttee created by the· Director, 
. . 

Office of Science and Technology, to ensure :that progress is 

being \made toward developing an ettecti ve program in terms of 

the threat. The Director should make recamnendations to the 

President through the designated Presidential assis~ent for 

security. 

Security As;pects of Construction and Repair Activities 
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~ :people in t,he Jfhite :Bouse initiate changes in telep}lones end ;phYsical 
,· 

~ 
arrangements on a rush basis with little consideration ·~ven to security. 

These changes may be implemented by the White Hou~e C0mrnyn1cations Agency 
~ .. 

(WcA), the telephone canpa.ey, GSA, the National Park Se~rnce, the Bavy, 

or s~ other agency, end no one person has a canplete picture of what is 

being done or about to be done. It is not an infrequent occul-rence that 

Secret Service first hears of a project in the dai~ notice that contrac­

tor employees will arrive . on the job. Once features are installed, it 

is more cost~ (and sanetimes infeasible) to make changes which might 

be required for security: reasons. 

It is recamnended that: 

9. Regu1ar procedures be established for coordinating 

physical changes in advance with the proposed Security Officer, 

especie.l.l,y all changes in telephones and electrical systems. 



lersonnel Clearances end Control of People 

In the last few months, clearer and more effective .Procedures for review-

ing FBI investigations and approving assignments ·to the White Bouse staff 

and military personnel have been established. However, there are still 

sanewhat dittused authorities for conducting investigations, reviewing 

reports, and issuing passes tor maintenance people, vendors, and trades­

men·. The system is not geared to the need to protect against technical 

penetration. For example, the 6o telephone maintenance men pennanently 

assigned to the White House, who have access to vital telephone systems, 

do not receive the FBI full-field investigations s:Lven to regular White 

House employees, including cooks and gardeners. 

·Control ot workmen within the White House, from the viewpoint of preventing 
I 

penetrations, is ha$8Z_ard. Permanently assigned telephone people have 

White House passes and free run of the facility, except tor .the President's 

office. When,. for particular rush jobs, additional telephone people are 

brought in they are placed under the supervision of the 6o regular pass 

holders tor most areas. GSA electricians end maintenance people w1 th 

passes are treated similarly. Other workmen with visitor badges are 

Seneral.ly escorted~ often rather loosely, by a White House policeman who 

has not been trained in identifying technical ;penetrations, and ~ose 

ni8.:ln objective is to see that the men do not wan~r off toward the Presi­

dent. The Steering Group has observed cases where the "escorting" 
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officer sat in the hall watching a door fran the OU:tside, while workmen 

operated freely . and unobserved in sensitive ottice s. 

It is recamnended that: 

10. The proposed Security Officer be given authority to 

establish and maintain approPriate and consistent security 

standards for investigation and review of all .persons having 

duties in the White House or access to it. 

ll. Authority for granting clearances and issuance of 

White House pa.sses should rest with the proposed Security 

Officer under the supervision of the designated Presidential 

special assistant for security. 

12. All peop~ permanentb' assigned to the .White House, 

including telephone canpany and GSA maintenance J?ersonnel, 

should be given tull field FBI investigations (except Secret 

Service, White House police, and military :personnel who are 

investigated otherwi~e). 

13· All workmen who have ;prolonged access to the electrica1 

or telephone systems serving sensitive areas, who have not been 

given full FBI investigation, should be escorted by technicall.y 

trained members of the Secret Service counte:rmeasures unit. 

i'9P SECB8! -
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Classified Document Handling 

The survey was concerned with the security of' procedures for hm>cUing 

classified material in the White House end the LBJ ranch. The survey 

did not dea1 with the efficiency Of' this process or with the handling 

of unclassified documents. 

By far, the larger percentage of total volume of written material 

received end handled within the White House is unclassified, although 

much of' it is sensitive. As a genera1 rule, White Rous~ personnel 

appear to operate on the premi·se that all papers addressed to the Presi-

dent are autanatically "Confidential" end "Personal" in nature, end this 

general approach undergirds the system for handling formally classified 

doeµJnents. 

The survey revealed that there are no written procedures now in effect 
" (•: 

for controlling end moving or for storing classified documents in the 

White House. However, with respect to the control end movement of such 

documents, a less i'o:nnal system has evolved, centered primarily on 

Mr. Bundy's operation, which appears ei'fecti ve considering the uniq~ 

situation of the White House, the pace at which papers are handled, and 

the lack Of any 'overall security authority noted above. A1though the 

camnittee was informed of' lapses which have occurred in the past, the 

people with whan the problem was discussed exhibited a reasonable and 

consistent understanding of the control system. 
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The storage of classified documents is a different matter. The Steering 

Group was advised that responsibility for securing classified docunents 

at the close of the day resides in each Office. However, the Group 

observed enough instances of Top Secret papers being left on desks at 

night to conclude that this is a camnon occurrence. The physical 

protection program provided by the White House police does not appear 

to warrant this confidence, especially given the number Of loosel.y 

escorted workmen end char force personnel wandering around the White 

House after hours. 

With respect to assignment of' resp~sibilities, it is clear that the 

President's Assistant for National Security Affairs will, by the very 

nature ot his task, have to handle the vast majority of' classified docu­

ments, especially those involving special categories of' clearances. It 

was indicated that about 95 percent of classified documents flow through 

the Bundy can.pl.ex. · It, thus, makes sense to concentrate the handling 

of such paper in his office, backed by the NSC staff' as is now the case. 

However, overall responsibility for ensuring that there is a system, 

that it fits ·adequately w:l th the rest of the physical security program, 

and that it is adequately understood, especiall.y by secretaries and 

arlm1n1strative assistants in all. offices, shou1d be e~rcised by the 

· pr<iposed White House Security Officer. 



We have reviewed with special care the handling of' the hi~ classified 

material which becanes a part of the President's "nisht reading" file, 

particularly the State Department's "Evening leading" and CIA• s 

"President's Daily Brief," the latter containing COMINT and other hi~ 

sensitive material. It is concluded that, although theae materials 

appear to be handled with awareness by all concerned, ~ security of 

the process wou1d be improved by reducing the number " or::];>eople who handle 

or have access to these materials on the way to the President. For 

example, these materials, genetrally received in Mr. ':Bundy's office 

between 6:30 and 7:00 P.M. each evening, are forwarded to· the President's 

secretary for inclusion in · the night reading file, delivered by a White 

House messenger to the Head Usher, handed to the '. Doonnan, who either 

gives them to the Sergeant valets · on duty or takes them directly to 

the President's private quarters. If the Presiaent is cut for the 

everling, the documents rem8.in untended on his bed mitil "his return to 

the .White House. 

It is recaninended that: 

14. The proposed Security Officer should establish 

policies and procedures for · the handling ~d stor• of classi­

fied material in the White House •. White H~se sec~taries and 

administrative assistants should be thoroughly briefed on these 

procedures (8.Ild other aspects of the security system). 

!6!' SECRET -



15· Highly classified documents for the President's 

night reading should be held in the Situation Boan when the 

President is Out tor the evening end should be delivered to 

the President's quarters by the Watch Officer when notified 

ot the President's return. 
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16. The procedures for checking end locking up classified 

documents at night should be reviewed by ~~ ·Security Of'ficer 

and strengthened. The role of Secret Service end White House 
~ .. 

police in this process should be clarified. 

Other Technical end Bl.ysical Security Measures 

Much remains to be d~ after this survey is completed. For example, 

the proposed Sec:urity Officer .should be responsible for initiating: 
I 

- A comprehensive ' program to map sensitive spaces of the White House 

accoustic~ and electric~. 

- A systematic program to identify end remove if not in use all 

telephone, electrical, end .other wire in tru; White House. 

- A "base" physical security survey of the Vhite House (starting 

with the information developed in this survey). 

.. !GP SECBB! 
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IV. . MAJoR cmcws10ils AND BECCle!MENDATIONS 

WITH IBSPICT TO mm!ltONEs An» COMMUNICATIOBB 

Basic F:f.ndinss 

26 . 

The telephone security problem at the White House is inherent in the 

system. The present telephone. system in the White ·House grew .like 

Topsy and certa:l.~ was not designed with security in mind. There are 

(a) too many switchboards with too many operators who can overhear 

conversations, (b) too many tei'minal boards where cables frail sensitive 

telephones intermix w1 th service going directly out of the b~lding 

(e.g., to the news media), and (c) too much excess wirillg and equipnent 

lying aVS:ilable for use in possible technical petie~rations. System 

records are inadequate, . and no one knows the whole sys~. 

The outside canmercial telephone systems serving the White House (and 

the ranch in Texas) were built ~th reliability and economy as primary 

objectives. These systems_ are basicall.y insecure and vulnerable at 

many Points to the determined and trained tapPer. There is no practical 

way to make the telephone service outside the Wh1 te House ef'fecti vely 

secure, unless .crypto-secure telephones are used. Howe-yer, recommenda- ·: 

tions made in this report will help to reduce risks sanewhat. 

Need f'or Overall Bespdnsibillty 

As in the general security area, there has been no ·clear respc)nsibi'lity 

f'or planning camnunications in the White House, particularly technical 

• !&!' SBOIB! I 
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pJsnn1 pg. It is believed that communications are so impartant to the 

President that seneral responsibility should be placed in one Presi­

dential assistant. This assistant, however, must be given strong technical 

support. 

The most logical Official to provide such technical support is the 

Director of Telecommunications Management (DTM), who aileady :perto:nns 

a number of communications functions for the President, including the 

developnent Of Presidential requirements for inclusion in technical 

planning . for the National Camnunications System (NCS). With a small · 

staff of canpetent engineers, the DTM could work with the telephone 

canpanies, WHCA, the Defense Communications Agency, and others to~ 
· ... · . 

that lonser te:nn system capabilities provided the President are modern, 

secure J and adequate to his informational and camnand needs. In planning 

the security features, the DTM should work close1y with the proposed 

Security Officer and technica1 director of the countermeasures program. 

It is recamnended that: 

l. Besponsibility for ~sid.ential camnunications should 

be placed clearly on a single Presidential assistant, preferably 

the same person having general security responsibility. 

2. On technical matters, such as the planning of facilities 

and capabilities, . including security •'features, the - ~designated 

... 'POP SHORE! -
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· special assistant should look to the DTM tor ~ su;pport. The 
. . 

'DTM should acquire the necessary technicB.l. cOmpetence to 

perform this task. 

~ng for a N7w, More Secure System 

WHCA's "Signal" switchboard has already reached its capacity, and the 

White House switchboard at the present rate of growth in service is 

expected to reach saturation next year. Ever since the Vhi te House 

board was moved to the EOB in 1962, the system has been considered an 

"interim" arrangement by the Chesapeake and Potanac Telephone Canpany. 

The President needs . en effectively planned camnunications system with the 

best features of , privacy end security built illto it fran the beginning • 

. Basic questions (with respect to a new system · are · (a) whether it _: shoUld 

be self-contained (~lectronically segregated and physically secured), 

Bnd--(b) how much Of the Executive Office Of the President it should 

embrace. With respect to the latter, the long-run trend will be to 

mova more a.Ctivities directly supporting ···the Vhite . House into the EOB 

and Federal Office Building (FOB) No. 7. It would awear prudent in 

tele;phone planning at this time to consider the White House - EOB -

FOB No. 7 as a single canplex served fran a central switchboard in 

the EOB. This switchboard coul.d have dual capabilities -- (a) manual 

capability serving the President and top staff. as '. determined by later 

studies, and (b) a flexible, rapid dial system which could ring anyone 

in the canplex by dialing only two or three digits. 
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This single system should largely replace the three switchboards now in 

use with considerable savings in the number of operators, trunking, and 

line costs. In fact, the C&P Telephone Canpany has estimated that such 

new service could be rendered for approximatel.y the same annual recurrins 

cost as that f'or the present system. In the system studies which are 

required, these cost factors should be careful.l\}r weighed. 

It is recamnended that: 

3. The designated Presidential assistant for communications 

should req,uest the D'l'M to work with the telephone cc.mpany, WHCA, 

Defense, GSA, and the White House Chief Clerk to de~lop and to 

recamn.end a rational telephone system tor the White House - BOB 

canplex, with consideration of' the following security features: 

a. A self-contained system serving the whole White House -

EOB can.pl.ex. 

b. A combination of' manual operation and a flexible 

dial system so that calls can be made without going through the 

operator. 

c. An auto.ma.tic disconnect capability, even f'or the 

dial portion, so that when the inside telephone is hung up, the 

line into the White House does not remain open to outsiders. 

d. Sane tom. of operator disconnect on calls that have 

been established so that the operator cannot re-enter the circuit 

except on recall by the parties. 
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e. Maximum cryptographic security for links outside 

the ccnplex. 

Cr.y;pto-Secure TeleJ!b.Olles 

The onl,y wa,y that telephone calls outside the White House can.pound can 

be canpletel.y protected is through use of crypto-secure voice systems. 

Marked improvements in quality are being made, and the new KY~3 telephone 

is equal in quality to that of regular telephones. These should be 

installed at vital White House links as soon as feasible (KY-3 facilities 

now exist frcm Mr. Bundy's office to the Secretary of State and to the 

ranch). 

H~ver 1 the new secure voice service should not be made available to 

the President until it has been proven elsewhere and will clearly meet 

his needs. There has ~en a tendency in the pastto use the Wh1 te House 

as a . proving ground for canpletely new canmunicat~on eq~pnent, before 

the functioning and security ot the equipnentbave been established. 
r. 

The present proposal. to install a secure facsimile capability between the 

Pentagon and the Situation Boom appears to be an example~ The security 

characteristics of this equipnent should be thorOUghly demonstrated 

before installation. 
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It is recamnended that: 

4. Kr-3 hish-guality, secure telephones be installed, as 

soon as feasible in circuits between the President and offices and 

residences ot key national security advisers. Secure voice capa-

bilities for Presidential aircraft, helicopters, and cars should 

be developed and installed when ready. The cri tieal point is the 

acceptance and use ot these telephones once installed. 

Bes;ponsibility tor Telephone Security at the White House 

For historical and practical reasons, there is a split responsibility 

for ;providing re_gular, ?lon-secure telep!lone service at the White House, 

and this split canplicates the fixing of respon~ibility tor telephone 

security. The White House board, manned by civilian operators under 

the direction of the White House Clerk handles the majority of incaning 

and autgoing traffic. VHCA handles the balance thraugh the Signal Board. 

WHCA. also has operational responsibilities for crypto-secure camnunica­

tions at the White House and for all camnunications at the LBJ ranch 

and while the President is travelling. The local1 telephbne canpany 

installs and maintains most of the equipnent used by both services. 

Secret Service has exercised same responsibility f'or the security of 

telephone service running through the White House board. However, the 

steering Group was told that until 1959 the telephone c~pany kept 

terminal roans in the White House locked and did not allow Secret Service 
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inspection. Sinoe that time, the canpany has made system information 

available to the Secret Service, but not enough to permit a thorough 

assessment of' security. 

Since a major portion of the telephone security is enecapassed in a 

strong audio counte:nneasures program, we believe that the Secret Service 

should assume responsibility for security of all non-crypto-secure tele­

]lb.ones. WHCA should continue its responsibilities in the area of crypto­

secure telephones. However, this division may need to be reviewed in 

the future if there is a move toward a combined switchboard in the BOB 

and if more crypto-secure voice service is introduced into White House 

offices. 

It is recarm:end.ed that: 

5. Under the guidance and supervision of the proposed 

White House Security Officer, the Secret Service should, as 

a ;part of its audio countermeasures activities, be responsible 

for protection of all White House telephones (including those 

oprated by WHCA) which are not cryptosraphical.ly secure. 

6. The designated special as.sistant for camnunications be 

the focal Point for guidance to WHCA. With technical s~_pport 

f'ran the DTM, he shoul.d review the relationship betwen WHOA 

and other elements providing regular telephone service at the 

Wh1 te House. 
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Other Tele ph.one Becommendations 

7. Until secure ;phones are available, the Secret Service 

shou1d check the private line service to key residences of 

White House officials through the exchanges and fram the last 

exchange to the residence in order to identify and to have 

corrected obviously insecure conditions. 

8. Key staff of NBC SUPJ;>Orting Mr. Bundy should be 

served by the White House board, rather than through existing 

EOB terminals and the downtown exchange. 

9. The s;peaker J>hones being used by the President and 

his immediate staff should be tested to be sure they are 

not radiating information out Of the White House (NSA has 

initiated such tests.) Steps should be taken to see that the 

"live" audio fran these speaker phones is carefully: confined 

electrically. 

10. The WHCA ':recording studio should be-moved away fran 

the President's office. 

ll. NBA, with assistance fran the Bell System, should 

explore the feasibility and cost of providing an appropriate 

number of secured circuits for the wlnerable LBJ ranch -

. Austin link and to make recamnendations to the special 

assistant designated for camnunications. 
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Can;erCIDisins Radiations ('JEMPEST). 

The encrypted camnunications at the Wh1 te House Communications Center in 

the East Wing, as found by the survey, had been installed by VHCA at a 

time when 11 ttle attention was paid to the problem of compranising radia-

tions. What is more, WBCA had not requested a 'JEMPEST check for such 

radiations since 1962, although standing procedures called for inspections 

at least every year. The preliminary survey of the VHCA camnunications 

area in the East Wins Shelter showed a number of unacceptable practices, 

including the use of a high-level teletypewriter cryptographic equipnents 

which under previous tests have been proved to produce canpromising 

emanations. Corrections have since been made, and a ~MPEST check has 

been canpleted. 

Similar conditions were found in the International Situation Roa:n. 

However, the potential pick-up of these radiations is considered more 

dangerous, because the Situation Roan is at ground level on West Executive 

Avenue. TV trucks and other vehicles parked in the area pose a potential 

threat. These problems still await correction, after which a TBMEEST check 

should be made. 

The situation in the WHCA camnunications trailer at the LBJ ranch was 

basically the same as that at the Vhi te House - i.e., the cryptographic 

equipnent was programmed for high-level signal operation. P-ead.able 

signals were obtained by Army technicians near the overhead power line 

......__ 'fOP BBCHE'I' -



. ... 
' . 

35 

three que.rters of a mile from the ranch. Clear text radiations fran 

classified messages being sent or received at the ranch were thus getting 

into both the open wire telephone carrier end microwave system to Austin. 

These conditions have been corrected. 

It is recanmended that: 

12· The WRCA facilities be regularly inspected to ensure 

continued compliance with 'mMPBST standards, end these tests 

should be supported by NSA. 

13. WHCA personnel should receive continuing technical 

guidance fran Army Security Agency, NSA, and others to keep 

· abreast of advances in the '.IEMH!ST and camnunications security 

field. 

14. Prior to any additional secure camnunications systems 

or equipnent being installed, including the proposed secure 

television and facsimile systems, detailed plans should be 

prepared end concurred in by a TEMPEST-trained staff. 

15. Steps should be initiated to reduce radiation levels 

fran "soft talk" teletypewriter equipnent used. with P.residential 

aircraft. 

White House Office Machines 

The survey group attempted to identify automatic office equipuent which 

might radiate recoverable ···intelligence. On inspection, 1 t was determined 
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that the Xerox machines used for classified information .in the White 
-

House and the EOB constitute no risk. However, the two Flexowriters, 

two Royaltypers and four Robotypers used 1n roam 59 of the EClB under 

the administrative control of the Wh1 te House do represent a potential 

hazard. 

It is recanmended that: 

16. Controls should be placed on the above-mentioned 

machines 1n room 59 to ensure they are used only for unclassi-

fied or, at most, Confidential information. 

17. If, in the future, any office machines are installed, 

particularzy if this is electronic data processing equipnent, 

consideration should be given to the resulting possibility of 

canpranising radiations. 
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Slrf~VEY OF TECHNICAL AND P".tlYSICAL SECURITY ARRANGEMENTS 

FOR THE PRESIDENCY 

I. OBJECTIVES AND APPROACH OF THE SURVEY 

The survey, in response to National Security Action Memorandum 315~ has the 

folloW~ng general objectives: 

- To assess for the President and his advisers the risks of cctnpromi£e 

involved in the use of various communications and other facilitie~ 

- ·ro <.::.ssess the present program for protecting t~.~-J~~~~v8:g ___ a'!1~ ~c~ _ty 

Jf 1he Presidency in terms of current capabilities for technicai 

~netration. 

- ·r o recommend specific measures to reduce risks, which are rE:alistic 
-- ·~~------ ..... -- ---

in terms of cost and the needs and functions of the White Hause. 

protec~~on program paced to the growing risks which would minimize 

the possibilities of canpromise or embarrassment to the Presidency. 

- To assess the handling of classified documents in the White House, 
/ 

, ·; especially certain highly sensitive documents sent to the President 

To co:nd.Qct the survey, the Director of the Bureau of the Budget convened a 

special committee of officials frcm CIA, NSA, State, and Defense, and 

representati ves Of the Executive Office (listed on Attachment A), hereafte 

referr~<l to as the Steering Group. These men were selected to provide a 

balanc.ed expertise in intelligence and security from both an o:p=r(.ltional 
>!·.;rt,/ 

and reGearcn and developnent viewpoint. In addition, the su:rveY/ and the 
I'\ 

SANITIZED 
E.O. 13526, Sec. 3.S 

NLJ RAC OS-
BY-.1-~---NARA, Date~-.::.=--

.. - . - - · · . - _, 
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conclusions have been reviewed by a panel of scientific and engineering 

consultants consisting of Dr. Jerome B. Wiesner, Dr. William O. Baker, 

Dr. Edward David, and Mr. Richard James (see Attachment A). The conclu-

sions are based upon results of inspections and extensive discussions 

with appropriate representatives of the White House, Secret Service, FBI, 

CIA, Defense, and other agencies, and the telephone canpanies (AT&T, 

Chesapeake and Potomac, and Southwestern Bell). 

In the course of the survey, it was determined that conditions in two 

areas required more detailed and comprehensive inspections, and these 

were initiated: 

- Defense investigated possible compromising radiations from 

equipnent utilized for secure or encrypted communications. A 

team of Army specialists, supported by NSA, conducted this 

inspection, known as TEMIEST (see Chapter III). 

- Secret Service, all@Jlented by equipnent and highly trained personnel 

frcm State, Defense, and CIA, conducted an intensive audio counter-

measures survey of the White House. This work is still in progress. 

' This report concentrates on security protection at the White House but 

also. touches upon relevant situations at the President's ranch in Texas,-

at the Office in Austin, Texas, and while he is travelling. The problems 

of the Executive Office Building (EOB) and, to a lesser extent, the new 

Federal O:f'tice Building No. 7 are treated as they related to White House 

problems, primari~ in the area Of camnunications. 



\. ' 

.:• ' . ~- :· :. :· "':.• 
. ~ , .. ~~ : . '· 

3 
\ 

The detailed aspects ot the surVey were treated under two headings. A 
I I 

panel, chaired by 
/ 

I 

aissed the audio counter .. 

urity aspects ot the \.~9 measUres and related physical. an 
~r~. I prob~m. A second pane1, chaire n 'ot NSA1 focused on various 

Summary Report contain the detaile s and recamnendations of the 

',~ panels. . \ / 

r \ ' ~;"I.The conduct ot the st~ was &:~\ initi~ by the l.ack ot basic 

'\~l/_,,~armation on the White Rouse teie:te system on which to base an 

~· assessment. This ~omation .ias ded on March 11 1965• Also the J /} tact that there is no cent;t' authori \ . Oil security procedui-es at the 

,...,.t; Whi:te Rouse meant that it. Was neceaaar~\ to obtain information tran a 
I\'· I / \ ..r . ,p.umber of sources, and ~ch information ~tten proved conflicting. 

r Where possible in t¥ cour~ ot the study, chex>ges WiCh might improve. 
I / 

)Ji"security were sugge'sted and accanplished. Examples ot changes already 

,~. I! made or being made 81'9: . . 

¥ 
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$. Fundamental. reductions have been made 
4 

canp:z:anisiµg 
- --1-----=--------

radiations fran ca1m1-unications equipnent handling c 
~· . : 

the White House and \the LBJ ranch. 
I 

~ Steps have l;>ee\n taken to design and fab ·cate transportable 
\ \ . 

c~ographic:__ _camnuni at~on.s equipnent with~~· :.~ rad!~~i~-~~ls which 

coul.d accanpany the s~dent on trips, parti l.y abroad. 
C&P 

~ Tbe/teleph, cipany in connectto. with certain new installations ? 
is . installing ~hield~s direct from lephones in the West Wing to . \ 
a consolidated tenninal. h now under Jc struction. 

\ \ 
•· White House Police -~ now being taken to State for briefings in 

\ \ . 

the audio surveillance ~at· .,and c tenneasures. 

~ The Secret Service', ha~ in tailed alarms in telephone terminal / 
\ 

areas and other sensitive artras / 

¢• A better understandir;ii' of the technical. ~netration problems in 

the telephone canpanies has ~ about through very helpful discussions 
\ 

and these companies ~j nsidering\ de~'lopnent of technical features which 

would increase teleph7.security an~ \pd\y. 
• About 3,000 feet of s:µrplus c~ble '-,not needed for present service 

has been removed~ /be cour)e Of the speci~ counter audio survey. 

Sections II and .J:r. · of u1 Summary Report. 'wi~h follow set forth basic 
I \ 

( ' 

:findings and rymises bf · ~e survey and asses~ the potential vulnerabilities 
~ \ 

of various Prelaide ial :facilit es, concentratfng on the White House. 

Major concluloi;i. and recaomendati~are s~zed in two separate but 

l / " interrelated/~ctione: rv. General Seci~y and Audio Surveillance 

C o\mtennel ure B; and V • Telephone B and CCllllllltinicatione • 
/ / , .. .... , ,- ·< ,, . ~ _. . r 

1' / ' -- . I .. . ' . "I \ I ~ 
-. ';; ~ 1;.;· ',·' .:· ' 

'. 
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II. BASIC FINDJNGS AND PmMISEs OF THE SURVEY 

Findings and premises which underlie the conclusions and recormnendations 

of this survey are as follows: 

~-The White House is a prime intelligence target, because of the 

volume of concentrated, authoritative infonnation bearing on the full 

range of u. s. national and international concerns which pass to, from, 

and within it each day. A rapidly growing amount of this infonnation is 

passed electronically. 

2). - Motivations to tap these infonnation sources are very high. As 

one consultant to this study observed, "We simply have not recognized 

temperamentally the efforts which our adversaries are willing to expend 
// . 

in this field. The thirst for intelligence (and news) is particularly 

high in crisis periods when the speed and intensity of action tends to 

reduce the security of the information process. 

~ -There has been a marked and continuing expansion in technical 

capabilities for clandestine eavesdropping available to intelligence 

agencies and al.so to news, business, and political groups. The Soviets 

and other Bloc powers have demonstrated high proficiency and activity in 

·this area, as evidenced in the operations against the U. S. Embassy in 

Moscow since 1952/~~ 1)0 audio surveillance devices :found to be 

( targeted against U. S~ facilities abroad since 1949~ Domestically, 
~ 

eavesdropping devices are available on the commercial market, and a 

growing number Of private detective agencies stand ready to provide 

eavesdropping services. 

, _.: :' =· '._;.; .. ~" • . ·- , 
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~ - In the next :five years, intensive application of microelectronics 

and other d.evelopnents now in the laboratories will increase significantly 

(a) the use of clandestine surveillance systems, and (b) the difficulty 

in countering them effectively. 

Qt- Given the importance Of the office and the motivations and capa­

· bilities of potential penetrators, extraordinary precautions should be 

taken to protect the President's privacy and security, using the best 

personnel, techniques, and equipnent available. The payoff from such an 

effort in tenns of national security and protection of the institution 

of the President would appear to be many, many times the small cost 

involved. 

'\\)., It is ~lieved that security improvements recommended herein 

can be made without disruption of the White House work processes and 

without significantly altering the symbolic qualities Of openness and 

approachability of the Presidential office • 

. ... . . , 

~---,....-.-. . \ 1'~ : 

"-: -.: _ .. _k ILl 
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III. ASSESSM&NT OF RISKS AND WLNERABILITJES 

Basic conditions at the White House 

Fram the point of view of protection against technical penetration, 

arrangements at the White House present certain advantages. The greatest 

advantage is the relative geographic isolation of the White House fran 

other buildings, particularly non-Government controlled buildings. This 

spatial separation presents practical problems to potential penetrators 

(a) in transmitting intercepted info:rmation out of the White House, and 

(b) in locating and mann:Jng a listening post. Also, the present protection 

program of the Secret Service and the White House Police, oriented largely 

to protection of the person of the President, provides almost as a side 

effect a measure of protection against technical penetrations. 

On the other hand, there are a number of conditions which make the White 

House a difficult facility to defend against technicaJ. penetrations. First, 

even sensitive areas of the White House are re la ti vely open to people w1 th 

varying degrees of clearance and control. White House Police statistics -

show the following numbers of people moving through the White House in 

FY 1964: 

- 5,000 

- 49,000 

Tradesmen, vendors, construction and repair personnel, 

TV and radio technicians, etc., service the White 

House in a year / many returning a number of times 

(25,000 separate entries) 

Official visitors, u. s. and foreign 

· .. ·., r,· .. ~. ~.:~ J r.· ""'!S 
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- 2,000 Military support :personnel, including communications 

personnel, mess stewards, chauffeurs, and bands 

- 1,700 Members of the press, TV, and radio, including those 

fran Communist and other foreign countries, with 

press passes. 

These are in addition to about 1,000 other people having White House passes 

(professional. and administrative staff, danestics, char forces, gardeners, 

agency officials, etc • .), 51,000 guests at social ~ctions, and 1,800,ooo 

public visitors and tourists, some of which are given private tours 

through sensitive spaces by personnel assigned to the White House. 

In terms of the study, the large number of construction and repair workmen, 

particularly telephone maintenance men, electricians, and TV technicians 

are of :pa.rticul.ar interest. On a recent week-end, there were seven 

different contractors and ninety workmen in the West Wing and the Mansion, 

and this is considered a typical. level of activity. The fast pace of such 

activity of'ten complicates technical. surveillance. For example, a quick 

decision to have TV coverage of an event can result in 40 - 50 technicians 

setting up lights and cameras and running cable in the President's office 

and adjacent areas for a period of several hours. TV coverage is liable 

to be followed almost immediately by a high-level meeting in the President's 

office with no time in between to conduct a countermeasures · search. 
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Lastly, the White House is an old facility. Its space has been altered 

and re-altered on a piecemeal basis many times. Also, space is over-

crowded and allocated without much consideration to security - e.g., 

recording room under the President's lounge-office; press share an 

ad.joining wall with Mr. Moyers; messengers and duplicating facilities 

adjoin '.the ~ituation Room. Telephone, electrical and other wiring, and 

piping systems have been added over the years without any systematic 

effort to remove the old. "As-built" engineering drawings which are 

essential in identifying deviations are o:f'ten not available. · 

General assessment of present protectio/ 

I 
In marked contrast to the .need for rd technical. security, there is 

actu~ no coherent sec~ty prlam at the White House, and little 

indication that one is beina ~rlo:ped. Basic problems are: 

- Responsibilities for ~~~ity are diftused. 

- There is no one in rge; \ 
- There · are gaps ; coverage, . · 

- The eff'orts to rda tecbnicaJ:,_security countermeasures suffer 

fran lack of ' Uthority, technical c~:petence, and manpower. 

/ 
I 

I 
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- The telephone companies and the White House Communications Agencies 

are efficient providers of communications, but, left to their own 

devices, they have given little consideration to sound security. 

At present, they lack understanding of the problem. 

- The canbination of measures to clear and control movements of 

people is not adequately related to the needs to protect against 

technical penetrations. 

Major s;pecific findings 

The survey found a number of potentia1ly dangerous conditions which 

illustrate a lack of attention to technical security problems and 'W'hich 

should be remedied as soon as possible: 

; lt;c1.:· ~rol.blefl(reported in~ Di.rector}·6 ?emora.ndum to~· 
. / / I 

1 
\ 1 

1:~ dated A H.l _?- , 196 • / -· . · "---' i/' ,, i,v · r 
'v / . 

\ V' . 11_' \/ ' 2. 
\\J ~/ ' 
\J :~ , "'> / 

~l ~ .,v · fwitchboards to the residences of the l2 key advisors to the President, 

i\1 following conditions were found: 

In checking the private line extensions off' the Whi. te House 

a. Secretary McNamara's private line was found to run along 

the back wall of the Finnish Embassy. An employee of the Empass:y __ indicated \ 
(~c(1 \);'\ ~~ 

he knew of this condition and stated casuaJJ:y, "we listen to~~ the 
-

time." The dangers to this service, since rerouted, were (l) "cross-talk" 
l 

:f'ran ~cretary 1 s li~ to the line to the Embassy 'Which ran in the same ) . ) 
~AWJM'. . · JI ) 

\ 

cable (this can be picke%. up by proper amplification on the regular Embassy " 
f'. ~- -u: 

\ telephones), or (2) an inductive tap (see . · · _._ .. . page · ). 
\ ' ' -
'------ --

..... 
\ ~ 

;:.<: ... ... :~ \ . . · ~ 
J "f' · . ~ 1•• . ,~ .:.'--\. t!. 
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b. Secretary Rusk 1 s two private White House lines "ap:pear'1 -----_ [ / 

eight times. These appearances are accessible, and a potential. operation ! ti -~cl r 
I 

would be masked by the wooded area through which the service passes. One 1
-' . 

I 
of the line appearances was on the property Of a registered agent of tb.f; 

Dominican Republic (see Chapter II, page ) • _/
1 

2. Long distance telephone service to the LBJ ranch is highly 

wlnerable to intercept in the open wire carrier and microwave links 

between Austin Texas and Johnson Cit • 

3. Clear text of classified messages was recovered· by reading 

· manations from secure telet ent at the LBJ ranch on the o:pen 

re power lines from the ranch house f~r a distance of 3/4 mile. We 

ow it went much further. Piecovery of the aame informa.tion .Wa.s made from 

: he telephone lines and microwave system going from the ranch to Austin. 

ese conditions have since been corrected. ------- --.. ·-- --- -·-- -- ·--

4. The secure teletypewriter equipnents in ·the White House camnuni-

I
I ations center and the International Situation Room al.so were found to be 

high-level "radiators," which, in conjunction with improper intermixture 

of secure and non-secure telephone lines, provided potential pa~hs for 

transmission of clear text information of encrypted messages out of the 

Wh1 te House. Both of these facili tie.a as surveyed do not conform to 

Government-wide security standards. 

5· The counter audio survey has found numerous places where there 

is accoustical leakage :f'ran sensitive offices. Conversations in Mr. Moyers! 

f:f'ice could be heard through the wall into a press area and through an 

ld sink pi:pe down into the dispensary below; similarly, an unused pipe 

onveys intelligible sound fran the Cabinet Room to a Secret Service squad 

below. 
'== I . 

, ..... i! 
\.;_ ~· .. ~. "· . 
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6. ~sidential and other West Wing telephone s~e runs tht-ough 

terminal roams which also serve press, TV, radio, Muzak, and other services 

going directly out of the White House (not through the manual switchboards). 

i 
l 
~ 

Wiring conditions in these roams were such that it would be extremely diffi-

~ 
)~ 
i 
} 
, .. ~ 

cult to identify an improper cross-connection or tap. 

There are direct, live audio lines from the Cabinet Room to 
; j television and radio networks. Such lines also ap::pear in the haJ.l outside 
,')' 

; the President ' s Office. 
~ 

The potential of a quick connection of a micro-
v 
"' i 

:'I: 

1 
~ 

phone to one of these lines constitutes a hazard. 

8. TeleEhone maintenance men and GSA electricians :permanently assigned 
;s 

,~ who have the greatest access to vital telephone and electrical systems do 
. '~ 
i 
'~~ not receive the FBI .fU.ll field investigations given to regular White House 
'¥'; 

' employees, including cooks and gardners·. Technicians (tele:phone, electrical, 
l 
l and TV-radio :people) not :pennanently assigned are not given adequate es~ort 
~ 
Sto protect against penetration. 
']) 

~ ... 
Nantel'OOa 1'.)+ber congiti ons ybi Ch reqpi ye a+±e:r:Jtii-e&-el!C d:ceel!~ :Ln,.. t~ 
~ 
~~er.-
~~ 
~:, 

i ti.f1 the survey, ~ ~are containing Top Secret materiaL_was observed, 
Ji 
left o::pen over night; more significant, perhaps, the safe which had been in 

use for __ still had the basic factory combination (50-2~50). 

' .... ·' 
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Assessment of risks and vulnerabilities 

Based upon discussions with appropriate Officials involved in various 

. aspects of W'nite House security, there has been no concrete evidence of 

hostile audio surveillance activities directed against the Presidency in 

this country. None has been uncovered in the comprehensive counter audio 

survey to date. However, even after the completion of the comprehensive 

survey, there cannot be 100 percent assurance that the White House is 

free of audio surveillance devices. 

On several. occasions, questions have been rai~ed as to the. relationship 

between . audible clicks on telephone lines and possible tapping. Based 

upon a study by the Chesa]:')eake and Potomac Telephone Company, the greatest _ 
. ~u,.f" 

source of clicks is the operator checking the line to see if calls are____ ~ -/AN\ · 7 
.. J.J~· 

completed. Clicks also resu1t from maintenance ];)eople checking lines 

and very infrequently from natural phenomena. A telephone tap generally 

cannot be detected audibly. 

However, given the problem areas, the state of the protection program, 

the threat of technical ]:')enetration appears to be as follows {generally 

ranked from most to least vulnerable): 

1. Most vulnerable are mobile radio tele;phones in cars, heli_copters, 

and aircraft. It must be assumed that the Soviets monitor a1l radio 

telephones in the Washingt;on area from their Embassy. The Presidential 

aircraf't would also be a prime monitoring target, and the Steering Group 

has seen transcripts of classified conversations from the aircraft to the 

- :· 1 ~ 
. ; ~ •• t,I 
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White House recorded by an Air Force contractor, Radio Liberty, in Iowa. 

The LBJ netowrk in Texas can be monitored by anyone with simple radio 

equipment with a 35-mile radius. 

2. Normal. (in the clear) telephone conversations on the open wire 
C\'l\.c\ 

carrier and microwave links between the LBJ ranch ~ Austin can be tap:ped 

or monitored with comparative ease and little chance of detection. 

3. Private line telephone service to residences and offices can be 

monitored in the normal course of business by operators at 'the White House · 

switchboards and by maintenance men and operators at the telephone exchanges 

(usuaJ.lzy" two or three exchanges) where the lines are tagged for special 

service. The lines to residences are vulnerable to tapping in the last 

leg near the residences where they become easily identified (they usually 

follow the same routing as normal telephone service). The lines also 

frequently appear in questionable places as noted for Secretaries McNamara 

and Rusk. 

4. Telephone service for the Executive Office Building (EOB) is 

more vulnerable to intercept than that in the White House. First, it is 

served from a terminal room in the basement where wiring conditions, and 

hence the ability to spot cross-connections, are exceptionaJ.lzy" poor. 

Second, the building was complete:cy open to the public during office hours· 

up to about three years ago, and it is still more open to entrance and 

movement within it than the White House. Third, the service can be monitored 

by operators in the Lafayette exchange. It should be· noted that the White 

House lines to the offices of Secretaries Rusk, McNamara, Fowler, and Udall 

pass through the basement terminal roam and that most of the NSC staff 

.,..._, ·- • . " ,, 
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supporting Mr. Bundy (all when the study began) are served through this 

room and the Lafayette exchange. 

5. Given the nmnber of :people moving in and out of sensitive spaces, 

and the general situation at the White House, the introduction of a small, 
......._ -

,self-powered radio transmitter which can be quickly concealed by :people 

having limited access (workmen, TV technicians, char forces) presents a 

possible form of technical :penetration. Likely listening posts would be 

TV or other trucks parked in West Executive Avenue, ~ttle-used spaces 

in the attic of the EOB, or buildings along 17th Street or "H" Street N.w. 
T'.ae _miniature recorder (cigarette :package size) which could be easily 

o.-1.~o 
concealed, presents a threat. 

,... 

6. Presidential telephones coy~r.,2ps-connected or_ia~~g in two 

terminal points in the White House where his service is intermixed with 
· VJ-her~ ·1 ~e re- r,,\ r ~ 

other telephone service not going through the switchboard, an\ttiS numerous 

spare pairs in the outgoing cables ~,,.able~ In addition, all c ... 
' \\'\ '"'~~ c 0 !.J 

Presidential calls through the White House switchboard are accessible at 
}\ 

the switch room and the switchboard ~~ Access to these points 
\ 

would be required. 

7 • Use of ~red ~crophones, carrier transmitters, or comp~~d 

"hot" telephones present substantial problems of transmission in and out 
- ··---·....__:__......--.._. I • 

\JlffH\O, . 
of the White House, but should not be ruled out given present conditions. 

/\ 
Extensive access to telephone and electrical systems would be required. 

8. Sophisticated ;penetration techniques such as infra-red windovrpane 

pickoff, laser beams, lip reading by telescope, directional. parabolic 

microphones, etc., appear to be limited by physical conditions at the 



17 

White House and the state of the art. However, advanced develo:pments in 

some of these areas must be caref\llly watched and considered in developing 

fUture :protection :programs. 

9. The three underground "feeder" tele;phone cables from the White 

House to the downtown and mid-town exchanges and more :particularly the 

100 :pair cable to the mid-town_. exchange offer relatively attractive 

:possibilities for ta:p:ping which are made easier by tagging a1l W"nite House 

lines in the exchanges to ensure good. service. The cables themselves 

could be ta:p:ped in a little used manhole · or by means of a tunnel into the 

cable vault. The latter would be quite difficult and costly for a ta:p:per, 

but the yield could be high, and detection might be difficult • 

. j 
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IV. MAJOR CONCLUSIONS Arm RECOMMENDATIONS WITH RESPECT 

TO GENERAL SECURITY .AND AUDIO SURVEILLANCE COUNTEBM&ASURES 

Overall security responsibility 

Fundamental to the conditions found by the survey is the fact that 

there is no central authority to direct and integrate the fragmented 

security f'unctions. Security files for ~1hite House :personnel are reviewed 

by Mr. Watson; Mr. Moyers has responsibilities for approving White House 

pass issuance and for communications; . Mr. Bundy controls the handling of 

most classified documents; Secret Service with the White House Police 

provides certain physical secur-lty; Secret Service exercises responsibility 

for audio countermeasures for most of the White House and security :pertain­

ing to administrative (non-mill tary) communications; the White House 

Communications Agency (WHCA) provides security for its communications; and 

the FBI :performs full field investigations and specific counter audio and 

communications investigations on call. 

This dif:fUsion of responsibility has resulted in gaps in the overall 

effectiveness of the White House security program. It certainly is not 

conducive to developing a program to meet the imreasing technical threat. 

It is recommended that: 

l. Responsibility for physical security, telephone security, 

audio countermeasures, and personnel clearances should be clearly 

assigned to a single . Presidential assistant. With proper staff 

support as recommended, the security assignment would take only 

a small portion of the assistant's time, but his responsibilities 

should be clear. 

I 
·I 



19 

2. Staff support for the designated Presidentia1 assistant 

should be provided by a ;professional, high-grade sectirity officer 

reporting directly to such assistant and responsible for ensuring 

that a comprehensive security program is established, appropriately 

coordinated, and effectively maintained. The security officer 

shoul.d have broad experience in the severa1 areas of security 

and should have a small staff Of two people to assist him. 

Audio countermeasures program 

The Secret Service ;program to protect the President frcm technical eaves­

dropping began in the early phases of World War II. Protection Of · 

Presidentia1 privacy was assumed to be a logical extension of the statu-

tory responsibility "to protect the person of the President" and his 

immediate family. Yet, as late as 1962, there were onl:y two :people concerned 

with audio countermeasures. In the last year, the number has been increased 

to six, although onl:y about 50 percent of the time of these men is spent 

on audio countermeasures ;per se. 

However, to this day, there is no statutory authority or lrritten directive 

assigning Secret Service any responsibility for audio countermeasures. 

Also, there has been no guidance or direction from outside the Secret 

Service (either the White House or the Treasury) indicating the degree of 

emphasis to be given to this function or checking to see 'What was being 

doneo It is not surprising that the Secret Service management, oriented 

1argely to protective and investigative functions, has not allocated 

enough of its scarce budgetary and manpower resources to the countermeasures 

effort. The program has tended to drift a1ong with the following results: 
• • ·' ''l 

, ,f ' 
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- Inspections f'ran President's office on down have been cursory and 

too infrequent. 

- There are important gaps in cover9.ge; e.g., the offices Of the NSC 

staff and the residences of' the Vice President and key Wh1 te House 

aides. 

- · Personnel, often shifted f'ran investigative tunctions, have inade-

quate technica1 tni:ining. 

- There is no base of' technical inf'ome.tion concerning the White House 

facilities. 

Chapter I caitains a detailed review of the program end 16 specif'ic -·recan• 

11endations for improvement. 

"rhere are good reasons for having the Secret Service provide"' "in-house" 

audio surveillance countermeasures capability as many of these f'unctions can 

be :fitted in most easily with other activities related to protection Of 

the President arid the White House. However, the basic unknown is whether 

ca-. "police" agency like Secret Service can give proper sup;port and direction 

-f;o technical activities and whether it can attract, retain, and direct the 

teclmical competence required for the handling ·Of the more sophisticated 

audio threat anticipated in the next few years. It. is especiaJ.zy :Important 

mat the director Of the technica1 security program ~- highly qualified in 

engineering or the physical sciences. 

'lie conclude that the Secret Service can and should develO£> an ef'fectiye 

countermeasures program, if the recauinendations .herein :for strengthening 

its capabilities in this field are hlplemented. The e1ternatives •· 

' ... 
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assigning responsibility for this function (a) to WBCA, (b) to a new civil 

service unit attached to the White House or some office in the Executive 

Office of the President, or (c) to an operating agency like State, Defense, 

or CIA -- were considered and rejected as less desirable. If it appears, . 

however, that after a .year the Secret Service program has not developed 

Che technical leadership and canpetence required, alternative arrangements 

3hould be reconsidered. 

It is recamnended that: 

3. P.esponsibility for the audio counte~asures ~ogram 

in the White House (including t~ !~ ~~~G11;~c:1Tftl 
-and at residences of the Vice-President and 

key Presidential staff shOuld be clearly assigned by Presidenti~ 

memorandum to the Secret Service, and execution should be under 

the direction and guidance of the proposed White House Security 

Officer. The intelligence community should provide staff and 

equipnent to supplement that of the Secret Service on request. 

4. Within Secret Service, the technical security tunction 

should be separated from the Protective Research Section and 

given greater organizational emphasis. 

5· Efforts should be made to obtain a highly qualified 

technical. director {or the program. If Secret Service is not 

able to hire such a person, he should be detailed for periOds ot 
~wo - three years fran an agency in the intelligence camnunity .. - ·· __ ··- . 

having substantial technical programs. 

. ,• 

. ~. : . 
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6. The White House Security Officer should be a permanent 

member of the Technical Surveillance Countenneasures Camnittee 

of the u. s. Intelligence Board in order to keep abreast of 

developnents and to obtain advice and assistance fran the Camnittee 

as needed. Similarly, the technical. director of the Secret 

Service countermeasures program should attend meetings of the 

Research and Developnent and Audio Countenneasures Sub-Camnittee. 

7. Staff of the Secret Service perto:nning tm technical 

security function should be increased by at least five people, 

over and above the present complement Of six. All staff should 

be technically trained, and at least half Of tbem should be 

graduate engineers. 

8. The frequency and coverage Of the audio countermeasures 

program should be extended and intensified as recommended in 

Chapter I. The. Secret Service should also be responsible f'or 

surveillance of buildings around the White House which might be 

used as possible listening posts. 

9. Assistance in meeting any unique research and developnent 

requirements for countermeasures at the White House should be 

sought from appropriate agencies, particularly the Advanced 

Research Projects Agency in Defense. 

10. The Secret Service countenneasures program should be 

reviewed in a year by a camnittee chaired by the Director, Office 

of Science and Technology, to ensure that P,110gress is being made 

toward developing an effective program· in terms of the threat. 

The Director should make recamnendations to the President through 

the designated Presidential assistant f'Or securit~ • 

. - i~.~ :~:~ ;~;,. c1 t ~·: # 
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Security aspe.cts of construction and repair activities 
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Many :people in the White House initiate changes in telephones and pl\ysical 

arrangements on a rush basis with little consideration given to security .· 

effects of the action. These changes may be implemented by the White 

House Communications Agency (WHCA), the telephone canpany, GSA, the 

National. Park Service, the Navy, or sane other agency. It is not an 

infrequent occurrence that the first Secret Service hears of a PJ.O ject 

is the daily notice that contractor employees will arrive on the job. 

Once features are installed, it is more costly to make changes which might 

be required for security reasons. 

It is recamnended that: 

ll. P.egular procedures be established for coordinating 

physica1 changes in advance with the proposed Security Officer, 

es;pecia.J.],y all changes in telephones and electrical systems. 

Personnel clearances and control of people 

In the last few months, clearer and more effective procedures for revieWing 

FBI investigations and approving assigmrents to the White House eta.ff and 

military :personnel have been established. ~owever, there are still seme­
what diffuse authorities for conducting investigations, reviewing reports, 

and issuing passes ad oe 1aJ-,. for maintenance people, vendors, and 

·" 

c:'.teaz~ i1Wfl!'!l:1lg &EciM&-40 _c:_hniciens, particu:i,tir~tl].~i:, ,~ have) 

extensive access to telephone and electrical systems.l ~p:c;i;;,* ' 
.. ; . ~ : r· ~ ··rr· 
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Mfnt:eiiance empieyeea hari:Bg pe111ttt!n!nt whi'Ee HOU6e passes are n&t-glven 

ft1ll f1el@r~UeSt~ttm5ns, but are in~stfga~ed by '~ary 

J\i.a+ri et oi UaehiBgtff>ny-uit-~~l~n@'Se"F'~anpaey.. 

Contrac+o11 p::xsozmel, :f:nel:t!d:!S:ng el:ccbx:f:eieas, are g.yen 1jm1t:ed-ehecks'"by 

Oecxet; ~ezvice (checks bf :rn? Md looil ~e ci=mtihfil f!I!A) urban e~ 

/the...man is al z:ead~r et M>rlt1 ....gµ/ a1id ta<Uo teclll11c1MS are giV@ft ll!fiii4fi@nie-

Control of such people within the White House from the viewpoint Of 

preventing technical penetrations is somewhat haphazard. Permanently 

assigned telephone people having White House passes ~ve free run ot the 

facility without inspection, except for the President's Office. When, 
~ 

for particular rush jobs, additional telephone people are brought in they 

are placed under the supervision of the pass holders for most areas. GSA 

maintenance people with passes are treated similarly. Other workmen with 

visitor badges are escorted, often rather loosely, by a White House 

Policeman who has not been trained in identifying technical i:enetrations, 

and whose main objective is to see that the men do not wander Off toward 

the President. The Steering Group has observed cases ~re the escorting 

officer sat in the hall watching a door from the outside while worlanen 

operated freely and unobserved in sensitive spaces. 

~~ .:...· ,· ~ . ~ .. . ~· · ~. .) ~.J 
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It is recannnended that: 

12. The proposed Security Officer be given "authority to 

establish and maintain apPropriate and consistent security 

standards for investigation .and review or e11 persons having 

duties in the White House or access to it. 

13· Authority for granting clearances and issuance of 
I 

White House passes should rest with the proposed Security 

Officer under the supervision of the designated Presidential. 

special assistant for security. 

14. All people permanently assigned-to the White House, 

including telephone company and GSA maintenance personnel, . 

should be given f'uil field FBI investigations (except Secret 

Service, White House Police, and military personnel who are 

investigated otherwise). 

15. All workmen who have prolonged access to the electrical 

or telephone systems serving sensitive areas, who have not been 

given full FBI investigation, should be escorted by technical.l.y 

trained members of the Secret Service countermeasures unit. 

Other teclmica.l and ;physical security measures 

A considerable number of technical end physical security studies, which 

are outisde the scope of this survey, need to be made. The proposed 

Security Officer should be responsible for initiating: 

, - A canprehensive program to map sensitive spaces ot the White House 

accoustical.l.y end electrical.l.y. 

( - .·' 
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• A systematic program to identify and remove rif not in use all 

telephone, electrica1, and other 'Wire in the White House. 

Consideration should be given to use Of noise generators on 

wires which are considered potentia.J.zy dangerous but which · 

cannot be removed. 

- Tests to aetennine the feasibility Of background masking 

"noise" which might render technical surveillance more 

difficuJ.t. 

• A canprehensive ''base" physica1 security survey or the White · · 

·House (this is being done in part in this survey) • 

. ''· . 

: ~ 
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Classified document handling 

The survey was concerned with the adequacy of security of procedures -for 
· ·---... 

handling classified material in the White House and the LBJ ranch~ The 

survey did not deal with the efficiency Of this process or with the 

hand1ing of unclassified documents •. 

By far, the larger percentage Of total volume of written material 

received and handled within the White House is unclassified, although 

much of it is sensitive. As a genera1 rule, White House personnel appear 

to o:perate on the premise that all papers addressed to the President are 

automatically "Confidential" and "Personal" in nature, and this general 

approach undergirds the system for handling formally classified documents. 

The survey rrveaJ,efu that there are no written proceduret_ now 1n effec~ 

~r .handl.ing classified documents ~in the ~ :rh_se• H~r, a less 

~omal. sysfe2~vo~d~ ~ly" on · Mi!~·~ operation, 
A . . 

which a;m:ears~ effective considering the unique situation Of 

the Wliite House, the pace at which papers are handled, and the lack Of 

any overall security authority noted above. A1though the camnittee was 

informed of la;;~h~ occurred in the past, the people with 'Whcm , ., . 

the problem was discussed exhibited a reasonable. and consistent under-

standing of the present system· and an excellent awareness ot the need to 

protect doc~nts• 
- -- ·· - ·-· ···--- ·-· - .. ... · - - - -- -- - - --·-- ·--- -- - - - - ---· - - • - --- - -·· · - -· ~!__:__ ____ , _ • - - - . -i... _ _ _ _ 
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We have examined the applicability of certain recognized techniques of 

securing classified documents - e.g., central control and registry system, · , . 

multiple receipts, follow-up tickler arrangements, complete in-house 

facilities, f'or handling and storage. These do not appear realistic or 

advisable f'or the White House in view Of the volume of' paper moving 

through the White House, the rapid demand for infonnation, the late hours 

worked, and the shortage of' space. In particular, the incremental 

security fran an attempt to pass all classified documents through one 

central point in the White House does not appear to outweigh the ad.di-

tional restrictions in the speed of handl.ing the documents. This assumes, 

however, an operable and consistent decentralized system. 

With respect to organizational responsibilities, it is clear that the 

President's Assistant for National Security Affairs will, by the very 

nature of his task, have to handle the vast majority of' classified docu-

ments, especially those involying special categories Of clearances. It 

was indicated that about 9 5 percent of' classified documents flow IDl:o:rer 

through the Bundy complex. It, thus, makes sense to concentrate the 

handling of such paper in his office, backed by the NSC staff', as is now 

the case. However, overall responsibility for ensuring that there is a 
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system, that it fits adequately with the rest ot the physical security 

program, and that it is adequately understood, es}lecial.zy by secretaries 

and administrative assistants in all offices, should be exercised by the . 

proposed White House Security Officer. 

An example of the ty:pe of problem requiring attention of the Security 

Officer is that of securing classified documents after hours. The 

committee was advised that responsibility for securing classified docu­

ments at the close of the day resides , in each office and that each office 

organizes its own checks on perfo~ce. However, the Steering Group 

has observed enough instances of Top Secret materials being left on . ., 

desks at nieht to conclude that this is a common occurrence, "tld.1 1 5 !!' 
~ o I -----

•-.. --... . . 

SC &Gil~ The physical protection program provided by the White 

House Police d~s not appear to warrant this confidence, especial.zy given 

the number of loosely escorted workmen and char force personnel wandering 

around the White House on a given evening. 

We have reviewed with special care the handling of the high:cy' classified . 

material which becomes 8. part of the President's "ni@t reading" file, 

particularly the State Department 1 s ''Evening Reading" and CIA' s · 

"President's Daily Brief," the latter containing COMmT and other high:cy' 

sensitive material. It is concluded that, although these materials 

appear to be handled with awareness by all concerned, the security of 

the ._EOCess would be improved by reducirig-the number of peOPle who handl.e 

~r have access to these materials on the way to the President~ . .. ,F<>r 
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example~· these materials, generally receiV'ed in Mr. Bundy's Office 

between 6:30 and 7:00 P.M. eac~ evening, are f'orwardedto the President's 

secretary for inclusion in the night reading file, delivered by a White 

Rouse messenger· to the Head Usher, handed to the Doonnan, who either 

?;ives them to the Sergeant valets on duty or takes them directl:y to 

~he President's private quarters. If' the President is out for tbe 

evening, the documents remain untended on his 'bed until his return to 

the White House • . 

It is recommended that: 

16. ~e proposed Security Officer should establish 

policies . and procedures for the hand.ling and storage of classi• 
......... -

\ 

fied material in the White House and that staf'f, particularly 

administrative staff', are familiar with these. 

17. Highly classified documents for the President 1 s ··-. . 
~ . . · ' · 

night reading should be held in the Si tuatl on Roan when the 
:\. .· . . ·, 

President is out for the evening and should be deliwre_d to 
-

the President's .quarters by the Watch Officer when notified 

of' the President's return. 

18. The procedures for checking and locking up classified 

documents at night should be w 1 a I @ 11 I 6hi¢:C!f:=ftrfiae• 

.....a&i strengthened. The role of Secret Service in this process. 

should be clarified. 

.~ .. ~~ r_·-- ,·· . 0.- ~ .: _:~ , ···-. 
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V. MAJOR CONCLUSIONS AND :EECOMMENDATIONS 

WITH RESPECT TO TEIEPHONES AND COMMUNICATIONS 

Basic findings 

Communications are a vital inst~nt of Presidentia1 camnand, and effective 

communicatings, starting with the systems closest to the President, deserve 

high national priority. Important attributes of an effective system are 

privacy and secUrity. All men deserve privacy in communications, but the 

President of the United States requires the best · protection possible. 

31 

The telephone security problem at the White House is inherent in the system. 

The present telephone system at the White House grew like Topsy and certainly 

was not desigiled with security in mind. There are (a) too many switchboards 

vi th too many operators who can overhear conversations, (b) too many terminal 

boards where cables from sensitive telephones intennix with service going 

directly out of the building, and (c) too much excess wiring and equipnent 

lying available. Records are inadequate, and no one knows the whole system. 
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WHCA Is "Signal" switchboard has already reached its capacity, and the 

White House switchboard at the present rate of growth in service is expected 

to reach saturation next year. Ever since the White House board was moved 
,· 
i: 

to the EOB in 1962, the system has been considered "interim" by the . .t 1 . · [;_ 
' . ' ""'..... . . ' ~, 

Chesapeake and Potomac Telephone C()lllpany• 11.'l:le" Company IDls been awe1ting7ir~ ,/°> '. .·· ~ 
-~~~~~r~~i· 1t~~;~~ ~-~4 uyat~. ~j ~ t 

Need for overall responsibility 
As in the general security area, there is no clear responsibility for 

planning communications in the Vlhite House, particularly technical planning. 

No single :Person is responsi~le for integrating Presidential and White 

House staff needs in day-to-day and emergency situatibns and seeing that 
:' 

appropriate plans are developed to meet them. It is bel~eved that cammmi• 

cations are so important to the President that general responsibility 

should be placed in one Presidential assistant. This assistant, however, 
1--

must be given strong technical sup~ort. - _ ~ . . .: 1 
, · -l ...\.. · t'· 

~-c o\Ji ~ Tt/lhY.. P.r~1au t(l /Js,1~1~"'' · • J,i : 
The most logical off=!-cial to 45· pie1· technica1 support ~is 1h e Director· : ~ 

i 
of Telecormnunications ·Management (DTM), who already performs a number Of I 

I. 
! 

communications fUnctions for the President, including the developnent ot · i 

Presidential requirements for inclusion in technical planning for the .. 

National Communications System (NCS). With a small staff of canpetent 

engineers, the DTM could work wit1:1 the telephone canpanies, WHCA, the · · 

Defense Communications Agency, . and others to see that longer term system 

capabilities provided the .President are mOdern, secure, and adequate .. to 

his informational and command needs. In planning the security ·features, 

the DTM should work with the proposed Security Officer and tecbnica1 

director of the countenneasures prognun .... 

... 
:· - ··---. 
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It is recommended that: 

l. Responsibility for Presidential communications should 

be placed clearly on a sing1e Presidential assistant, preferably 

the same :pierson having general security responsibility. 

2. On technical matters, such as the planning for facilities 

and canabilities, and security, the designated s:pecial. assistant. 

should look to the DTM for support. The DTM should acquire the 

necessary technical competence to perform this task. 

Planning for a new, more secure system 

It is strongly in the nation's ~terest to see that the President has an 

effectively planned communications system with the best features of privacy 

and security .built into it from the beginning. Basic .questions with 

respect to a new system are (a) 'whether it shoul~ be self-contained 

(electronically segregated and physical.ly sequred), and (b) how much of 

the Executive Office Of the President it should embrace. The long-run 

trend will be to move more activities directly supporting the White House 

into the EOB and Federal Office ·Building (FOB) No. 7. It would appear 

prudent in telephone planning at this time to consider the White House -

EOB - FOB No. 7 ·as a single complex served from a central switchboard in 

the EOB. This switchboard could have dual capabilities 

' '' . ·''.ft 
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(a) manual capability serving the President and top staff as determined by 

later studies, and (b) a flexible, rapid dial system which could ring 

anyone in the complex by dialing only two or three digits. 

This single system should largely replace the three sWitchboards now in 

use with considerable savings in the number of o:i;>era.tors, trunking, and 
\ 

line costs. In fact, the C&P Telephone Company has estimated that such 

new service could be rendered for approximately the same annuaJ. recurring ----
~~~ as that for the present system. In the system stu~es which are 

required, these cost f~ctors should be carefUl.l.y weighed. 

It is reconnnended that: 

3. The designated Presidential assistant for communications 

should request the DTM to work with the telephone company, WHCA, 

Defense, GSA, and the White House Chief Clerk to develop and 

recommend a rationaJ. telephone system for the White House - EOB 
·~~Jl~.o{ 

complex, with1'the followirig ~ecurity features: 

a. A self-contained system serving the whole White House -

EOB complex and physically secured; 

b. A combination of manual o:i;>eration and a flexible dial 

system so that calls can be made without going through the operator. 

c. An automatic disconnect capability, even for the dial 

portion, so that when the inside telephone is hung up, the line 

into the Wh1 te House does not remain o:i;>en to outsiders. 

d. Some form of operator disconnect on calls that huve 

been established so that the operator cannot re-enter the circuit 

except on recaJ.l by the parties. 

e. Maximum cryptogra;phic security for links outside the complex. 
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Crypto-Secure Telephones 

The only way that telephone caJJ.s outside the White House compound can 

be completely protected is through use of c:rypto-secure voice systems. 

Marked improvements in quality are being made, and the new KY-3 telephone 

is equal in quality to that of regular telephones. These should be 

installed at vita1 White House links as soon as feasible (KY-3 _facilities 

now exist fran Mr. Bundy's office to the Secretary.of State and to the 

ranch). 

However, the new secure voice service should not be made available to the 

President until it has been proven elsewhere and will clearly. meet his 

needs. There has been a tendency in the past to use the White House as 

a proving ground for completely new p1eecc 9f communication equipment, 

before the function and security of the equipnent has been established. 

The present proposal to install a secure facsimile capability between the l 1, 
Pentagon and the Situation Room appears to be an e~ample. . The security 

characteristics of this equipnent should be thoroughly demonstrated before 

installation. 

It is recamnended that: 

9. KY-3, high-quality, secure telephones be installed, as 

soon as feasible in circuits between the President and offices and 

residences of key nationa1 security advisers. Secure voice capa-

bili ties for Presidential aircraft, helicopters, and cars should be ~) 

developed and installed when ready. The critical point is the ~ 
~ . "\ 

. . \() ~ . 
acceptance and use of these· telephones once installed. ~. °' 



Responsibility for telephone security at the 'White House 

For historical and practical. reasons, there is a split responsibility for 

providing regular, non-secure telephone service at the White House, an~ 

this split complicates the fixing of responsibility for telephone security • 

. The White House board, manned by civilian o:perators under the direction 

of the White House clerk handl.es the majority of incoming and outgoing 

traffic ' (reportedly 90 percent). WHCA handles the bal.ance through the 

Signal . Board. WHCA also has operational responsibilities for crypto-secure 

communications at the White House and for all communications at the LBJ 

ranch and while the President i:? travelling. The loca1 telephone company 

installs and maintains most of the equipment used by both services. 

I'he present diversity of facilities and responsibilities does not appear·· · 

t;o represent the most rational pattern. Before new systems are planned 

md implemented, there is a great need to determine a more optimum balance, 

:!specially as more crypto-secure communications are introduced. 

WHCA is a very effective communications agency providing a vital element 

Of Presidential support. However, its ef'f'ectiyeness is weakened by the 

Lack of policy guidance from. the White· House; what guidance there is canes 

from a wide number of sources. 

It is recommended that: 

3. The designated special assistant for canmunications be 

the foca1 point for guidance to WHCA. With technical support f'rom 
a 

the DTM, he should initiate 'JC!i'Ui/review of the re1ationship between 

WHCA and other elements providing regular telephone service at the 

White House. 

~-~------- ........ . 



Secret Service has exercised some responsibility for the security of 

tele;phone service running through the White House board as a part of its 

audio countermeasures activity. However, until.1959, the Steering Group 

tiTas told that the telephone company kept terminal roams in the White House 

locked and did not allow Secret Service inspection. Since that time,. th~ 

company has made more inf'omation concerning the system available to the 

Secret Service, but not enough to permit a thorough assessment of security. 

I"ne intermixture of telephone service makes the drawing of lines of 

responsibility for telephone security between the Secret Service and WHCA 

a difficult matter, especially if there is a move to a combined switchboard 

in the EOB. Since a major portion of the telephone security is encompassed 

in a strong audio countermeasures program, we believe that the Secret Service · 

should assume responsibility for security of all non-cr,ypto-secure tele-

phones. l-ffiCA should continue its responsibilities in the area of crypto-

secure telephones. -WllCJt sMDlt3~11-ttlwnue=:i:ts respomd~-t-h..-~ 

. ~\ ,, ·~\0\\ . 
:>f erypto•sect2:?'C syst'cms However, even this~ will tend to blur in 

the future as more crypto-secure voice service is introduced into White 

aouse offices, especially if secure and non-secure service is eventually 

?rovided in the same "call director. 11 

A.s indicated earlier, -we recognize the problems for Secret Service manage-

ment posed by the addition of these and other technical responsibilities. 

In the communications area, it would be expected that the Secret Service 

woul.d obtain highly qualified technical leadership and would call on staff 

of the DTM, WHCA, and others as needed. 



{ ; - '/. :;· : • . • ; .. . ·J ~- '"' 
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It is reconnnended that: 

4. Under the guidance . and supervision of the proposed 

White House Security Officer, the Secret Se~ce .should~ as a 

part of its audio countermeasures activities, be responsible f.or 

protection of all White House telephones (including those operated 

by "11ICA) which are not cryptographica.lly secW:e • 

Other communications reconnnendations 

5. Until secure phones are availabJ.e, the Secret Service 

should check the private line service to key residences of 

White House officials through the exchanges and from the last 

exchange to the residence in order to identify and to have 

corrected obviously insecure conditions. 

6. In any case, ~y staff of NSC sup~~in§ Mr~~..lY.\.OY. 

should be served by the White House board, rather than through ,.., .......................... ~ ....... ~,,...ir~"" 

existing EOB terminals and the downtown exchange. 

7. The .WHCA recording studio should be moved away from the ............. .. ,.,._. .... .,. 

President•s office. 

8. The ~:peaker :@ones being used by the President and 

his immediate staff should be tested by NSA to be sure they are 

not radiating information out of the White House. (NSA has initiated 

such tests.) Steps should be taken to see that the "live" audio 
~ 

from these speaker :phones ~ot get beyond the Presidential. 

telephone frame roan Q...'5.; S f\0\fJ If.~ /),~.~ • 
I 

• .. : ·,: . ... • i··.·1 ~ ~ - ~1 
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~~Group has explored with telephone co:npany staff the 

·of installin~tion of (1) a digital carrier system (s 

Tl carrier currently in:· ·· . 

These specially 

protected circ ·used for particulari;i~· • . conversations, 
~· . -

&l:tae·gglf~ ~fie long-distance p1±va~iilla-ch~Q11i+s trorn Au.--~·nn-•_,;,~0"4im· - ~- · ~~~ 
~~ . 

viJJ ienaili as vulnerable in · t~haBg~~Y· 

~ It is ~eee.u1e:aaea t.b at 1 -

(~. NSA with the assistance of the Bell System ex:plore the 

feasibili_:~'l,~~~[o~fJ~ : an ~p:p~opriat'. number of secured 

circuits for i>lliiG ranch - Austin l:L~1k and to make recommendations 
~ . ' 

to the designated speciaJ. assistant for communications. 

Com~romising radiations (TEMEEST) 

The encriJ.Pted communications at the White House Communications Center in 

the East Wing, as found by the survey, had been installed by ~lliCA with 

little attention to the problem of com.promising radiations. What is more, 

WHCA had not requested a 'IE.M:EEST check at the White House since 1962, 

although standing procedures caJ.led for ins:pe~tions at least every year. 

The preliminary inspection of the vlliCA communications area in the East 

Wing Shelter, initiated as a part of this survey, showed a number of 

unacceptable practices, including the use of a high-level teletyr.ewriter 

cryptographic equi:prnents which 1'.lllder previous tests have been proved to 

produce compromising emanations. Corrections have since been made, and a 

TEMPEST check has been completed. 

- --



Similar conditions were found in the International Situation Roan. 

However, the scope (and potential pick-up) of these?' radiations is 

~ b.-.. 

considered potentially more dangerous, because the Situation Room is at 

ground level on West Executive Avenue. TV trucks and other vehicles ~ 

parked in the area pose a potential . threat. These 'problems sti~ await 

correction, after which a TEMmST check should be made. 

The situation in the WHOA camnunications trailer at the LBJ ranch was 

basically the same as that at the Wbi te House - i.e., the. cryptographic 

equipnent was programmed for high-level signal operation. Readable 

signals were obtained by Army technicians near the overhead, open v.L~ 

carrier three quarters of a mile from the ranch. It . is apparent that fran 

this that the "clear text" radiations were getting into both the open 

wire carrier and microwave system to Austin. These conditions have been 

corrected. 

It is reconimended that: 

lfj. The WHCA facilities be regular:cy inspected to iDsure 

continued compliance with TEMEEST standards and to keep abreast 
ex~<\ ~e.se. 

of state-of-the-art advances/\ 'l!iMf!M' tests 5 the IP 1*1 H: c e:. 

shouJ.d be supported . by NSA. ·· -

l 1 · WHCA :personnel should receive continuing technical guidance 

from Army Security Agency, NSA, and others to keep abreast of 8.dvances 

in the l!EMEEST and communications security field. ~MIJllliiit2 =:tl:s;:o~e!JSB.~~-; 



\'S.. Prior to any additional secure.· communications systems or 

equipment being instailed, including the proposed secure television 

and facsimile systems, detailed plans should be prepared and 

concurred in by the proper TEMH!ST-trained conmµmd. 

v7hite House Office machines 

The survey group attempted to identify automatic office equipment which 

might radiate recoverable intelligenee. On inspection, it was determined 

that the Xerox machines used for classified information in the White 

House and the EOB constitute· no risk. However, the two Flexowriters, 

two Royalty:pers and four Roboty:pers used in room 59 of the EOB under the 

administrative control of the White House do represent a ··potential hazard. 

It is recommended that: 

\1· Controls should be placed on the above-mentioned machines 

in room 59 to insure they are used only for unclassified o~, at most, 

confidential information. 

l~· If, in the f'uture, any office machines are installed, 

particularzy if this is electronic data pro~essing equipment, 

consideration should be given to the resulting possibility of 

compromising radiations. 

~-----~~~--~ 
v~~: ,_ -~j 



THE WHITE HOUSE 

WASHINGTON 

May 6, 1965 

MEMORANDUM FOR MR. BUNDY 

SUBJECT: Communications Security Study 

1. Jim Clark has delivered the President's copy of 
the Communications Security Report to me. As you 
might suspect, it is a hefty document. 

2. My own inclination is to hold off on sending it 
to the President for a few days. Fi1:4st, the Report 
has been many months in the making and a few more 
days won1t matter. Second, it should probably get 
careful, cool, close study and I suspect that neither 
the President, you, nor I is going to be able to do 
this until the Dominican situation quietens a bit. 

3. Therefore, if it is O. K. with you, I will (a} hold 
the Report for now, ·(b} do some study and staffing on 
it over the weekend, and (c} pass it to you the first 
of next week along with a recommendation as to the 
next step we ought to take. 

(;;c, 
Gordon Chase 

~CRE~ 
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May 3, 1965 

STATUS OF NSAM 315 SURVEY 
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Copy 2 
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Copy 8 
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administrative marking 
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Director's 
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President 

President 

Director 
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Mr. Chase 
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Director 
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J. w. Clark 
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President 
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April 30, 1965 

ME?v10RANDUM FOR l'v1R . VALENTI 

StJBJ'ECT: New Teleplione System !or the. White House 

1. Fr.om. all I have heard about the rn tter • there is , 
in fact, a genuine need for a new Whlte Hou.so Board. 
and 1 am in favor of giving the T:elephoae Company .a 
go- ahead on ·initiating design studies. 

z. Ae .!or the BOB Study Group (Jim Clark' s. gr·oup) . 
n informal check indicates that the Group believes 

that the developme11t ·Of a new telephone system in the 
White. Hot18e <including a new Board) would be highly 
des.uable. Aa -a matter of iact, in. its report~ wbf,eb. 
is ·due to be .submitte-d in the near future, the BOB. 
Group will recommend that design studies be initiated 
on a new s.y.stem. 

3. One important point. to be made is th.at someone 
from the Govermt1ent should b designated to. stay in 
dose touch with the Telephone Company as it procee·ds 
with its work. In this regard, the BOB Group will be 
recommending that the Directo:r or Tclecommunlcatione 
Management tGeneral 0 1Com:te11) , under the direction 
of a Special Assl·sta.nt to the President, be designated 
for this job; the. Gener.al would also tie in closely with 
security £}pes, Bill Hopkins, HACA .• and other 
appropriate people. 

M cG. B . 

C--0 H F 1 D E N T""h\-L 

OECLASSiF CD 
E.0. 13292, S8C. 3.4 . . 

NSC Memo, 1/30!v5, S~). ·e G d-..\mG;:, 
. . . By~, NARA. D;;i e3-;21-o'? 
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EXc.CUTIVE OFFICE OF THE PRESI DL.•'JT 

BUREAU OF THE BUDGET 

WASHINGTON 25, D.C. 

MEMO.RAilDUM FOR i'BE PEESimN'J? 

Subjects White House Security Survey 

APR 3 O ,955 

We have completed the survey Of technical and :physical security protection 
for the Presidency in accordance vith NSAM 315. The survey cov~lra arrar..gc­
tnenta for protecting the White House and, to a lesser extent, . the :ranch 
and the Executive Office Building, against possible technical penetrations, 
i.e., invnoions ot privacy and security through clandestine eavesdropping 
devices and tel.ophono taps. . ~ 

I have been quite disturbed to discove~ the existence of so many \roaknesses 
in p:rosent Gecurity arrangements at the White House end the consequ::mt 
exr.;0sure of your oocurity and communications to technical penetration. 
Fu."'ldomental to this condition is tha lack ot clear responsibility or 
decision points for these matters. 

The :report identifies measures vhich should be taken, nov and over a 
longer period, to tighten up and improve the security of the White House. 
I stron~ recommend that you pa~sonal.]\y read the Summa:ey' report. 

In the survey, w have given caretul. attention to coots as wall us benei'::: ts 
of t..lie prop-:>sed iml>rovements. I mn satisfied that costs of actions growing 
out of the survey can be covered by BPPr9Pr1ations available to appropric.te 
agencies (p~ Defense end Treasury) in FY 1966. 

Our eeneral gromid rules vere to effect security improvements as the survey 
:progressed, and examples ot such improvements are noted 1n the attachment. 
However, fundamental improvements must wait White House decision. 

Mr. Bundy and I are ready at any time to c11scuss these matters end appro­
priate steps to Carl')' out your decisions. 

Attachment 

DECLASSIFIED ~·-:)ii 
E.O. 13292, Sec. 3.6 

. N),.J" ~ t. OS-1.f I 
By~, NARA, Date'3-f-PI 

. ~ ·. 

(signed) Kermit Gordo1l 
KERMIT GORDOli ~ 
l)1Tectw 

' ;_ · 

... . ' 



EXAMPI.88 '11 mcuRl'l'? lMP.ROVEMm'l'S 
MAI8 m TBS COUIS or THI HSAM 315 stt.RVBY 

IJJ--s--b'/65- 75/C!T 
es 

Attachment 

l. Ftmdamental rec1ucrt10D8 haw been made 1n possible oCl@rallidng radiations 

:rran ccmunicationa equ1pnent banAUng claaa1t1e4 material at t.he White Bouse 

and the U1J' ranch. 

2. Private line service to Mr. ~amara' 1 re114ence t.ran the \lhite Bouse 

svitchboard baa been rerouted. 

3• Steps have been taken to design and fabricate transportable c17Pt0grapb1q 

cammm1cat1ona equip:oent vith reduced radiation l.evela which could ace~ 

the President on trips, pirticularl\r abroad. 

4. The C&P '8lephone c~, in . connection with certain nev :lnstallatians, 

is 1nsta111ng ahielde4 cables direct t.ran telephone• in the West Wins to a 

consolidated tem1nal roan n°" planned tor construction • . 

5· White House police are nov being taken to State tO't' brietingl in the 

audio eurve111ance tlmtat an4 countemaaaurea. 

6. 'Dle Secret Service baa 1natalle4 al.um& ·in teleJtione tem1na1 areaa and 

other sensitive ueae. 

7• A better underatanding ot the technical~penetration problems in the -· 

telephone cau:pmrl.ea h88 cQDl!t about through Wrt be1Jttul aiacussiona vith 
'· 

representatives ot A'nll1 Chesapeaka and Potana.o, and Southveetem Bell, 

and those cau:pmrl.ea · ~ cansi~ring dewlopnent ot technical teat\U'ea which 

voul4 increase telephone securl.t7 and privac1. 

8. A~ 3~000 ~ ot wrpl.ua v1re not neec!ed tcw present aervice baa been 
. . 

. removec1 in the cOdrle · ot the Qeoia1 oOunter ··audio ~· 



EXECUTIVE OFFICE OF THE PRESIDENT 

BUREAU OF THE BUDGET 

WASHINGTON, D.C. 20503 

April 22, 1965 

MEMORANDUM FOR GORDON CHASE 

Subject: Additional Points Relating to Memorandum of April 21 

1. The basic point is whatever the purpose of the installation in 
question, it could be carried out more effective1y and with less risk 
by some other means. The basic requirement should be effective control 
over use by the proper person. WHCA, or whoever is asked to remedy 
the situation, should be given this control requirement as a basic 
premise. 

2. WHCA 1 s reply to our questions on this subject (copy attached) was 
very incanplete. We have not pressed them further on the matter. 
From this and other indications, it would appear that the installation 
was made subsequent to November, 1963, although we have no finn know­
ledge Of this• 

3. General Clifton was not aware of this particular problem and advised 
that the matter be taken up as proposed by Mr. Bundy. 

4. Our examination was entirely technical. Initiative for any further 
investigation should come fran the White House. 

5 • As far as the members of the special team and NSA are concerned, 
the condition was caused by a wiring mistake by WHCA. I have two 
technical reports on this matter - one by NSA and one by the special 
team. These will be made available to you on call. 

6. Two parts of the technical investigation are continuing: 

a. The instrument is being stripped down and examined by NSA. 

b. We have initiated a canplete mapping of wiring in the subject 
area to understand better its properties for conductance. 

Attachment 

CLARK 

ECL SSIFPD 
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The KY-1 was initially installed in 1958. The only modifications have been 
to convert the whole net to full duplex (latter part 1958), change the telephone cover 
on foe President's desk to a colored cover, and replace the first model secure 
voice switchboard with the second model (1960). 

Ancillary equipment was installed in May 1962, removed in November 1962 
and reinstalled in November 1962 by WHCA Techincians under instructions by 
WHCA Operations. No telephone company employees were involved. 

The use of the KY-1 since initial installation has been infrequent. The line 
conditions are checked weekly by WHCA Technicians and is subject to PRS 
survey at anytime. 

DECLASSimD 

. : Authortty .A}_\, 1 .. 0,5 .. o~ .. Y-ll:.5 
pftESERVATlOM COP"'i 

· ·.· ~ - -~vf"-· . NARA:; . Date_~.;lftl'J---:-_ -.. -.. .. ------- ------ __ __ ,. _ _ ____ ., _____ - - --- -



APR 1 4 1965 

1. When vaa the KIL 1nsta1led 1n1t~1 

2. What chenges end modiftcat1cna have been ma4e 1n the 1natallat1on 

(circu1t~, tndtchboard, :lnlt:rument, etc.) to dateT 

3. Beoorder installation: 

- "1hen w.s the recorder circuitl':/ (including mod1tlca.t1ao) 1nstelledt 

... Describe the 1n1t1el 1nstallat1cn and any cllangee thereto. 

- WbO requearted or autherhed the 1nstallatlcm 1n1t1all;y, and vho has 

authO~ecl continuance? 

• mio in WBCA made the installation? Who checked end approved the 

1nstallat1anT 

• Yhat 1ndiv1c1uals in WBCA might have known a'bOlrt the nature ot the: 

1natellet1onT 

4. Give nemea ot ell perearmel (other than those in 4. abOve) involved 

1n the operation end maintenance ot the KIJ. installation encl recorder. 

5· COUld telephone c~ enipl.Q.Yees have known a'bOlrt the 1natallat1on 

en4 the r4sultins line oond1t1onaf It ao, whmt 

6. Bow otten 1e the m. used (give date• since the recordel' vaa inatelled)? 

Indicate the number ot tims the recorder vaa used. What ie the practice 

vith respect to use ot the recorder'l \that he.ppena to the tapes? 

7• Hae the recorder ever been used tor other than telelhcme conwrsatianaf 

How Often :le it teated? Vb.at happens to the tapeat 

a. How freq~ ha8 the m. line condition been checked 11nce the recorder 

mod1ticat1on we installedt What Nporte have been made cancem1ng itf 

What test methode were used? 

DECLitSSIFlliD 

J\uthoaty ~k1 .. 01C:,.-007'l·lf ..-lj 

H'~· NARA. Date 'l·•j -olj 
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THE WHITE HOUSE 

WASHINGTON 

EYES ONLY 

April 15, 1965 

MEMORANDUM FOR MR. BUNDY 

Attached is a list of the questions which 
Jim Clark is asking WHCA about the 
matter he reported to you on Wednesday 
morning. Jim expects to have a written 
report ready for you by Monday or Tuesday. 

fr:;'C 
Gordon Chase 

DECLASSIFIED 
E.0 . 12356, Sec. 3.4(b) 

White House Guidelines, fob. 24, 1~;.~3 

Bv \i)~~ NARA, Datc si- 6~_);-· 
. ~ 

~ EYES ONLY 
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GUIIE TO tmCA ASSESSHm'l' APR 1 4 1965 

l· When vas 'the Kn installed 1n1t~? 

2· What changes encl moditicatians have been ma4e in the inatallation 

(circuit?)"', svitchboard, instrument, etc.) to date 1 

3• ~cordar installationi 

- When vas the recorder circuitr;r (including modif~catian) 1nstall.ed'l 

- Describe the initial installation and any Changes thdxeto. 

- Who requeated or author:l.ze4 the installation ~tioll,y1 end who has 

author.I.zed. continuance? 

• lnto in 'W1l:A ma4e the 1nstsl1at1on? Who checked end approved the 

1nstallat1ant 

- 'What individuals 1n lmcA might haw known about the nature ot the 

1nstollat1on'l 

4. Give names of all personnel (other than those in 4. above) involved 

1n the operation end maintencm.ce ot the KYl installation encl recorder. 

5• Could telepione caa;peey ~oyeeo have lmown about the inatallation 

cm4 the ~cul.ting line canditioms? It so, 'Whan? 

6. How otten is tho · Ial. used (give dates since the recorder vaa installed)? 

Indicate the number ot times the recorder we used. What ia the practice 

with respect to use or the recorder? What hap;pena to the tapes? 

7• Has the recorder ever been uoed tor otber then telephone conversations? 

Hov otten is it tested? 'W'hat happens to the tapes? 

8. How fl'eq~ has the m. line condition been checked . since the recorder 

moditication ws installed? What reports have been ma4e concerning it? 

What test mthods vere used? 

DECLASSIFDID 

~uthority N '~ _.bl 5-cfO~J'" Lt--~ .. 7 Hvr . NARA. Date3-~l-oS" 



THE WHITE HOUSE 

WASHINGTON 

April 7, 1965 

MEMORANDUM FOR MR. BUNDY / 

SUBJECT: Communications Security 

1. Attached is part of the draft Report which will be 
discussed at your meeting with Kermit Gordon on 

11 T~ursday. _$b 0 bdm 9 a I b .. Iii 6 tJ dk!Yiilgt t Cr 
// hn n g. 

2. Attendees at the meeting will be you, Kermit, Don 
Hornig, Jim Clark and his study group, and me. 

3. The meeting will probably involve a briefing on the 
work of the Study Group and a review of the draft 
Report. In view of the fact that the Report is not yet 
in final form, Kermit will probably be especially 
interested in your reactions -- e.g., From a White 
House view, do any of the recommendations seem silly? 
Which points seem most significant? What is the best 
approach to take in presenting the Report? 

r;lc_ 
Gordon Chase 

·~~ .. " ·:.· DECLASSIFIED 
E.O. 12356, Sec. 3.4(b) 

.. 
White House Guidelines., fob. 24, 1~~3 

Bv $};,yt , NARA, Date ) ./b ---~ }.--
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DRAFT REPORT ----- ---------

SURVEY OF TECHNICAL 

AND PHYSICAL ~CURITY ARRANGEMENTS 

FOR TEE MSDENCY 

SANITIZED 
E.O. 13526, Sec. 3.S 

~ NLJ/JfAc. oS-'11 · 
By NARA, Date J ;l- '-I"" 

E.o. JJ.qS\1 
.3. 3 lb)(/) { 7) 
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: .. ~· . .. . FOR THE PRESDJENCY · , el . 

I. OBJECTIVES AND APPROACH OF THE SURVEY 

The survey, in response to National Security Action Memorandum 315, has \ibe 

following general objectives: 
; I 

- To assess the present program tor protecting the privacy and security 

· of the Presidency in te~s of current ~apabilities tor technical 

penetration. 

- To assess for the President and his advisers the risks ot canpranise 
. ' 

involved in the use of various communications ·and other facilities. 

- To recamnend specific measures to reduce risks, which are realistic 

· in terms of cost and the needs end functions of the Wh1 te House. 

- To recamnend arrangements for a sound end continuing technical 

protection program paced to the growing risks which wou:ld minimize 

the possibilities Of canpranise or embarrassment to the Presidency. 
I 

. ' 

- To assess the handling ot classified documents in the White House, 

especially certain highly sensitive documents sent to the President. 

To conduct the sUrvey1 the Director ot the Bureau .of the Budget convened a 

camnittee of experienced officials from CIA, NSA, State, end Defense, 

end representatives of the. Executive Office (listed on Attachment A), here-

af'ter :referred to as the Steering Group. These men were selected to provide 

a bal.anced expertise in intelligence and security tran both an o~rationa1 

' &.nd research and developnent viewpoint. ·In .addition,· the survey and _ the 

. ,t' 
. ~ . ' 

'.' .. ... 
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conclusions have been reviewed by a panel of scientific and engineering · ; 

consu1tents consisting Of Dr. Jeraoe B. Wiesner, Dr. William o. Baker, 

Dr. Edward David, and Mr. Richard James (see Attachment A)• 

In the course of the survey, it was detennined that conditions in two 

areas required more detailed and canprehensive inspections, and these were 

initiated: 

- Defense was requested to investigate possible compranising radiations 

fran equipnent utilized for secure or encrypted cammmications. A 

team of Army s:pecialists, supported by NSA, conducted this inspection 

(known as 'lEMIEST) at the Wh1 te House and the ranch in Texas. The 

results of this survey are set forth in Ap:pend:f.x _. 

- Secret Service was requested to conduct an intensive audio counter-

measures survey of the White· House. The Secret Service personnel 

normally involved in such surveys were augmented for this effort 

w1 th equipnent· and highly trained :personnel fran State 1' Defense 1 

and CIA. This work is still in progress. 

The report concentrates on security protection at the White House but a1so 

.touches upon relevant situations at the President's ranch in Texas, at the 

office in Austin, Texas, and While he is travelling. The problems of the 

Executive Office Building (EOB) and, to a lesser extent, the new hdera1 

Ottice Building No. 7 are treated as they relate to White House problems. 

,. i: 

,, · . · . 
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The emphasis ot the survey has been placed upon technical security, 

i.e., .'Ca) protection against hostile audio surveillance (clandestine 

micro:phones and transmitters, canpranised or "hot" telephones which are 

activated even when on the hook, telephone taps, and so-called sophisti-
. II 1; ·,: 

cated .: "remote" listening techniques like intra-red windowpane pick-o:rt), 

end (b) protection against surveillance of canpranisins radiations tran 

camnunications equi:pnents ('IEMmST). However, it was clear fran the start 

that technica1 security programs had to be viewed as a pa.rt ot a total 

securfty effort .which would include the classical elements ot Ph.ysica1 end 

personnel security such as perimeter protection, personnel clearances, 

passes, end access ·control. These elements are treated in the report 

primarily as :they pertain to the centra1 mission ot technicai· security. 
;; . ..,j. 
i . 

. ~ i. ~ - · ; 
::·. ·;! : 

For t~ detailed aspects of the survey, the participants were organized 

CIA, 

security aspects ot the problem.· The .:second panel, chaired by Leo Rosen. 

of NSA, focused on var:l.ous aspects ot :canmunications security. ;. ·. '•· 

:: 1' . ; 
; ; 

. ' 
· In the conduct ot the s~, the Group was hampered sanewhat by the tact~· · 

that there is no centra1 authority on security ;procedures in the White 

House. It was, therefore,· necessary- to obtain . intom.ation fr.om. a number 

ot sources, and such information Of'ten proved contli~ting. In ·add:Ltion, 

certain procedures 1 such as 

. . ; ~. 

·, 

+· . 
• f~ • j ,, 
·t . ·. .. , , 
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passes, were revised during the course of the study. A1so, since the 

survey began, basic changes have been initiated in the telephone system. 

The canprehensive reports and specific recamnend.ations of' the ,steering 

Group are attached as annexes, tabbed as follows: 

A. AUDIO COUNTERm.ASUHEs PRCYlECTION 

B. CLASSIFJED DOCUMENTS CONTROL 
I~: 

c. PHYSICAL SECURITY IN THE WHITE HOUSE 'r ' . J ·· ·l 
.· .; 

. . ' • , . 
!· : 

D. FERSONNEL SECURITY CIEARANCES 
. . 

E. COMMUNICATIONS AND !IEIEPHONE SECURITY 
. ' . 

F. LBJ RANCH AND THE AtETIN OFFICE 

II. SUMMARY OF MAJOR CONCLUSIONS AND EECOMMENDATIONS 

The growing importance of the Presidency on the national and international 

scenes and the increasing flow Of information to, from, and within the 

White House have necessarily increased its attractiveness as an intelligence 

target. This trend has been paralleled by a marked and continuing expansion 

in technical ca;pabilities for clandestine eavesdropping by intelligence 

·agencies and by news, business, and political groups. The Soviets in 

particular have demonstrated high proficiency in this area, as evidenced 

in the operations against the u. s. Embassy in Moscow since 1952· Danes-

tically, eavesdropping devices are widely and increasingly available on 

the camnercial market, and a growing number of private detective agencies 

stand ready to provide such services. In the next five years, intensive 

l . 

: . . ~ ' 
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application or microelectronics end other developnents now in the labora­

tories can be expected to increase significantly the use ot clandestine 

surveillance systems end the dit'ficu1ty in countering them effectively. 

The principal. conclusions and recamnendations resulting fran the survey 

are summarized below under· two headings: (l) General Security and Audio 

Surveillance Countenneasures, end (2) Telephones and Communications. 

General Security and Audio Surveillance Countenneasures 

Given the importance of the office and the motivations and capabilities 

of potential penetrators, the Presidency deserves extraordinary precautions 

to protect privacy end security using the best personnel, equipnent, and 

techniques available. In contrast, the actual audio surveillance counter-

measures program at the White House has developed with little guidance 

and support and, as a consequence, is mediocre in terms of what could be 

done. 

Fundamentally contributing to this cond.1 ti on is the fact that there is no 

comprehensive security program in the White House in the sense of providing 

protection to national defense information, either canmunicated electro­

nically spoken, or written. There are fragmentary security':runctions, 

but there is no centra1 authority within the White House to direct and 

integrate them as a meaningful. whole. Security files for White House 

personnel are reviewed by Mr. Watson; Mr. Moyers has responsibility for 

approving pass issuance end for camnunications; Mr. Bundy .controls the 

handling of most classified documents; Secret Service with the White House 

. . . \ ~ 

• . j 

, .-. - ,.., .. , ... ... :·" r ·:-,, 
t ( · .. j, ! 

. ·F . . , 
.. :: !: . ,' •'Ii .. ·~ , 
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Police provides certain physical security; Secret Service exercises · 

responsibility for audio countermeasures for most of the White House and 

security pertaining to administrative (non-military) canmunications; . the 

White House Communications Agency ('WHCA) provides security for its camnuni­

cations; ani the FBI performs tull field investigations and specific counter 

audio and camnunications investigations on call. 

This diff'usion of responsibility has resulted in gaps in the overall 

effectiveness of the White House security program. It certainly is not 

conducive to developing a program to meet the increasing technical threat. · 

There has been a tendency in the past to assume that Secret Service and ·::. 

White House ~olice :functions provide adequately for the protection of 

defense infonnation (hereafter referred to as security), and, in fact, a 

considerable measure of security has resulted fran efforts to protect the 

person of the President and the White House premises. However, there is 

no statutory authority or written directive assigning Secret Service any 

.responsibilities for technical and physical security per se. It is not 

surprising then that the orientation and canpetence of the Secret Service 

continue to lie in its traditional areas of protection and investigation 

and that security coverage is not complete. 

There are goOd reasons for having the Secret Service provide an "in-house" · 

audio surveillance countenneasures program as many of these :f'unctions can 

be fitted in most easily with other activities related to protection of 

" 
" - * J 
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the President and the White House. However, the basic unknown is whethe:;: 

the Secret Service management can give ;proper sup;port and direction to 

the technica1 security tunctions and whether a "police" agency can attract, 

retain, and direct the technical. competence required f'or the handling of' .. . 

the more sophisticated au~o threat anticipated in the next few years. 

It is especia.l.zy important that the director of the technical security 

program be highly qual.ified in engineering or the physical sciences. 

If Secret Service is not able to hire such a person directly, considera- . 

tion should be given to providing such a person on a two - three year 

rotationa1 basis fran the intelligence community. 

We conclude that the Sec~t Service can and should develop an effective 

countenneasures program, if the recommendations _herein for strengthening 

its capabilities in this field are implemented. The alternatives of 

assigning responsibility tor this function (a) to WHCA, (b) to a new civil 

service unit attached to the White House or some of'fice in the Executive 

Office of the President, or (c) to an operating agency like State, Defense, 

or CIA were considered and rejected as less desirable. If' it appears, 

however, that after a year the Secret Service program has not · developed 

the technical leadership and competence required, al.ternative . arrangements 

should be reconsidered. 

Four other conclusions are worthy ot note. ·First, based upon discussions 

with ;personnel involved with various aspects of White House security, . 

there has been no concrete evidence of audio surveillance activities 
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directed against the Presidency in this country. None has been uncovered 

in the comprehensive counter audio survey to date. Even after the canple-

tion of the canprehensive survey, it shoul.d not be interpreted as 100 

percent assurance that the Wh1 te House is free of audio surveillance 

devices. 

Second, the major problem in providing technica1 protection is considered 

to be control of ;people who have access to sensitive spaces and who may 

have been induced to cooperate with .intelligence or other groups in 

effecting a technical :penetration. In the White House, there are thousands 

or people who enter sensitive spaces each year, including visitors, guests, 

military support personnel, maintenance personnel, . tradesmen, and members 

or the mews media~ For example, there are the 4 - 5,000 telephone m8.inte-

nance men, construction and repair workmen, TV technicians 1 vendors 1 etc., · 

entering the White House each year, who do not receive the clearances 

given regular White House personnel. 

Consideration was given to the usef'ulness in the White House of special 

protective features used by sensitive agencies overseas, such as secure 

rooms, plugs in jacks for telephones, hushaphones, and background masking 

noises. It was concluded, however, that because of the operational 

inconvenience and the "image" that might be conveyed, such devices would 

not be acceptable to the Wh1 te House. 
' : j 

' i., 
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Lastly~ given the lack of overall security procedures, the basic, 

9 

info:rma1 system centered in Mr. Bundy's office for handling and control-

ling classified documents in the White House is reasonably effective. 

Improvements could, however, ·be made by attempting to reduce the number 

of pe!ople handling classified documents in the President 1 s night reading 

file,·; _as described below. 

,· 

Principal recommendations with respect to the general. White House security 

and audio countemeasure s are: 

·::_;;y:·, 1. Pies;ponsibility for physica1 security, telephone security, · 
. ~ -~ ~ r.: H.: . 

. ''. !{~udio countermeasures, and personnel clearances should be clearly 
. ·:i ! ~ 

: ~. :assigned to a single Presidentia1 assistant. P.esponsibility for 

classified document control cou1d be treated separate~, as at ·· 
I' 

present, but under the general cognizance of the proposed · 

Security Officer. 

· 1: 

; i 
. I 

2. Staff support for the designated Presidentia1 assistant :_y 
. ·;·( · : ~. 

shou1d be provided by a ;professional, high-grade security officer 

reporting directly to such assistant and responsible f'or 'ensuring 

that a canprehensive security program is established, appropriately 

coordinated, end effectively maintained. 

3• P.esponsibility for the audio countermeasures program 

in the White House and at residences of' key Presidential staff 
,/ 

: shou1d be assigned to the Secret Service,: and e_xecution should be u· 
_ ca~f'ull.y monitored end poordinated by the Wh1te Hoose ~curity .- : : \~ 

. . . ' •!_.: ·. t 
. " 
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Officer. The intelligence community should provide staff and 

equipnent to supplement that of the Secret Service on request 

fran the White Rouse. If necessary, a highly qualified 

technical. director for the program should be · supplied from the 

· canmunity. Also, the technical security function should be 

separated fran the Protective Research Section and given greater 

status within the Secret Service organization. 

4. The Secret Service countermeasures program should be 

:reviewed in a year by a committee chaired by the Director / Office 

of Science Bn:d Technology, to insure that progress is being made 

toward. developing an effective program in terms of the threat. 

5· The charter of the Technical Surveillance Countenneasures 

Committee of the u. s. Intelligence Board shoUld be amended to 

ensure that this Committee gives adequate attention .to technical. 
. \ 

or operational problems at the White House. Secret Service should 

be made a perm.anent mem~er of the Committee. 

6. Staff of the Secret Service performing the technical 

security function should. be 'increased by at least five I:>eOPle• 

Al.l should be technically trained; and at· least two of them 

graduate engineers. The frequency and coverage of the audio 

countermeasures program should be extended and intensified as 

:recamnended in Appendix A, pages _ ·to_. 

. . 
t ., 

, . . ·. 
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Tele;phones and Communications 

Communications are a vital instrument of Presidential camnand, and effec-

tive carmnunications, starting with the systems closest to the President, 

deserve high nationa1 priority. Important attributes of an effective 

system are privacy and security. Al1 men deserve privacy in connnunica-

tions, but the President of' the United States requires the best protection 

possible. 

The telephone security problem at the White House is inherent in the 

system. The basic system serving the White House is old and fast reaching 

its capacity. , It does not provide an adequate base for future system 

developnent, and it certainly was not designed with security in mind. 

In this light, it would make sense to develop a new backbone system than 

to continue to tinker piecemeal with the present system. · ~is appears to 

be an appropriate time to consider a new telephone system with desirable 

security features, in view of possible renovations in the Executive Of'f'ice 

Building and the construction status of' the new Federal Office Building 

No. 7 .-· If' decisions to plan the telephone canplex are taken immediate~, 

it wi;,1 probably be 18 - 24 months before a new system could be implemented. 
i 

1 : ·' 

As in\:~e general security area, there is no clear responsibility for 
~ " . ' 

planning communications in the White House, particularly technical planning. 

No single person is responsible f'or integrating Presidential and White 

House ·. staff' needs in day-to-day and emergency situations and seeing that 

appropriate plans are developed to meet them. It is believed that comm.uni-

cati~ns are so important to the President that genera1 responsibility 

should be placed in one Presidential assistant. This assistant, however, 

must be given strong technical support. 

,, ,. 
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The most ·logica1 official to turn to for technical support is the 

Director ot Telecommunications Management (DTM), who already :perfo:rms 

a number of camnunications f'unctions :t;or the President, including the 

developnent of Presidential requiren:ents for illclusion in technical 

planning for the National Communications System (NCS). With a small 

staff of cam:petent engineers, the DTM could work with the telephone 

canpanies, the Defense Conmnmications Agency, GSA, and others to see 

that longer term system capabilities provided the President are modern, 

secure, and adequate to his informational and command needs. 

For historical and practical reasons, there is a split responsibility 

for providing day-to-day operational connnunications su;P;port to' the White 

House. The so-called administrative or Wb1 te House switchboard, manned 

by civilian operators under the direction of the White House Clerk, 

provides an estimated 90 percent of the total telephone volume at the 

White House. WHCA provides the ba1ance of the White House service from 

the "signal" switchboard in the East Wing shelter area and, in addition, 

is responsible for secure comm.'llllications, emergency communications, and 

all. camnunications for the President at the ranch and in travel. 

(Private telephone companies install and maintain almost all the equip­

ment used by both groups.) This split also extends to security responsi-

bilities. Secret Service is nominally responsible for the communications 

provided through the administrative switchboard., and WHCA is responsible 

for security Of its communications. 

I .. 

') .; 
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The White House will need to be served by a combination of WHCA and 

civiJ..ian-onerated communications. However, the present diversity of 

facilities and responsibilities does not ap~ar to represent the most 

rational :pattern. Before new systems are planned and implemented, there 

is a great need to review these relationships to determine an optimum 

balance, especia.lly as more crypto secure communications are introduced. 

In any case, guidance for WHCA should come directly from the designated 

Presidential assistant. Such guidance is not now being received, and 

the effectiveness of this very vital element of Presidential support is 

weakened because of it. 

There is a tendency for some to assume that the private line services fran 

the White House switchboards to offices and residences provide a measure 

of security above that of regular dial service. In fact, the opposite 

is true. The private line circuits outside the White House and EOB 

pass through telephone exchanges (usua.lly two or three) where they are 

"tagged" for special service. In the exchanges, they may be monitored by 

maintenance :people, even more frequently than other lines, to ensure 

qualit~( and reliability. Most vulnerable to tapping is the segment from 

the laBt telephone office to the home, especially where it goes into over­

head wire. Many of these lines "appear" individua.lly several times (eight 

times for Secretary Rusk), and these appearances make easy tapping points. 

As an example, Secretary McNamara's private line was found to run along 

the back wall of the Finnish Embassy. (This has been since remedied.) 

. ~ . 
.. •• 1_,:• ;: 

;: 
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We conclude that it would be almost impossible to afford any realistic 

degreP- of protection to these private lines. 

On severa1 occasions, questions have been raised as to the relationship 

between audible clicks on telephone lines and possible tapping. Based 

upon a study by the Chesapeake and Potomac Telephone Company, the. greatest 

source of clicks is the operator checking the line to see if ca1ls are 

completed. Clicks also result from maintenance people checking lines 

and very infrequently from natural phenomena. A telephone tap generally 

cannot be detected audibly. In fact, there is no certain electrical 

means for determining whether telephone lines are being tapped. Physica1 

inspection of the circuit remains the best method of detection, and, given 

a resourcef'ul tapper, this is difficult. 

The greatest risk of interception relates to the mobile radio telephones 

in cars, helicopters, and aircraft. The frequencies used are widely 

known, and, in the Washington area, it must be assumed that these are 

monitored in the Russian Embassy and in other places. The radio telephone 

system at the ranch is also susceptible to intercept over a 50-mile radius 

by agents, newsmen, or anyone else willing to invest in a receiver. Radio 

telephones of aircraft, especially those carrying the President, are 

monitored in many places. 
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Principa1 reconnnendations with respect to telephones end communications 

a.re: 
, :· :· :: 

i • . 
"! -

1. Responsibility for Presidential canmunications should 

be placed clearly on a Presidential assistant, preferably the 

same person having general security responsibility. 

2. On technical matters, such as the planning for facilities, · 

c:apabilities, end security, the designated special assistant 

should look to the MM for support. The DTM should acquire the 

necessary technical competence to perform this task. 

3. The designated assistant ~or camnunications 

shou.1.d request · the DTM to work with the telephone company, WHCA, 

Defense, GSA, and the White House .Chief .Clerk to develop and 

reconnnend a rational telephone system for the White House ;- EOB 

canplex, with the following security features: 

a. A self-contained system serving the ' whole White House -

EOB complex and physically secured; 

b. A combination of manual operation and a flexible ~ 

system so that calls can be made without going through the operator. 

c. · An automatic disconnect capability, even for the dial 
1 
i 

portion, so that when the inside telephone is hung up, th~ line . f 

into the White House does not remain open to outsiders. i· 

d. Some form of operator disconnect on calls that have 

· been established so that the operator cannot re-enter the circuit 

except on recall by the parties. 

e. Maximum .cryptographic security for links outside the 

canplex. 
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4. New and improved secure telephones (KY3 and FY8) should 

be installed to connect the President and key off'iciaJ.s in their 

offices and homes as soon as the system is fully engineered. 

5. Under the guidance of the proposed White House Security 

Officer, the Secret Service should be ·responsible f'or protection 

of' all 'White House telephones which are not cryptographically 

secure. The Secret Service may seek technicaJ. assistance of the 

DTM as required. linICA should provide security f'or its communi-

cation systems. 

6. Supervision and guidance to WHCA should be provided by 

the designated Presidential assistant. 

7 • Until secure phones are available, the Secret Service 

should check the private line service to key residences of 

-white House officials through the exchanges and from the last 

exchange to the residence in order to identify and to have 

corrected obviously insecure conditions. 

8. In .any case, key star~ of' NSC supporting Mr. Bundy 

should be served .by the White House board, rather than through 

existing EOB terminaJ.s and the downtown exchange. 

, · 



• • · . ·:; r.· 1 

l . 

17 

III. DISCUSSION OF GENERAL SECURITY AND AUDIO COUNTER?-EASURES 

A. Background 

The Soviets (and other foreign powers) have given considerable emphasis 

to the developnent of audio surveillance techniques~ Soviet proficiency 

in this area is evidenced by the cavity resonator in the Great Sea1 in 

the u. s. Embassy in Moscow in 1952 

Since 1949, over 750. hostile audio surveillance devices have been targeted 

against u. s. and allied facilities abroad, about 350 of which we~ against 

the u. s. It is also known that industrial intelligence collection is 

widespread within the u. s. and includes telephone tapping and microphone 

and radio transmitter installations. 

TechnicaJ. defense against audio surveillance is behind "the offense." A 

DIA-CIA panel of experts indicated its concern at the lack of counter-

measure sophistication and recamnended increased attention to developnent 

of improved r · --;~ ::-. < >>···:· · >;-: · · · ': '. ·' .·. ·. I Notably, there is no opera-

tionaJ. equipnent to ~tect buried microphones, and the most effective 

..•. ~ :t 
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method of' discovery is extensive physical inspection, including complete 

destruction of' the roam if necessary.I 

B. Physical and Personnel Security 

· In assessing the ettecti veness of counter audio surveillance protection 

at the White House, it was necessary first to review the current physica1 

and personnel security measures in the White House and to note basic 

conditions at the Yhite House which affect technical protection capabilities. 

As to the physical security aspects, the White House, located on an open 

plot of' ground, ·is relatively isolated from other buildings, particularly 

non-Government controlled buildings. These spatial factors tend to pose 

more dif'ficu1t problems for transmission of information out of the White 

ffouse to areas which contain potential listening posts. For example, the 

greater distances tend · to increase the power required for radio 

transmitters or to necessitate relay points, ·both of which increase the 

possibilities for detection. 

l'he present physical security program of the Secret Service, established 

i>rimarily for 'the personal protection of the President, does provide a 

~asure of protection against penetrations. However, the present :peri­

t¥?ter lighting and perimeter alarm systems are not considered adequate 

given the large amount Of masking foliage on the Vlhi te House grounds • 

. i 
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Moreoi.rer, it is believed a~visable to provide additional protection during 

non-w?rking hours through the use of alarms on ground level windows and 

d.oors not manned by VJhite House Police. (See Appendix_.) 

~ basic problem is to control the movements of people in a facility where 
I~ ' 

rapid action is the rule. White House Police statistics show the following 

numbers of people moving through the White House in FY 1964, in addition 

to the professional and secretarial staff, domesti.c help, messengers, char 

force~, gardeners, and agency officials having ~ite House passes: · 

. ~ ' C4f - 5,000 
1-."·· t '• 

- 51, 500 

1,840,000 

-~ 49,000 

- 2,000 

- l,700 

Tradesmen, vendors, construction and contractor 

personnel, includ:tng TV and radio technicians 

service the White House in a year, many returning 

a number of times (25, 700 separate entries) i;: ·· 

Guests at social f'unctions 

Public visitors and tourists 

Official visitors 

Military people supporting the White House, including 

communications :personnel, mess stewards, chaUff'eurs 

and bands 

Members of' the press, TV, and radio 

In terms of the study, the construction maintenance workmen (including 

electricians), telephone maintenance men, and TV technicians ~re of . 
i 

particular interest. For example, . there were , seven different /contracto:i:-s 

" ~. 

'< .... :· ,' .;.!." ... • ... '. . 
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and 90 workmen in the West Wing and the ¥.18Ilsion on a recent week-end, 

and this is considered a typical level of activity. The fast pace and 

pressures of White House activity make surveillance of these types of 

people difficult. A quick decision to have TV coverage of an event cm 

result in 40 - 50 technicians setting up lights and cameras and running 

cable in the President's office and adjacent areas for a period of severa1 

hours. In this frenzy, it is not easy for the Secret Service or White 

House Police to maintain careful surveillance. TV coverage is liable to 

be followed almost immediately by a high-level meeting in the President's 

office with no time in between to conduct a countermeasures search. 

The system of controlling this total movement of personnel should be 

improved as follows: (1) 'White House :passes should be revised, re-issued, 

and more tightly controlled; (2) the escort system recently established 

in the We st Wing should be closely adhered to and extended to the East 

Wing; and (3) moreeffective controls . and surveillance of movement of press, 

TV, maintenance and trades people should be exercised within sensitive 

areas. (See Appendix_.) 

A basic deficiency in the present security system is the lack of a central 

authority controlling construction, renovation, etc., and regular procedures 

for coordinating changes in physical plant in advance with Secret Service. 

(This results in part from the fact that basic responsibilities for construc­

tion are spread between GSA for the East and West Wings; National Park 

·, 
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Service for the Mansion; and Navy for the shelter area. ) It is not en 

infrequent occurrence that the first Secret Service hears ot a project 

is the da.1}¥ notice that contractor employees will arrive on the Job. 

Lastly, the White House is an old facility to which features have. been 
~ . 

added piecemeal.. Space and other aspects ot the plant have been altered 

many times, and, in many instances, up-to-date engineering drawings are 

not available. Telephone, electrical and other wiring end piping parti• 

cularly have been added over the years w1 thout any_ systematic effort to 

remove the old. 

As to the ;personnel security, in the last few months, clearer end more 

effective procedures for reviewing FBI investigations end approving 

assignments to White House staff have been established. However, the many 

other systems for clearing and admittlng people to the llhite House 

(described in APJ;>endix _) should also be reviewed. 

Secret Service in~_stigate s and clears its own personnel and grants passes 

· to maintenance employees of GSA and the National Park Service on the basis 

ot review of files furnished by those agencies. Secret Service e1so · 

makes very limited checks on tradesmen and contract personnel. These 

' personnel are difficult to check, especia.J.zy if contractors hire pec)ple 

on a daily basis fran union halls. Before issuing permanent passes, 

members of the news media are checked through cr:lm1na1 files ot the FBI 

and :police records, and, if th! person has foreign connections, CIA files 
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are checked. Telephone maintenance men possessing White House passes 

. are not given f'u1l field investigations by FBI, but are investigated by 

Military District Of Washington, U. S~ Army, at the request Of the local 

telephone company. Secret Service i~_sues a pass on the basis of 6~rt1:r1• 

cation of clearance with no further review or the files. Military personnel 

are investigated by their Service, and the files are reviewed by DOD, a 

Presidentia1 assistant, and the Secret Service. However, the formality 

of granting a security clearance is left to many commands, and pr8.ctices 

vary. 

It is believed that all people :permanently assigned to the White House 

. (except Secret Service and military personnel) should receive full field 

investigations by the FBI, Secret Service, and military services, as 

appropriate. The approved investigation reports should c'?llstitute authority 

for access to Top Secret materi.u as required. Authority for issuance ot 

a White House pass should be pl.aced in the person who has the basic security 

responsibility. ·· 

. C. Technical Security 

Given the genera1 security arrangements at the White House and its 

distance from potentia1 listenbg posts, the most likely form ot technical 

penetration is the small, self-powered radio transmitter which could be 

concealed quickly by saneone having limited access, like construction and 

repair worlanen, vendors, TV technicians, press, etc. Other forms of 

penetration like concealJDent ot a miniature recorder (cigarette package 
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size), microphones or carrier transmitters using existing wiring in the 

White House, or telephone compranises cannot be ruled out. Sophisticated 

penetration techniques, such as infra-red windowpane pick-off, lasers, 

etc., are :presently limited by operational conditions end the state Of the 

art, but must be considered in developing future protection programs. 

(See Appendix_, page_.) 

The Secret Service program to :protect the President from technical eaves­

dro:p:ping began in the ear:cy- phases of World War II. The protection of 

PresidentiaJ. privacy was consicl!red a logical extension of the statutory 

responsibility "to protect the :person of the President" and his immediate 

_family. As late as 1962, there were only two people concerned with audio 

countermeasures. In the last year, the number has been increased to. six, 

although only about 50 percent of the time of these men is ~pent on audio 

countermeasures per se. 

Fran time to time, Secret Service has used manpower from other agencies to 

perform counter audio "sweeps." The most frequent assistance was received 

f'ran WHCA and Army security units. On occasions, when new technical 

dimensions of the threat were uncovered, like the discovery of the cavity 

resonator in Moscow, the FBI was requested to conduct a speciaJ. search. 

To this day, the efforts Of the Secret Service are supplemented by WHCA 

on trips in the U. S. and by State and Defense on trips abroad. 
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In the absence of guidance and continuing supervision fran above (either 

the White House or the Treasury), it is not surprising that the Secret 

Service management has not allocated scarce budgetary and manpower 

resources to the countermeasures effort. The program has tended to drift 

along, and one senses that a major objective has been to conduct the 

program in such a way that it does not ''bother" the President and staff'. 

Appendix A contains a detailed :rt!v:l.ew of' the program and 16 recommendations 

for improvement. In general, tho situation f'ound can be summarized as 

follows: 

----- -·Inspections are cursory and too infrequent given the threat and 

high usage of the sensitive · space by uncleared and uncontrolled 

people • 

.. There are important gaps in coverage; e.g., the offices ot the 

NSC staff are not given counter audio protection, nor are the · 

residences of' key White House aides. 

There are not sutficient quaJ.ified technical people conducting the 

program. 

Increasingly in the future, the detection of sophisticated ty:pes of' 

threat, such as transmitters whose transmission patterns blend with 

background "noise," will. require professional engineering personnel. The 

Secret Service should not rely ~ pranotion from the investigative elements · 

of the Service for recruitment for this program. The Service should make 

increas~ng use of the schools ot the intelligence cammmity for this 

training. 
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A question arises as to whether the Secret Service is the appropriate 

agency to conduct the audio countermeasures program in the future• Many 

activities have to be done on a d.a.14" basis ·- such as RF mOnitoring 

during sensitive meetings, quick searches after use of the President's 

office by TV crews, and moming ·~hecks of the President's office. These 

can be fitted in most easi4" with other Secret Service activities related 

to the protection· of,, the Preside11t and the White House. 

A basic unknown is whether a "police" agency can attract, retain, and 

direct the technical canpetence :required for handling the more sophisti-

cated audio surveillance threat anticipated in the next few years. 

Secret Service has experienced sc:ne difficulty in recruiting such campe-

tence in the past and may continue to have difficulty in the tuture. The 

only engineer is reported to have tendered his resignation • . 

However, we see no better alternative to Secret Service. ~ has techni- . 

cally trained people, but a strong camnunications bias. Its present 

program does not appear any more effective than that of Secret Service. 

Use of agencies like Defense, State, CIA, and FBI, f'or the whole audio 

countermeasures job would add another party to the White House routine 

which would fragment :f'urther the . already splintered security responsibility, ~ • 

increase the number of people O~!rating in a crowded facility, and increase 

the already canplicated problems of preparing for Presidential trips. A 
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third alternative to Secret Service would be a.professional techn1ca1 

security staff' assigned (a) to the White House, or (b) more realistically 

to some element of the Executive Office of the President, such as the 

Office of the Director of Telecamnunications Management. This approach 

would separate this :function fran the protection and investigative orienta• 

tion of the Secret Service, and perhaps the civil service system would 

facilitate the hiring of competent engineers and technicians. However, 

this would mean adding about 10 p:!Ople to the rolls or- sane Office in the 

Executive Office complex. 

It is concluded that, since Secret Service already has large aspects ot the 

task protecting the President and the White House, it makes sense for them 

to continue the technical security :function. However, we believe that 

the program will be successfUl only if Secret Service management recruits 

a top-quality person with strong technical background to head the program 

(if necessary, by borrowing from intelligence agencies) · and separates the 

counter audio :functions from the rest.of protective research. 

D. Classified Document Handling 

By far, the larger percentage of' total volUJm of written material 

received and handled within the White House is unclas~ified, although 

much of it is sensitive.. It is the accepted premise that anything addressed 

to the President is automatically "Confidential" and "Personal" in nature, 

and this premise undergirds the system for handling tonnally classified 

documents. 
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The survey revealed that there a.re no written prc)cedures_, now in ef'f'ect 

,for handling classified documents in the White House. However, a lJ!ss. ·: · · > . 

:: a::: :::~:d:f:::::dc::ri: :~1~::dy~::~~i:, ,'.. ·_ :; . :~:·\;/~li~~:1. 
the White House, the pace at wh.'lch papers are handled, and the lack at , . -_ ·. • : - : :-.l 

-~ ~ 0~, 
; . · standing of the present · system and 8n excellent . awareness. ot the need tQ , · ~· · .. :: .: ;:::'.J. ~: . 

. . ··· 

· . .. , r· . 

The into:rmaJ. system has worked largely because of (a) close attention 

given the system within the Buney-NSC canplex1 (b) the high quality of ·. 

· the staff in this . area who keep .trac~ .. of documents and administer the :: 

system, (c) the willingn~ss of staffs ~~ .. otlle·r · ·~Y · ~~s : to use the<· ·, :-

. document-handling services provided by .. the . B~d1' ·canple~1 and (d) the . 
·' . 

- general good sense and ability ot White House personnel, especial:cy the _ __ _ _._ :· _ :_ "-> ~1 
secretaries, in handling care~ a1l sensitive . papers,: classified and :.-: .. .. :• ,. 

I( 

• • ;,·,, ' ! . \ ·:· ·. ~~ .. 

unclassified. · · -. > --,:T !~ 

We have reviewed with specia1 care the handling of the high4r classified- · ·- · '. . , ~ , $'.t.J~ 
· material which becomes a part o~~ ~~ . President• s "night reading" file, . . . . ,. ···:_">·· .t 

...... 

particularly the State Departmer~t 's "Ei/ening Reading" . and CIA' s "President• s . · . · " 
' .! ', : ··. 

Daily Brief'," the latter contaudng COMINT and other h1gh4r sensitive 

material.. It is concluded that~ '. although these materials appear to be 
',. · . ... 
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hand.led with awareness and sensitivity by all concerned, the security ot 

the process would be improved by reducing the number of people who handl.e 

or have access to these materials on the way to the President. For 

example, these materials, genera.l.4r received in Mr. Bundy's office between 

6:30 and 7:00 P.M. each evening, are forwarded to the President's secretary 

for inclusion in the night reading file, delivered by a White House messenger 

to _~~e Head Usher, handed to th•3 .Doom.an, who either gives them to the 

Sergeant valets on duty or t~s them -directly to the President's private 

quarters. If the President is out for the evening, the documents remain 

untended on his bed until his :return to the White House. A preferable way 

to hand.le these doc'lll'OOnts might be to hold them in the Situation Roan and . 

to have the watch officer deliver the documents to the President's quarters · 

when notified that he has returned. 

With respect to organizational :responsibilities, it is clear that the 

Pre.sident's Assistant for National Security Affairs will, by the very 

nature of his task, have to handle the vast majority of classified docu­

ments, especia.l.4r those involving special categories of clearances. It : 

was indicated that about 95 percent of classified documents flow into or · 

through the Bundy canplex. It, . thus, makes sense to concentrate the · 

handling of such paper in his office, backed by the NSC staff, as is nO\rt 

the case. However, overall responsibility f'or ensuring that there is a 

system, that it fits adequately with the rest Of the physical security 

program, and that it is adequately understood, especia.J.:cy by secretaries 

and administrative assistants in other offices, should be exercised by 
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the designated Special Assistant for Security and the proposed Wh:L te 

House Security Officer~ 

An example of the type of problem .requiring attention is that ot securing 

classified documents after hours. The committee was advised that respon-

sibility for securing classified docmnents at the close ot the day resides 

in each office and that each office organizes its own checks on pert~rmance. 

However, it is not unconnnon that classified materials, including Top Secret, · 

are left on desks, in piles or· :paper, or in desk drawers. Evidence ot 

this was observed by the committee. It is the.camnittee's view that the 

present physical security system. administered by the White House Police 

end Secret Service is not designed for ·~ and provides inadequate protection 

for classified material. 

j . 

IV. DISCUSSION OF TEIEPHONES AND COMMUNICATIONS 

Need for a New System 

From a security point of. view, the pre'sent telephone system at the White 

House was unplanned, and . grew like Topsy. Frequent changes accomplished 

under tight time pressures have. resulted in the following basic· conditions: 

- The three manual switchboards for this facility not only add to 
. . 

system canplexi ty but increase the number at operators who can 

overhear telephone conversations. 

- There are too many terminal boards serving the White House, end 

they are inadequately secured (being corrected since the stuey began). 
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- Cables are old and vulnerable to "cross-talk." This has been a 

frequent problem in the past. 

There is an extraordinary amount ot unused wire and equipnent which 

might be used in a penetration and makes inspection difficult. 

The records of the White House telephone service were inadequate 

at the outset Of the study making it diff~cu1t for anyone to check 

security ot the system. 

The White House system is extensive, providing a wide variety Of services, 

including regu1ar telephone service through three switchboards (White 

House, "Signal" and police boards), cryptographical.4r secure voice and 

teletype systems, separate press and TV services, closed circuit TV, 

a.lam systems, etc. There are about: 

270 lines oft the White House switchboard, including 23 to private 

residences. 

555 lines oft the Signal Board., -including lll to private residences. 

- 56 lines off the Police Board. 

In eJ.l, there are about 895 telephone instruments, of which about 6o 

:percent are in the West Wing. 

· WHCA "Signal" sWitchboard has already reached its capacity, and the White 
~ . 

House switchboard at the present rate of growth in ·service is expected 

to reach saturation next year. Ever since the Wbi te House board was moved 

to the EOB in 1962, the system has been considered "interim" by. the 

Chesapeake and Potomac Telepli0ne Canpa.ny. The Canpany has been awaiting 
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There have been many technical improvements since the White House switch• 

board was designed, and many o:r these have been incorporated in facilities 

available to other agencies. 

Because of the importance of the President's telephone system to his 

camnand and executive functions, these systems in the i'uture should not 

be left to chance and evolutio:n. It is strongly in the nation's interest 

· to see that the President has ;an effectively planned canmunications system 

with the best features of priv.:icy and security built into it fran the 

beginning. 

Basic questions with respect t•:> a new system are (a) whether it should 

be self-contained (electronical.l.y segregated and physically secured), and 

(b) how much of the Executive C)f':f'ice of tru:; President it shou1d embrace. 

It would appear that the long-:run trend will be to move more activities 

directly supporting the White House into the EOB and Federa1 Office Building 

(FOB) No. 7. It would appear prudent at this time to consider the White 

·House - EOB - FOB No. 7 as a single complex served f'ran a centra1 switch­

board in the EOB. This switchl>oard could have dual capabilities • a 

manual capability serving the !>resident and top staff' as determined by 

later studies, ·and a :flexible, rapid dial system which coul~ ring anyone 

in the canplex by dialing only two or three digits. 
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This single system should largely replace the three switchboards now in 

use with considerable savings i:1 the number of operators, trunking, end 

line costs. In fact, the C&P T·~lephone Company has estimated that such 

new service could be ,. rendered for approximately the same annual recurring 

cost as that for the present system. - In the system studies which are 

required, these cost factors should be carefully weighed. 

It is significant to note that the present GSA plans call for telephone 

service to both EOB (with exce:ption of certain lines fran the White House 

board) and FOB No. 7 to be furnished f'ran the main Government (Lafayette) 

exchange also through a modern dial service. This, however, would mean 

that calls from the EOB to the White House would go out through main 

feeder cables to the exchange end back to the White House board · and thus 

be available to intercept in the exchange and cables. 

Evaluation of Security of Tele1>hone Facilities 

The present White House telephCJne system (and in fact · the bas~c domestic 

telephone service) was not desj.gned with security as a major objectiveo 

There are many techniques of tHpping the telephones which can be so 

disguised that they are very difficult to detect,even by trained people. 

Even pressurized and alanned cu.bles can be opened and tapped by experts 

without triggering the al.arm. Thus, all telephones out of the White House, 

except those which are cryptographically secure, must be considered 

basically unsecure. In this connection the familiar weapon of "double 

talk". does little to confuse an intelligence anazyst once the conversation 
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has been intercepted. 

The most vulnerable elements of the White House telephone system are 

summarized below, from the greatest to the least risk: 

a. Mobile telephones to cars, helicopters, and aircraft; _ 

b. Private lines outside the White House which are wl.nerable both 
. . 

in exchanges and in the portion from the last section to the residence · 

or office; · 

c. The EOB telephone system served from the Lafayette exchange; 

d. The main "reed.er" cables from the White House to the downtown 

exchange; 

e. The internal White House telephone system, especially the tenninal ·· 

room for Presidential. and White House communications in roan 578 of the EOB. 

Vulnerability of these elements are assessed in greater detail in the 

Appendix, pages~ to_. However, certain points deserve emphasis 

here: 

l. The EOB has less security (control of visitors, etc.) than the 

White House, and up to two years ago was a complete~ open facility. More­

over, the terminal board in the basement (room 045) serving the EOB is · 

so cluttered with old wires that a tap would be very difficult to detect. 

It is noted that this ~oard serves many sensitive Offices, including NSC 

staff supporting Mr. ·Bundy. To reach Mr. Bundy, for example, cal.ls from 

these offices must also go through the downtown exchange and back tQ the 

White.House board in the EOB. 

;: 
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2. The two large underground telephone "feeder" cables in and out of 

the White House both run to the same downtown exchange. ,over different 

paths. The only inspection is by telephone people, where the cable appears 

in manholes and when there is trouble which is infrequent. A tunnelling 

to the cable of the type accomplished by U. s. intelligence groups in 

East Berlin would be difficult to accomplish, _ b~t also extremely difficult 

to detect. 

3. In the basement of the We st Wing is a recording studio operated 

by WHCA. About 75 telephone circuits run from the main West Wing terminal 

(the Bulb Room) to the studio, giving it a capability of recording or 

.listening to telephone conversations of the President and key Wh:i. te House 

staff members after making a simple "patch" requiring about one minute. 

This can be done without the knowledge of the parties involved. 

4. Speaker phones are available in the offices of the Pre siderit and 

several of his top aides, and it is understood that they ~re extensively 

used. It is also understood that, ~tween calls, the :speaker phones in 

the President's Office are held On "intercom,"_ which means.tha~ they are 

"open" to room conversations. These room conversations are carried by 

cable as far as the main terminal ("Bulb" Roem) in the bS:sement. ·or the 

West Wing and could be tapped at any point along the way. 

Responsibility for Protection of Telephone Systems 

Secret Service has exercised sane responsibility for the security .of 
.J 

telephone service running thrciu.sh the White House board as a pa.rt of its 

general countermeasures activity. Until 1959, however, the Steering Group 

·: f'f 
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was told that the telephone conpany kept terminal rooms in the White House 

locked to Secret Service inspection. Since that time, the company has 

been slow to share with the Secret Service basic information concerning 

the system necessary to a thorough assessment of security. 

The intermixture Of telephone service makes the drawing Of. lines Of 

responsibility for telephone security between the Secret Service and WHCA 

a difficult matter, especially if we move to a ccmbined switchboard in 

the EOB. In view of the fact ·:jhat a major portion of the telephone 

security is encompassed in a s·:;rong audio countermeasures program, we 

believe that the Secret Servicn should assume responsibility for security 

of a1l non-crypto-secure telephones. WHCA should continue its :responsi­

bilities in the area of crypto··secure systems. However, even this line 

will tend to blur in the futurt~ as more crypto-secure voice service is · 

introduced into White House offices, especially if secure and non-secure 

service is provided in the same "call director." Thus, the assignment of 

responsibilities should be reviewed periodically by the proposed White 

House Security Officer, and others he may designate. 

As indicated earlier, we recognize the problems for Secret Service 

management posed by the additi•)n of these and other technical responsi­

bilities. In the communications area, it would be expected that the 

Secret Service would call on staff of the DTM and WHCA as needed. 
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Crypto-Secure Telephones 

The only way that telephone calls outside the White House compound can 

be completely protected is through use of crypto-secure voice systems. 

Marked improvements in quality are being made, and the new KY-3 telephone 

is equal in quality to that of regular telephones. These should be 

installed at vital White House links as soon as feasible, especial.:cy in 

the links to offices and homes of key national security advisers. 

(KY-3 facilities now exist frcm ?I.II". Bundy's Office to the Secretary of 

State and to the ranch. ) However, the new secure voice service should 

not be made available to the President until it has been proven else-· 

. where and will clearly meet his needs. 

Communications at the LBJ Ranch 

The major vulnerability of communications at the LBJ ranch is, of course, 

the mobile radio telephone system1 including the "LBJ net." This net can 

be easily monitored by anyone within a 35-mile radius. 

A second vulnerability is the microwave and open wire carrier systems 

from the ranch to Austin. Both of these can be ·monitored, although special 

equipment is required. The microWave system can~ be monitored with proper 

receivers from as far as 5 - 10 miles from the microwave towers. 

The committee has e~lored with telephone company staff the possibility 

of' installing a combination of' (1) a digital carrier system (such as the 

Tl carrier currently in use in the Bell -system), and (2) crypto-secure 

facilities to protect the ranch - Austin microwave link. · ·These special.:cy 

~. 1 

_:,. 
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:protected circuits could be us•~d for :particularly sensitive conversations, 

although the long-distance :private-line circuits from Austin to Washington 

remain as vulnerable in the exchanges as they are today (see Appendix_, 

:page_). 

Compromising Radiations (TE~ST) 

It was found that WHCA had not had a 'JEMIEST check at the l'1hite House since 

1962, although standing procedures caJJ.ed for inspections every year. The 

preliminary inspection of the lniCA communications area in the East Wing 

Shelter, initiated as a part ot this survey, showed the following: 

Use of high-level telety:pewriter cryptographic equipments, which 

under previous tests have been proved to produce compromising 

emanations. 

- Unfiltered telephones located in close proximity to the crypto 

telety:pe complex. The physical separation of equipnents was not 
. " 

adequate. 

- Inadequate shielding, grounding, and separation of secure and 

unsecure signal lines. 

Numerous extraneous cables throughout the facility which are 

potentially hazardous. 

These corrections have now been made, and a mMIEST check has been 

completed •. 

Similar conditions were found on review of the cryptographic and 

communications equipnent in -the International Situation Room of the . 
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White House. However, the scope (and potential pick-up) Of these radia-

tions is considered potentially more dangerous, because the Situation 

Room is at gound level on West Executive Avenue. TV trucks and other 

vehicles parked in the area pose a. potential threat. One of the "hot" 

signal cab~s~ is located less than three inches from an outside TV 

antenna, and another runs along an outside wall .on the West Executive 

~venue side. Also in this area, there is potential inductive pick-up· 

on· control lines for the Western Union step clocks. These problems still 

await correction, after which a TEMEEST check should be made. 

· The situation in the WHCA comml.lllications trailer at the LBJ ranch was 

basically the same as that a.t the White . House - i.e., the cryptographic 

equipment was progrannned for high-level opera~ion. Readable signals 

were obtained by Army technicians near the overhead, O,Pen wire carrier 

from the ranch to Austin, many miles from the ranch. · It is apparent 

that from this that the "clear text" radiations were getting into both 

the open wire carrier and microwave system to Austin·. Following conversion 

to low-level key telety:pewriter equipment and other steps to correct 

installation deficiencies, a final TEMEEST check at the ranch is now 

under way. 

The location of microwave towers in close proximity.to the crypto 

communications at the ·ranch has the potential of flooding the connnunica-

tions area and providing an escape medium for the reflected energy. 

This _possibility is to be carefully rechecked in the final TEMIEST check. 

~ . . ~ • \ 
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Recommendations with respect to compromising radiations are contained in 

Appendix _, page _. 

v7hite House Office Machines 

The survey group attempted to identify automatic office equipment which 

might radiate recoverable intelligence. On inspection, it was aeiermined 

that the Xerox machines used for classified information in the White House 

and the EOB constitute no risk. However, the two Flexowriters, two Royal-

typers and four Roboty:pers used in room 59 of the EOB under the adminis-

trative control of the White House do represent a potential hazard and 

should be used only for unclassified or, at most, confidential inf'onnation. 

- . 

• .l 
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CONCLUSIONS AND RECOMMENDATIONS 

A. Organizational conclusions and recommendations 

1. There is no clear responsibility for planning communica­
tions in the White House, particularly in technical areas. No one can 
visualize the whole complex in terms of Presidential and White House 
staff needs, and take necessary actions. The potential of the Director 
of Telecommunications Management (DTM) in filling the technical portion 
qf this role has not been adequately recognized and exploited, nor is he 
presently staffed to perform this function effectively. 

We recommend that the Director of Telecommunications 
Management be given responsibility for technical .Planning of the tele­
communications needs of the President, the White House, and the 
Executive Office complex, and given adequate staff to perform this 
function. 

2. Although the Secret Service undertook some tasks involving 
telephone security, its role was not widely recognized. It has only recently . 
been consulted with regarc:I to changes in the system. Without basic 
records available to the Secret Service, the security program has been 
hampered. 

We recommend that the Secret Service be given responsi­
bility for the security of those communications that are not cryptographically 
protected, and that an adequate staff be provided for this function, perhaps 
with a leader on loan from larger agencies. 

3. WHCA should be viewed primarily as an operating agency 
to provide secure communications and all communications while the 
President is on travel or at emergency relocation sites. Clear guidance 
to. WHCA from the White House is required and is not now being provided. 

We recommend that a Presidential Assistant be given 
responsibility for operational policy guidance to WHCA, and that he use 
the resources of the DTM for technical advice. 

4. The President while in Washington will need to be served 
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by a combination of WHCA and civilian operated communications, and 
based on present patterns, primarily the latter. There is a great need 
to review this relationship to determine optimum organization and 
balance, · particularly as more and better cryptographically secure 
communications are introduced. 

We recommend that the Special Assistant responsibility 
for policy direction of the communications should initiate a review of 
the organizational and technical balance of functions between civilian 
and military communications, keeping in mind the need for privacy and 
security, as well as efficiency. 

B. General technical conclusions and recommendations 

1. A normal telephone system which goes outside the White 
House-EOB complex cannot be made completely secure, even if alI 
recommendations made are carried out. 

We recommend that the new high quality secure phone 
systems be installed and used as much as possible, particularly in circuits 
to homes of key personnel. 

2. Telephone users do not understand the vulnerability of 
the system to intercept. Clicks on the line which are heard occasionally 
are normally due to an operator checking the line to see if the call is 
completed. Clicks can also result from maintenance people checking 
lines~ ·and very infrequently f::om natural phenomena. There are no easy 
ways oi determining that a telephone ta.p exists other than be detailed 
physical inspection. 

We recommend that telephone users be briefed on the 
vulnerability of the system to intercept. 

3. Telephone maintenance and operator personnel have the 
greatest opportunity to intercept calls, as well as to enable others to 
intercept them. 

We recommend that those telephone personnel assigned 
permanently to the White House be given a full field investigation by the 
FBI. 

~ . . 
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4. The mobile phone networks have no privacy and can 
be monitored in the Russian Embassy. 

We recommend that consideration be given to the 
use of "Bellboy" service by the key White House staff. Under this 
system a buzzer rings in the staff man's pocket which tells him to 
call the White House operator. This call can be made from a pay 
phone. As an ultimate goal, consideration should be given to install­
ing the KY-8 system when it becomes available. 

5. There is insufficient knowledge of the detailed need 
for secure communications. It is essential that these services be 
designed so that they are convenient to the user, as well as technically 
secure. 

We recommend that the DTM plan the secure com­
munications system after having made a careful study of the technical 
and psychological communications needs of the users. 

C. Specific technical conclusions for the Washington area 

1. The basic telephone system serving the White House is 
old and fast reaching its capacity. It does not provide an adequate base 
for future development and was not designed with security in mind. 

We recommend that~ new system for the White House 
be developed. This is a particularly good time to consider a new tele­
phone system with desirable security features because of the plans for 
a new White House switchboard, the renovations in the EOB, and the 
construction of F. O. 'B; #7. We believe that the DTM should plan the 
system with the assistance of the DCA, GSA, and the White House Clerk, 
under policy guidance from a Presidential Assistant. 

2. The present private line service from the White House 
to the residences is more vulnerable to intercept than normal service. 
Outside the White House these lines pass through two or three telephone 
exchanges where they are 'tagged' to ensure special service. In the 
exchanges they may be monitored by maintenance people even more 
[requently than other lines in order to ensure quality and reliability. 
The most vulnerable part of the system, however, is between the last 
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exchange and the home of the person being called, and both the private 
line service and the normal service are easiest to intercept over that 
last link, and in general follow the same path. 

We recommend that secure phones be put into these 
homes when available. We also recommend that a study be made as 
to the value of direct service to the White House compared with the 
increased risk of such service. Finally, we recommend that the Secret 
Service check the private lines to key residences and offices through 
the exchanges and from the last exchange to the home on a random basis 
in order to identify and correct obviously insecure conditions. 

3. The present White House/EOB system is not designed 
for security and privacy. There are too many switchboards, and there 
appears to be more manual operation than is needed by th~ President and 
top staff, thus increasing the chance for operator intercept. The internal 
system is not sufficiently segregated from the outside system, and there 
is insufficient protection of terminals and frame rooms. NSC personnel 
must use the EOB lines through the Lafayette Exchange when calling 
Mr. Bundy's office in the White House. There is an extraordinary 
amount of extraneous and unused wire and equipment. The Speakerphone 
systems present additional eavesdropping hazards. 

We recommend that, consistent with the best possible 
service, planning for the White House/EOB complex take some account 
of privacy and security matters. · During the design recommended above 
the following features should be considered: 

a. A self-contained system serving the White House/EOB 
complex physically secured. 

b. A combination of manual operation and a flexible dial 
system so that more calls can be made conveniently without going through 
an operator. 

c. An automatic disconnect capability so that when the 
inside telephone is hung up, the line into the White House does not remain 
open · to outsiders. 

d. Some form of operator disconnect on calls that have been 
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established so that the operator cannot re-enter the circuit except on 
recall by the parties. 

e. As an interim measure, NSC staff should operate 
off the White House automatic board. 

£. Unused wire and equipment should be removed as 
far as practicable. 

g. Terminal boards should be locked. 

h. Frame rooms should be secured. 

i. The Speakerphone service should be examined to 
see if satisfactory serv1ce can be provided with greater assurance of 
privacy. 

4. Outside the White House there is insufficient inspection 
of cables, manholes, and exchange equipment. The most valuable (and 
difficult) area for a telephone tap is the main cable between the White 
House and the central exchange. 

We recommend that the Secret Service inspect the cables, 
manholes, and exchanges at random intervals. We also recommend that 
a study be made of the possibility of using digital carrier encrypted for 
privacy between the White House and the first exchange to reduce the 
possibility of intercept along this route. 

D. Special technical conclusions and recommendations about the 
service in Texas 

I. The mobile service is highly vulnerable to intercept. 

We recommend that the possibility of using the KY-8 
service when it becomes available be considered. 

2. The microwave link and the open wire carrier between 
the LBJ ranch and Austin are vulnerable to intercept. 

We recommend that the possibility of using encrypted 
:iigital carrier over these links be considered. 

~sECREr "'-
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3. Some terminal boxes are not protected against access. 

We recommend that terminal boxes on the ranch be 
secur.ed. 
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TELEPHONE SECURITY AND PRIVACY 

I . GOALS 

This section will: . 

A. . Briefly describe the telephone. service available to the 
President and his top staff. 

B. Describe the various threats to security and privacy of 
telephone conversations. 

C. Make recommendations which will improve the probability 
that there will be no intercept of telephone conversations. 

II. GENERAL APPROACH 

The communications sub-panel approached the prol?lem of examining 
the security of telephone service of the President and top staff in the 
following ways: 

A. Telephone service in the White Hou~e:...EOB area 

1. The panel surveyed the telephone service in the West 
Wing, the Mansion, General Clifton's area in the East Wing, and the 
National Security Council area in the Executive Office Building~ In 
particular, the main terminal rooms in the White House and EOB were 
examined, as was f~1e local cabling and wiring in . selected areas· of the 
West Wing and the Northwest corn~r of EOB. 

2. Fourteen of the special circuits which bypass the switch­
boards were traced. 

3. Discussion of organization and practices were held with 
the Secret Service, the White House Communications Agency, the Defense 
Communications Agency, the White House Clerk, and those representa­
tives of the C & P Telephone Company who had responsibility for the 

· White House service. 

·~ 

SECRET 
·., 

· ·:~'~";''"';-- · " -----· ···-··1·-:-.. ··· · -.- - -



• • -2-

B. Telephone service in the Washington area 

1. The cable diagrams between the White House and the 
major exchanges w 'ere obtained from the C & P, and the routes were 
checked. 

2. Major switching areas were examined. 

3. The service to the homes of twelve people likely to be 
involved in matters where privacy or security were important -- the 
Vice President, Secretary Rusk, Secretary McNamara, Under Secretary 
Ball, Under Secretary Vance, Mr. McCone, Mr. Bundy, Mr. Busby, 
Mr. Moyers, Mr. Reedy, Mr. Valenti, Mr. Watson - - was examined. 

4. The characteristics of the mobile system were examined. 

C. Telephone service outside the Washington area 

1. The type of service available to the President during 
travel was surveyed with the help of the White House Communications 
Agency. 

2. The service to the LBJ ranch was examined and discussed 
with representatives of Southwestern Bell, and the WHCA. 

3. The ninth floor of the Federal Office Building in Austin 
was surveyed. 

D. General brietings 

The general problems of telephone privacy and security were 
discussed with representatives of the FBI, the CIA, NSA, and the AT&T. 

III. ORGANIZATION OF TELECOMMUNICATIONS IN THE WHITE HOUSE 

Two major groups are responsible for Presidential telecommunications. 
The White House Administrative switchboard (the "Administrative Board'') 
takes care of about 90% of the day-to-day communications of the President 
and top staff in the White House itself; the White House Communications 
Agency (WHCA) is responsible for some of the day-to-day traffic, White 
House Police communications, all the cryptographically secure communications, 



,,, • 1. · · • 
-3-

all the out-of-town communications, all mobile communications, and 
all communications at emergency locations. 

A. The White House Administrative Board 

This switchboard is located in the Executive Office Building, 
and has grown from a two-position switchboard in 1932 to a ten-position 
switchboard today. It is under the general supervision of Mr. Hopkins, 
the White House Clerk. 

Policy direction for this switchboard has come from a Special 
Assistant to the President in recent years. Mr. Hopkins has looked .for 
guidance from Matthew Connolly, General Carroll, General Goodpaster, 
Kenneth O'Donnell, Walter Jenkins, and now Bill Moyers. 

Technical assistance in the design of the telephone system 
has come from the C & P Telephone Company. 

B. The White House Communications Agency 

The WHCA performs a number of functions as described above. 

In 1954 the Agency was called the White House Army Signal 
Agency and was placed under the Office of the Chief Signal Officer. There 
was no official policy guidance, but the staff of the agency was responsive 
to the desires of the military aides, the presidential staff, and the President. 
In general, WHASA tried to anticipate Presidential needs. 

Since WHASA was an operating agency, it obtained technical 
assistance from the military services (particularly the Signal Corps), 
from the C & P, and from AT&T. 

On 31 August 1962, after a letter from the President to the 
Secretary of Defense, the Agency was established as the White House 
Communications Agency, and P. Kenneth O'Donnell was formally named 
as communicatio.Iis officer responsible for policy direction. It was 
anticipated that ·broad requirements would be established in consultation 
with the Military Aides, and the Special Assistants for National Security 
Affairs and Science and Technology. Actually, this latter group was 
never formally convened> but there were discussions between them on 
specific issues affecting the service. 

SECRET 
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Programming, budgeting, and funding for the WHCA are 
.the responsibility of the .£.>efense Communications Agency. 

C. The Special Assistant to the President for Telecommunications 

The appointment of James O'Connell as Special Assistant to 
the President for Telecommunications was not made until 1964. Mr. 
O'Connell has responsibilities under an August 21, 1963, Memorandum 

.- .: : . from the President to "Identify communications requirements unique to 
the needs of the Presidency." 

... 
'· 

The Special Assistant has carried out these duties by submitting 
requirements to the DCA for implementation of the command and control 
needs of the President, but has not been involved in the problems of day­
to-day operation of White House communications. 

D. Responsibility for security and privacy of Presidential 
Communications 

The White House Communications Agency is responsible for 
the security and privacy of the crypto- secured Presidential communica­
tions. The general reliance for telephone security of the non- secure 
communications of the President seems to lie with the Secret Service 
and White House Police inside the White House, and with the C & P 
Telephone Company outside the White House. There appears to be no 
formal designation of this responsibility, however. 

IV. THREATS TO TELEPHONE SECURITY AND PRIVACY 

Before describing the Presidential service in some detail, the 
general problems affecting various types of threat to telephone security 
and privacy will be described. 

A. Threat to non-secure voice systems 

Although all systems which do not use cryptographic security 
are vulnerable to intercept, the ease of intercept depends on the system 
which is used, since some systems are more vulnerable than others. 

The vulnerability of a particular call is limited by the number 
of links and by the strength of the links. It does little good to secure a 
relatively strong part of the circuit, if relatively weak links still exist. 
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The vulnerability of the telephone system to intercept depends both on 
the technical configuration and the ease of accessibility to an agent. 
The system is particularly vulnerable to an· agent who has access to 
the system normally. The essential elements to succe·ssful intercept are: 

a tap, which may be either a physical or an inductive 
connection. 

-- a listening post, which can be remote from the tap by 
using telephone or radio circuits to relay the intercepted conversation. 

-- equipment necessary to convert the line signals to audible. 
This equipment is complex when microwave carrier is used. 

Many times vulnerability of a system can be reduced by the 
sheer bulk of traffic and the diversity of paths that exist in the American 
telephone network. Particular attention should therefore be paid to the 
parts of the system where there is little or no choice of paths (e. g. , 
homes of key officials). 

The following are the types of communications used, together 
with the description of the vulnerability. 

1. Mobile phones: All mobile phone systems which are not 
cryptographically secure are easily monitored by anyone in a large area. 
This applies to automobile telephones, as well as helicopter and aircraft 
phones. 

2. Microwave circuits: A great deal of long distance trans­
mission is over microwave relay. Although the demodulating equipment 
is expensive, a determined person anywhere in the area of a microwave 
system can record the conversations made. 

3. Internally switched systems: An internally switched 
system {such as the White House administrative board) is vulnerable to 
penetration only inside the area where it exists when used for local calls. 
It is possible for an operator on a manual switchboard to monitor the 
call, and to that extent a manual board is more vulnerable than an automatic 
board. 
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4. Externally switched systems: Externally switched systems, 
such as would be used from EOB to the White House, are potentially 
vulnerable to penetration not only in the compound itself, but also in the 
lines between the compound and the exchange which does the switching. 
In addition, in the exchange the lines . are available to test operators and 
maintenance men. 

B. Secure telephone and teletype 

1. Extensions. The major threat to a cryptographically 
secure telephone system lies in the part of the system between the crypto 
equipment and the subscriber. Obviously, if anyone listens to an extension 
of a secure phone, he can hear the conversation. 

2. Pick-up or tap along the cable between the subscriber 
set and the crypto equipment. Regular teletype and telephone equipment 
will radiate signals in the air or along the wire line. Obviously this 
radiation can be picked up if there is the right equipment nearby. Tele­
phone conversation might be picked up by direct tap of the phone line, 
or by induction from a nearby line.· For this reason NSA standards do 
not permit secure telephones to ·be established as special keys on call 
directors at the present time, since the number and crowding of wires 
inside he telephone set may lead to potential interception through pickup 
on the non-secure lines. 

3. TEMPEST. With modern techniques of detection it is 
possible under various circumstances for the "clear" messages to be 
recovered. These problems arise in the design of the communications 
system and are normally considered under the code word TEMPEST. 
The problems arise particularly on secure teletype equipment which had 
been developed some time ago and are now a major item in the ·inventory. 
In general, some modifications usually must be made and certain design 
standards must be met in order to avoid these compromising signals. 

· Despite these problems in design, cryptographically secure 
systems are far less susceptible to breach of security and privacy than 
even the most imaginatively designed normal system. 

C. General principles of technical privacy enhancement 

A few general principles of enhancement of privacy can be 
stated as a result of the above analysis. Since these principles were 
followed in making the recommendations, they are stated explicitly here. 

SECHEt ~ 
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1. Use as much crypto-security as feasible and convenient. 
The new systems which are becoming available give as good quality 
service as normal phone and are reasonably inexpensive for short distance 
communication. 

2. Do not use unsecured mobile systems. The number, of 
receivers now available is so great that there must be a large number 
of people listening on Presidential calls today. The Panel has heard of 
breaches of privacy on the present mobile system. -·-

3. Be as self-contained as possible. Terminals and switching 
equipment should be under the control of the user and located in a secure 
area. 

4. Be as automatic as possible. Automatic systems are 
harder to break into than manual ~ystems. Of course, service needs may 
still require manual operation of portions of the system. 

5. Keep the service as simple as possible. Complex organiza­
tion, large numbers of subscribers, large numbers of boards and terminals 
and extra types of service, make it difficult to ensure privacy. 

6. Remove unused wires, terminals, and equipment. Wires 
of unknown use are potential hazards and should be removed. 

7. Keep up to date records. 

v. DESCRIPTION OF WHITE HOUSE TELEPHONE SERVICE WITH 
EMPHASIS ON VULNERABILITY TO INTERCEPT 

A. Service in .Washington, D. C. 

I. Mobile phone systems 

A mobile phone system is used to reach-people in White 
House cars. This system operates on bands between 200 and 400 Mc, and 
is known to have been intercepted by private citizens. A radio link also 
operates between the White House and the helicopter while it is being used. 

2. Non- secure telephone service in the White House and EOB 

a. Switchboards 

Of three manual switchboards in use in the compound, the 

SECRE17 ~ 

r 
·t' 

i 
- "'· i 

j·. 

i· 
I 

-; 



.,_·... - ,. ..... •, ...... : -·~ 

.~ . . · . 
. c· ·-_ 

. 'i_ ..... 

·, '-

· : ~ ~i~?~{0:\:to£ the White House and staff. , This . ten-position -board, located in Room : '::.-.>L· e:'t>·:~( 
LF?5~:'. ,,:_,,, ,::~/}}~~ .. ~tg: 40?· Qf E.OB,. _intercepts' al~ incoming traffic on _tl\e _ offi~~al' telep~o~e . - .; --, ·.</J()· :_:;~-:-~l.: ~ 
]'~J;'i;f~~K~it~,<_fy<~ number. 456-1414, and provides normal telephone service.~.· -Also connected ·,n;:t.·c:·.:_ ··. ;. 

l;~lf 5f :~:~: ~i~~E~J:~~~~;~~i:f a1~~~}~~[~AS!~§~:~~~§~f :<;~~:;f ~l;(,';i~;-1 
I .,,],~·'.Vt' / trunks; t~s to the Signal Board, and trunks to the Lafayette exchange.\ rN.< '. <. ; 

. ! "';~J'.'.'(.:>t.::~_-·.·:>"-· .- both internally and to the homes· ofmariy·of th~· nfore important members )·'!:'.·:·:~-:>P< r 

t:j~~~'.;';[:(,·; ~!;:;;::~t~;;;·~o~~frV;~::~:1~:.~~;~s~tf ~l~t~;3~:e ~t:;:.~t;t~~~t~;J;~;:;;:~~t; i 
i<1~~}.1::~;i\/;_: :. :,; <. Administrative· -~oard,/:~.Autovon1 _ .Inte:r;:: Departnienta,.l Se_rvice: (t_Q _all othe:c-·~-.§:.:·.< ·· :· . ..,· i 

ti~(~·,,.;,:" ~i~:::7e;~:~::::;~~=?~:e:~:e::~~~~~~~tll~~;~:h~~tt~::~~: ~t~f;2J; :·.:tN.'.'..,,{\' 
y:~>::~f:i~. -~'.~7~:. "':- :".< ·:· operator: ha·s· a line direct to the Pre.side 2); '''. that~ rings ~ in his: lounge ·~~'. )·/< :YJ .; , 

H~J1~]k.-~ir:· ~>:· ... : an~ ;snot _a_,;ailable . to'' ~riyone, : incl~~iri . _iss .. o?ei·ts ~ \ Al~~anual calls -~~'..: ··,:>.-:·_ '·: ; 
ff:j.·~:;:'·ii);:: .. :·:,;~ ·. · . can be monitored by· ~he ope.rato~ S ·.w~t~ or _1thou_t;,_tl;le . kriowl_edge, of the. 

r~~\,~f:)."' : .. Pres~dent ... · ... : .. . .. . . . . . ., ·.·: ·· .. · .. > ...• ·;}I:~:{~;_•:;;x.,,\: .. ·.. • ··. . .·· 
i~r_Q:·~t:. · ·: . . . . . ·.- ·> The Police Bo-ard, ·.a multiple of the Signal Board, is · . : . 
f ' f • • .• . • • . . . . ' . . . . . . . . 

ilt:·_;t~.: ' : . . . pri_marily for ~he use of the Secret Service and_ Wh.ite Hous~ poHc_e g~ards~ . 
tit<. :· This board connects. to ·all guard posts, control points,-; police office in 

I / '.-· ·-· East Wing and the· security office in EOB. fori~ternal controls. ·This · · 
~~~{'. · · · Board has the same capacity' qf the Signal Board,. but in normal operations .. 
{~fa.:~- all except police lin~s: are blo~ked by small removable plugs.· ... By removing . 
l.t<~; · these plugs,. an operator· could listen to conversations that may be in 
_n~[':-~-- progress onthe Signal Board by plugging in on the line. . . 
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b. Switching equipment and cables in EOB 

The automatic switching equipment (300 lines), connected 
to the Administrative Board is located in EOB Room 578. Thus, all ter­
minations on the Board appear in this room. A small PAX (Fri vate 
Automatic Exchange ST 3-9377), used primarily by the White House 
Communications Agency as a two-digit dial intercom (with most of the 
lines being located at 517 - 26th Street, N. W.) is also located here. 
This PAX also has the capacity of making calls to, but not the capacity 
of receiving calls from, the commercial exchanges. These two pieces 
of automatic switching equipment are only about 20% of the total equipment 
located in this room, but are all that is working. In addition, about 20% 
of the local house distribution cables in Room 578 have been cut at the 
frame. Of the remaining cables, about 15% are in use. It was not 
possible to determine the number of wires that were connected to either 
unused pairs or dead equipments in the time allotted. 

In Room 045 of EOB, government cables were easily 
identified. House cables for the EOB were readily identified but a little 
more difficult to trace. The "Wire Closet" was in poor condition with 
the installation of cables coming in two different ways: ( 1) through a 
hole in the wall with large cables going toward a manhole outside the 
building, and (2) over the door to the hallway. The cables going out the 
door became the main distribution system. (As the door opened and 
closed it was wearing the insulation from the cables with bare wire 
showing through. The door had been cut away at the top to make room 
for the cables.) These local house cables were strung along the ceiling 
of the hall among the collection of pipes. Along the wall, near the ceiling, 
there had been some bricks removed from the original construction 
revealing a heating flue. These heating flues became the risers conduit 
for the cable distribution system. Since the original cable riser installa­
tion, miscellaneous wires and cables have been added. These are very 
difficult to trace because they all have been painted the same color, 
besides being buried among the pipes. The risers themselves are not 
too difficult to find; however, local house pairs on the main frame that 
had cross connections did not necessarily have the same connections in 
the house box in the floors above •. 

In the general area of Room 045, there were cables and 
terminal boxes that are not in use, some of which do not belong to the 
telephone company. 

~ 
I· 
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c. Condition of switching equipment and cables in 
the White House 

The Bulb Room is located in the West Wing basement. 
The main cables (63A and GOV 6) entering here were easily identified. 
With no line record cards available to the installer in the Bulb Room, 
it was impossible to determine what cable pairs were cross-connected, 
but not in use. (63A had about 80% of its pairs in use and GOV 6 had 
about 55% of its p~irs in use.) The East Wing cable which joins the 
Bulb Room to the signal main fra?le was completely filled except for 
30 to 40 pairs which are bad. The local distribution cables in the West 
Wing are limited in number and being replaced as rapidly as possible. 
In this area, new Alpeth cables (100% shielding) are being run directly 
from the instrument to the Bulb Room through conduit (with a quantity 
of cable coiled up for extension later to a new' equipment room) with 
no splices or terminals in between. Eventually, all telephones in the 
West Wing will be installed in this manner. At the present time, the 
President's phones are installed directly to a separate small wire 
closet- in the basement, but are not in shielded cable. The secure 
extension cables are either in an alarmed area or in conduit. · 

The main terminal for local distribution on the second 
floor of the White House is located in the old switchboard room. This 
tenninal an<:l the local panel boxes on all floors are not locked, but are 
in a semi-controlled area. 

· In the Program Control Room, located in the basement 
of the mansion, there is a number of TV circuits and amplifiers. Also 
installed here are some miscellaneous telephone equipments and cables 
that are for·local distribution and access to the main telephone rooms 
in both East and West Wings. 

All the above mentioned main terminal areas are alarmed 
and controlled by the Secret Service alarm panel in Room 097, EOB. 
While these are relatively secure, the local house terminals in all areas 
are only partially controlled, since the terminals are in the White House 
and EOB controlled areas. They are not locked and anyone that can gain 
access to the area would have access to the telephone terminals. 

d. Telephone extensions and accessibility of terminals 
in the White House 

A survey of the telephone service being provided throughout 



• • -11-
~"ii ,, ~< V'~~ 

-" 

selected areas was completed. All of the West Wing was done with 
the exception of the Bundy offices which were occupied each time the 
inspection team tried to enter the area. 

The_ President has only one non-secured telephone 
number (#192 on the Signal Board) that does not have an extension 
outside his office in the White House. Connected to each call director 
(of which there are five) is a speaker phone which is usually turned on 
full volume. Thus, all conversation in the offices can be heard over 
the speaker phones. .All · incoming calls are received first by his 
secretary. The President also has a number of private direct .lines 
to his principal assistants. However, his direct lines to Moyers and 
Valenti appear on each other's call director and cannot be strictly 
classified as "private'', since someone in one office could hear a 
conversation in the other office. 

Most of the rest of the West Wing telephone service 
pas a similar pattern, with some private lines, and many manual lines 
from the White House Board or Signal Board, or both. With few 
exceptions these lines can be monitored by people in secretaries' or 
assistants' offices, or by telephone operators, with very little difficulty. 

The Cabinet Room had an extension of the W)~¥-f!ouse 
Board mounted on the conference table with an extension on~' 
Roberts' desk. 

The Conference Room telephone on the second floor 
has an extension of all the numbers of Mr. Feldman{ and -Mr. O'Brien. 

The Lobby and Press Room area had a great number of 
automatic tie lines and private circuits to outside exchange numbers, 
mostly going directly to the home office of press and radio members. 
Located in the Press Room is a local house terminal box providing service 
to the area through four smaller local cables and terminals. 

The ''Dog House" had a local house terminal box in the 
room and many special circuits for radio broadcasting. It was impossible 
to trace all the circuits in here without disassembling the equipment in 
the room. 

WHCA Recording Studio has 75 pairs directly from the 
Bulb Room terminated in the rear room next to the recording equipment. 
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It would be a simple matter to connect any line in the Bulb Room to 
the cables to the recording studio and attach a recorder with or 
without permission. 

The Mansion itself had few telephones in comparison 
with the other areas. All instruments with one exception went directly 
to one of the manual boards or the dial equipment locat.ed in the EOB. 

e. Special services 

There are a great number of lines entering the White 
House-EOB compound that bypass the operator. Many of these numbers 
'are special circuits for radio, TV, and press coverage of the White 
House. All of the three digit numbers on the White House Board may 
be dialed directly from any Government code bypassing the operator. 
However, the operator may still monitor this call, if desired, by 
plugging into the right jack on her board. All of ·the five digit numbers 
in EOB (Code 128) enter the compound directly from the Lafayette 
exchange, bypassing any operator. The operators in the .EOB and the 
White House have no way of monitoring these circuits. 

Fifteen special circuits that enter the compound were 
selected at random and traced as much as possible. All the circuits 
were identified on the feeder cable with relative eas~, and traced to 
the distribution cables. At the distant terminal all but parts of two . 
circuits could be traced to their ends. One part of circuit 1 OPL 2486 
could not be traced in the East Wing and the telephone man did not know 
where it went. On part of circuit 12PL 2744 was tied to a West Wing 
terminal that had a wire on it that could not be traced. It went into a 
plastered wall. 

., 
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3. Secure Telecommunications Systems Supporting The 
President At The White House 

There are two basic secure telecommunications 
services currently provided at the White House to support the 
President and his immediate Staff. These are identified as secure 
teletypewriter and secure voice-service. 

a. Secure Teletypewriter Service 

The White House Communication Center located 
on the lower level in the East Wing of the White House provides for 
normal transmission and receipt of messages in either a secure or 
non-secure mode to locations indicated on Chart I. · The Center 
receives and deliver's nie'ssages to the White House Situation Room 
via a pneumatic tube which inter-connects the two locations. In addi­
tion, teleconferencing can be established from either the Situation 
Room or the Communications · Center to locations world-wide which 
have comparable capabilities. 

b. Secure Voice Service 

Secure voice service provided at the White House 
permits access to a number of different secure voice networks and 
interconnection to various subscribers. This service is identified as: 

(1) Secure Voice Low Quality Service. From the 
White House Situation Room, connections can be made through the 
White House Signal Switchboard to a number of locations either directly 
or through other intermediate switchboards. The various locations 
which can be contacted are identified on Chart 2. The K'X' -9 speech 
security device is the instrument which provides the communication 
security between the terminal points; It is a half duplex system (it 
works in only one direction at a time) and requires the user to depress 
the "push-to-talk" button on the telephone hand set when speaking. 

(2) Secu~e Voice-White House to Ranch - high 
quality service. A high quality secure voice link has been established 
between the White House Situation Room and the Communications 
Complex at the LBJ Ranch in Texas as depicted on Chart 3. The KY -3 
speech security device provides the communications security and the 
telephone instrument is used in the same manner as a normal telephone. 
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(3) High Quality Secure Voice (in town) Service. 
A high quality secure ·voice service is provided from specific locations 
within the White House to certain other locations primarily within the 
Washington area. Special telephone instruments installed within the 
White House are connected to the White House Secure Voice Switchboard 
through which the various other points may be reached as indicated on 
Chart 4. The KY-1 speech security device provides the communications 
security and the telephone instrument is used in the same manner as a 
normal telephone. 

(4) High Quality Secure Voice (out-of-town) 
Service. This is basically the same service as the "in-town" but 
permits the users in the White House identified in Chart 4 to reach 
locations and users outside the Washington area as identified in 
Chart 5. The KY-1 speech Security devices currently used in both 
the "in-town" and 11 out-of-town" nets will be replaced by the later 
KY -3 device as soon as sufficient numbers of equipments are obtained 
to permit complete replacement at all locations simultaneously. 

(5) Twilight Network High Quality Secure Service. 
A special secure voice service is provided at the White House Situation 
Room to connect with No. 10 Downing Street in London. As indicated 
on Chart 6, this service uses a voice security device provided by the 
British and requires pre-arrangement before it can be used. On a 
"crash" basis, the circuitry can be established within 30 minutes. 
However, normal time for establishing the service requires approxi­
mately two and one-half hours. 

In addition to the secure telecommunications 
services currently being provided, testing is under way on a system 
to permit secure voice and secure teletypewriter services between the 
White House and the Presidential Aircraft. This proposed service ,_..,­
would permit the President to be in contact with the White House during 
flight and ultimately permit interconnection through the White House 
communications facilities to world-wide locations. 
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4. Exchanges 

TJ:le telephone service from the Administrative Board 
and Signal Board le.aves the Wh~te House compound in two cables, one 
to "Mid Town'' and one ~o "Downtown" exchanges. Each of these 
exchanges was guarc:Ied and visitors were required t~ ·sign a register 
and be ·e.scorted at all times. The cables were identified and each 
ctrc-uit of ·iinportarice was protected by a cap over the terminals. 
This ~ap ·meant that the employee was instructed never to enter the 

·circuit µnless directed to do so by a supervisor. ·Also, at the down­
town office, , the. Wh~te .House cable pairs had a sign in place reminding 
the mainteriance personnel to ·use no audible tones in troubl~ .shooti~g 
on, these cfr,cui'ts.-.: ' '~.-.. ' .. · . " . ' ' ' .·' 

;: . .,.. ~ . ~. .. ; . 

•. ' '. I ' 

~ ~ visit to the Dupont and Woodley exchanges, :it was 
;determined that th~ . spet~al cil:c.uits were handled in the :same mapner 
as downtow~. · The -secur_j.ty of the 'buildings was less stringent, but 
adequate sfoce :they ~r~ ·manned 24 hours a · day. · · 

• ;~ ·: ! 

. The tapping ·of a .cable between the· exchanges or the 
main distribution . cables from the last excharige t6 a priv~te home 
~ould be a great u:ride~taking. and ·fr is felt that ·the small ·amount of · · 
intelligence obtainable would not justify .. the expense or risks .involved, 
particul~rl'i :since th~ - fi~al cable ne~~ the home is so easy to tap. . 

In each exchange the maintenance personnel has the · 
capacity of monitoriJ:?.g the. lines wi~hout the knowledge of t;he parties 
involv~d. 'The test .. de'~k · 6p'erator in ·the exchange that assigns the 
.. central office equipn;ieµt_s to a iine' can dial l.n 6n a circuit' and ''listens 
wi~hout being dfscoy~ ·~ ed, · even if the circuit is busy. Th~ loca~ tele~ 
ph~ne operator also has the ability t~ dial .. undetected into a busy circuit 
by using her verific~tion jack. Furthermore, · the special protective. · 
features (cap ov~r terminals, sign stating that ' no audible tone should 
be us·e ,d on the circuits) ~all attenti.on to .the. Pre ~idential circ.uits . in the 
frame room~ · 
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... _ ·5. · Staff service outside White House ' 
.) .• . . . ' !-.:: . - ~:· . : . .. 

... · · This "s~·~t'i(;'.r1 'b over :s· the security ,.of .. off-premise . ... 
·. exten~ions of the Administrative Board and the Signal Board for '>:. 

the following perso~s: ' · , ,. ,·. . .: ;·.·. .. .... ."1 .: ·. , '· . ·· · ••.. 

Vice President _Humphrey 
Secretary Rusk .. '· · · -t· . •. . 

. Sec!~tary McNamara.<-. , 
;. Mr._<Mcqone . ' /:.J>·.:;~ .·.<. 
Under Se.cretary . l;3~1i<)~:.'·. ;." ~< · 
Deputy Secretary Vane~·; _ ; •· ; 
Mr. · Bundy ··;. · .... 

Mr. Busby 
Mr. _Moyers· 
Mr. : Reedy · >: 

· Mr. ' Valenti 
Mr. · Watson 

.· ·:. · . .A.ciniin. _· ."". · ·: ~ .'. .. . 

Board :> 
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X . 

·· .·, 

.. ;,Sigrial 
' Board 
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.... x 

~ f'' ~ . ' : 

, r 

· x 
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The · ·ser~ice , was· traced f~om the. wire <:e~ter {~~:chang~) • 

.··," s~·~ ·Z:i_-ng _ the · r .esidence t~ · the<i-esidence itself. .· · . 
> A"\, 

• ·· ,: • I : ~ I • • . • . 

a. ~ Gene-~ai. : .. />· 
. ~. : ~ ' 

:- ~ ... 

. . - ~:: . . . 

. . :_: . In general, s~rvice1eaves. th~ last: wire ; · ~eriter'_ f:r;om a · ' 
'cable vaUlt and . pro~eeds -:uhdergrciurid in large cables_: contain;ng',;_from ':900 
to 2400 -pai~s • . The ·cabies ~un th~pugh manholes whete .. they· ~it4e:r_· 'go · 

' ' ' ' ·. . . .• "· '. . . . 'f . . . . . ' . . . . ' ' . . . .. . . ". '. 
straight thro~gh or .are spliced. _·\; : ·i:>.~riodically~ : c .a~les branch into smaller · 
cabl~s takirig different .routes ·to. pr.ovide 'servic.e. to<various geographical · · 

_, area~. .Cables leav_e th~ ground and travel on ~~erh~ad wire, usually ,_ . 
' n~ar the. re,~1dence~ ,. but in more. remote areas . for some distance via aerial 
cable, before terminating on ·a p~le from whith service is provl.ded to 
the residence. Gen«:rally ca[>l"es are reduced to approx~niately 25 pairs 
before ending on lugs · in termina~ boxes from which service to the house 
is provided. Iri several cases as described in the detailed description, 
service is provided by means of spliced cables directly to the residence 
to eliminate the appearance of pairs on the poles. ln all cases ' detailed 
examl.nation of the wires .permits visual tracing from the residence to 
the terminal box or splice which provides residential service. 
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. . . . . . Vulnerability to unauthorized access is g~eate~t .in 
the aerial ruris near the residences, particularly in the terminal : ·. 

· boxes where-. pairs appear on terminal lugs. · .. _ 
,· :~ . ' ' .. , . . ., 

.A ·~ a .;general rule, the a·lloeated ci~cuits fr ·~m the 
White House boards are provided from the same cable .terminal strip 
as is used for -. regular commercial service to the reside_nce.· 

·; ·. In the physical survey of the facili~ies by .members · of ·. ·· 
the Survey Oroup, it was apparent that no particular difficulty is· . 
encountered -in detailed scrutiny of the poles, wires, -. terminal boxes, : 

. etc. which provide service. ·. On two -occasions when people · w~re ."· ,.>. 
·. encountered, ·the: statement, · "We're "with the tele'pho~e 'co~pany" . 

"' · • 

0

j • • • • ·· 1•: 

' satisfied their . c_uriosity and stopped any further que.s.tio~ing. · : One .· 
party in fact assisted ln the determination of a: pole' rtumbe' .. r ·.which •; .: ·. 
was not viSible .frorri the point. of team observatiOn. .: · No .. id~ntificati~n 
was requested nor .was the fact that theywere telepho~e · company per- ~ . 
sonnel challenged • . On the basis of this experience~ - it is 'believed ·· 
that anyone wishing to do so could take almost any action\vith · ~~spect ';,<_. 
to tampering ·with the lines · in question with very remote possibility·_y<<~-: ·:: :···. 
of detection or challenge~ · · _,· ... · . .. · . · · 

, . . , ... · 

l.·'' 

b. · :Specific description .. • •• \. • ,~ . • . •. 11 ';. '1'. _: 

1 .. · , ' • ··~,· • • ; ·-'-· .:·~··. ~ i · • : ~ : .~ ; · • 

'. • , • ·,. :' '~] • • I~~ :~ • . ..., '. 

. . : .. ~ .. 
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. ::. :_--The descriptions that follow generally' start with the 
. residence. and ~ork toward the serving wire center.·· . . , , ... 

· .-) ' : ,. .. ,·._ 

. . . . Th~ vice Pres'ident -- · Servic~ to the ';res.ide~ce· is fr.om. -. .. 
a · ~plic~ 'on a

0

poie across the street from his house t~ · art ;undergro.uild run 
beneath the str.eet . .into his baserrtent~ ·. His service~ : howeve'r i '.::is aerial · 
from the resident·~ · to .a. manhole at Dunlap Street and Connecti~·ut A~e-~ue 
several miles d.istaht. ·, :MJ.ch of this ·a.rea is slightly develop.ed and 'in . 

·several are.as.· is screened from _sight from all houses·.· "·' 
, .. •,' 

. . The _ n~ighborhood in which the Yice President :resides is . 
normal residen~ial. 

Secretary Rusk -- The pole providing service to the · . 
residence i~ 1n. the rear in a wooded area bound_ed by Quebec Street, : · 
Glenbrook Road, 49th Street, Rockwood Parkway .and Fordham Road. · 
There are five appearances of Branch 512 of the Signal Board. in this 
area, three on poles . and two in terminal boxes in manholes. . There are 

· .• , I 
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two appearances of Branch 2321 of the Administrative Board on poles 
in this area and one more in the area bounded by University Lane, . . 
Quebec Street and Woodway Lane. Access to the poles and manholes 
appears relatively easy, particularly in the wooded areas behind the 
houses. Circuit pairs can be visually traced from the residence to 
the pole line and thence to the various terminal boxes in which they 
appear. 

The neighborhood is medium density .. residential, lots 
are large with much open space, rather heavily wooded, to the rear 
where pole lines are located. 

Secretary McNamara - - Service is provided by means 
of underground cable 1rom the basement of the residence to the rear 
wall of the back yard, thence above ground in lead conduits towards 
24th Street. At the corner of 24th Street and California Street a cable 
is affixed to the sid.e wall of the Finnish Embassy where it proceeds 
to the corner before disappearing underground to a manhole in the 
intersection of 24th and California Streets. An employee of the Finnish 
Embassy (a Finn) stated facetiously (it is believed), as we reviewed . 
the cable run, "Mr. McNamara has. his lines in this cable; we listen 
to him all the time. 11 

In the review of this facility we had reason to enter 
the McNamara residence to examine the terminal strip in the basement. 
We identified ourselves to the maid as "telephone company men" and 
she admitted us without question. We proceeded to the basement, 
unescorted, and spent some five minutes examining the terminal arrange­
ment. · At no time were we asked to show identification. 

The neighborhood in which Secretary McNamara resides 
is high density residential. The service is shown on chart 8. 

Mr. McCone -• The line record cards on file in the 
Dupont Wire Center show that the pairs serving Mr. McCone's residence 
terminate in the basement of the main building at 3100 Whitehaven Street 
which is identified as the Center for Hellenic Studies, a complex of 
buildings inhabited by students of many foreign lands, and in a terminal 

j 

box on a pole across the street from the residence. On the first visit to _the are·a 
by the Survey Group, one of the C8tP representatives confirmed that this had 
been the case but that it no longer was true. A recheck resulted in the 
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telephone company producing a later engineering drawing dated Dec­
ember 16, 1964, and of satisfactory verification by the Survey Group 
that the appearances indicated in the line· record cards were in fact 
erroneous. It would appear that the service was changed not long 
before the date of the new engineering drawings. 

It was determined that Mr. McCone' s service was 
spliced from a short aerial run approximately one-half city block 
directly into his basement. 

The neighborhood in which Mr. McCone resides is 
high density residential except for the Center for Hellenic Studies and 
the Danish Embassy which is adjacent thereto. 

Under Secretary Ball -- Access to the pole line from 
which his service is provided is through the yards of the residences to 
the rear. One of the neighbors came out to determine the reason for 
her dog barking as we proceeded towards the rear of her house down 
the driveway. Again, when told that we were from the telephone company 
she asked for no identification and returned to the house. We proceeded 
to the pole line and spent some fifteen minutes developing the necessary 
information without further challenge. Under Secretary Ball's service 
appears in terminal boxes on two poles in the block square area on which 

• • ' ,j ~ '' ~I 
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his house is located. These are accessible through the yards of surrounding 
houses. 

The ~eighborhood in which Under Secretary Ball resides 
is high density residential and most yards are fenced. 

Under Secretary Vance -- The terminal box on which his 
line appears is on the cable and is accessible only by climbing a pole which 
is directly aross from the house. Anyone who made the effort probably 
could tap the line at that point. 

The neighborhood in which Under Secretary Vance. resides 
is highly developed and the pole which serves his residence is located on 
Foxhall Road in sight of six or eight houses. 

Mr. Bundy -- The pole from which his house is served is 
v;isible from severa~ houses. However, his line runs in an aerial cable 
several blocks to Loughboro Road before going underground into a manhole. 
This aerial run can be visibly traced and access to his line through the 
terminal box on the pole at Maud and Loughboro Road does not appear 
difficult. 
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The neighborhood in which Mr. Bundy resides is 

normal residential. His service is shown on chart 9. 
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Mr. Busby -- The service to this residence travels 
on overhead wire through a wooded ~rea for several blocks from 
Massachusetts Avenue and DuVal Drive. A terminal box on the pole 
at that point is partially concealed from most residences and appears 
to be readily accessible to anyone making an effort. The neighborhood 
in which Mr. Busby resides is lightly populated with residential 
development, with houses about 100 feet apart. The pole which serves 
the residence is located in the rear yard between Newport Street on 
which Mr. Busby resides and Cammack Drive to the rear. Access to 
this pole is only through the yards of the residences and lots are sub­
stantially free of heavy foliage. It would probably be difficult to gain 
access to the line at this point by other than telephone company per­
sonnel although it is problematical whether identification would be 
requested. 

Mr. Moyers -- The pole from which service is pro­
vided is located across the street ·from the residence. The line also 
appears in a BD box on a pole at Sherwood Hall Road and Midday Lane 
approximately three blocks from the residence. This is a large terminal 
box about four feet high by 18 inches wide and is mounted about 10 feet 
above the street. · This box terminates the entire cable serving the 
development and is provided with steps and with a seat to facilitate work­
ing on the line terminals. The pole is located approximately 50 feet 
from a house on a corner but no curiosity was exhibited by any person 
during the five minutes that the pole was scrutinized and notes were 
taken. Service from the BD box is by aerial cable back to Bosw·en 
Street and Schellhorn Road, a distance of several miles. This cable 
travels through considerable substandard housing areas along 'Sherwood 
Hall Road and US 1 before going underground at the manhole. 

The neighborhood in which Mr. Moyers resides is a new 
development about two miles from US 1 near Hybla Valley. The service 
is shown on chart 1 O. 

Mr. Reedy -- The pole which serves Mr. Reedy'~ 
residence is in the back yard of the house next door but the line also 
appears on another pole over a block away. It was in the checking of 
this pole that a neighbor asked if she could be of help. When told that 

. .SECREf 
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we were from the telephone company she left her porch and came out 
to help us read the pole number. No identification was asked for. 
When the pole was located it was found to have a number of wires 
hanging loose and unconnected from the 25 pair terminal box which 
was mounted on the cable. It was not determined what these wires 
were for. 

The neighborhood in which Mr. Reedy resides is 
residential on large lots, most of which are in back of the house. 
Back yards are heavily planted and visibility is restricted even in 
winter. In summer, foliage would further reduce visibility. 

Mr. Valenti -- The poles on which the wires to his 
house appear are all within sight of several houses. Again,· access­
ibility by anyone making the effort would not be difficult by climbing 
a pole and tapping the terminal box which serves the house. 

The neighborhood in which Mr. Valenti resides is 
normal residential. 

Mr. Watson -- His lines appear at three locations each 
but do not duplicate at one resulting in four locations total. The pole 
serving his house is across the street and is visible from several houses. 
Another pole at the top of the road also is visible from several houses. 
These lines appear, however, also in a terminal box on a pole across 
the George Washington Memorial Parkway out of sight of all houses. 
They also appear in a terminal box on another pole 1/2 mile away 
between 4429 and 4433 Chain Bridge Road • . This pole is visible only 
from the two nearby houses. Accessibility to those lines would appear 
relatively simple. 

The neighborhood in which Mr. Watson resides is.normal 
residential and is ·sparsely populated. 

·. ,' · 
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6. Assessment of the threat to telephone privacy in 

Washington 
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The threat to telephone privacy may be graded as 
follows: 

Group A~ The cas·ual or curious individuals who will 
eavesdrop if opportunity presents itself, but without any 9ther motive 
than curiosity. This group invades privacy but presents little danger 
to security except insofar as it may unintentionally repeat information 
under circumstances which allow it to reach others who make use of it. 

Group B. The semi-professional who makes .use of 
information· for personal, monetary, or political gain, but who is limited 
by funds and technical capability. 

Group C. The professional backed by virtually unlimited 
funds and technical talent of high caliber. He may be an intelligence 
age_nt or an individual, such as a telephone employee, who is more or less 
under the c.ontrol of an agent. 

The vulnerability of the presently installed system can 
be assessed as follows: 

a. Radio. links, vehicular and aircraft radios vulnerable 
to groups B+C. It can be assumed that all radio links in the Washington 
area that carry intelligence of value are monitored at the various Embassies, 
official residences, and other locations where foreign nationals can operate 
freely. 

b. The telephone system within the EOB/White House 
compound. The various extensions, speaker phones, and switchboards 
are vulnerable to groups A +B. The complex can also be penetrated by 
Group C - the EOB terminals which serve the White House. Administrative 
Board being particularly vulnerable. The EOB complex is not carefully 
controlled for access, and the precautions in use today were put into effect 
only a few years ago. It is, therefore, possible that equipment installed 
several years ago is still operative. The large amount of unused equip­
ment and wire which is no longer in service both in the White House and 
EOB make inspection extremely difficult and thus the task of an agent 
simpler. 

- - -,_........ -.. - --,.-. .1.·--·~ - · · ·-·- · __ .... ,...._, __ ~-~·-.---- · -r---~. --- -- - ------- .. ·~ -- ··- - - .. .. 
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c. The outside cable plant (between White House-EOB 
and the various control offices). Vulnerable to Group C. Although the 
cable is pressurized and underground, the intelligence value of a tap 
would make such an effort worth a great deal of time and money. If 
unobserved access can be obtained (in a manhole), the cable can be tapped 
without disturbing the user. Such a tap, when once placed, can operate 
for an extensive period unless compromised by carelessness or physical 
inspection. 

d. Central Offices. The terminal frames and test 
facilities are vulnerable to Groups A, B, and C, ins·ofar as access to 
the sensitive areas is not controlled. 

e. Cables between central offices. While probably more 
vulnerable than the White House/EOB-to-central office cables, these 
present a questionable intelligence target because the particular lines 
which may be used for a sensitive conversation may be hard to locate. 

f. Circuits from central offices to subscriber homes. 
Vulnerable to Groups B+C. Many of the existing installations provide 
terminals in readily accessible locations where an agent could operate 
undetected or posing as a telephone company employee. 

g. Inductive pick-up. The large number of circuits, 
particularly those which are dedicated or private lines which enter the 
White House/EOB area when taken together with the "unused" wire, 
which has not been removed, provide a potential means .of access to the 
telephone system by an agent without his ever having entered the tompl ex 
personally. If an agent can obtain access to one of these circuits outside 
the complex, it is possible that they will carry (by inductive pick-up) 
conversations carried on over pairs of wire which pass in close proximity, 
e. g. , are in the same cable. 

B. Telephone service available to the President while travelling 

1. Mobile systems 

While travelling in Presidential aircraft, radio telephones 
are used. These conversations are monitored for safety purposes by an 
Air Force contractor, and of course are available for monitoring by anyone 
with a sufficiently sensitive receiver • 

.. ,; , 
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Mobile phone systems are also available to the President 
if he were to go on a ship. 

2. Portable switchboard 

When a Presidential party is staying overnight in a city, 
the WHCA will take over part of a hotel switchboard for the use of the 
President and his staff. If there is no switchboard available, WHCA will 
set up a portable switchboard for t~is purpose. The use of this board 
eliminates monitoring by hotel staff and gives better service. 

C. Telephone service in Texas 

l. Description of the service 

The service is installed and maintained by the Southwest 
Bell. The main switchboard (manual), operated by WHCA, is located in 
a trailer on the ranch property. A buried cable runs from the central 
office at Fredericksburg to the ranch - thence to the Johnson City central 
office - thence to the Moursund Ranch. Branch cables go to: (a) Lewis 
·Ranch and Hartmon Hill Radio Station and (b) Sharnhorst Ranch, West 
Ranch Radio, Nicholson Ranch, Valenti and Haywood Ranch. (See plan 
and cable schematic for details. ) 

Trunk service is by (a) three hop microwave to Austin, 
(b) cable to Johnson City and thence by open wire courier to Austin, (c) 
cable to Fredericksburg. Various Bell System circuits ar·e utilized from 
Austin and Fredericksburg onward. ' 

The ninth floor offi~es in the FOB may be served by either 
the FOB switchboard or when desired by the WHCA operated board at the 
ranch by switching (manually) 17 of the lines from one board to the other. 
The detailed arrangement of the service is shown on the drawing. Pro­
vision has been made to install a switchboard on the ninth floor of the FOB 
if this should become necessary, but the board has not been installed. 

The· subscriber sets located at the ranch are of two general 
types - multiple (six) line call directors and single line sets. 

In addition to the above there is: · 
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a. A small guard (police) station net at the ranch. 

b. A small guard (police) station net at the FOB. 

c. A vehicular (radio) service installed in various 
automobiles .and connecting to the Bell service. 

d. A "party line'' radio net which has numerous trans­
mitters and receivers located at various ranches and in various vehicles, 
aircraft and helicopters. 

2. Vulnerability of Texas system 

Monitoring of conversations on the various systems 
described can be categoi:ized as follows: 

The "party line" network and vehicular services must 
be considered equivalent to a broadcast since receivers are available 
in the open market. 

The telephone service, in general, is susceptible to 
monitoring. However, the microwave link from the ranch to Austin 
is the most vulnerable since a monitor could be located anywhere in the 
vicinity. The open wire carrier from Johnson City to Austin also presents 
a simple technical problem to monitor. The microwave and carrier 
require fairly sophisticated equipment not readily available on the open 
market. However, it can be built from available items by a competent 
technician o.r supplied by an agent. The commercial equipment is fairly 
large. However, miniaturized items have been built for use by the 
intelligence community. 

Because of the length of the open wire carrier involved 
and the nature of the area, it is virtually impossible to inspect eith~r 
visually or electrically for a clandestine tap or a listening post which 
could be located a considerable distance from the wire line. 

Monitoring of circuits between Austin and, for example, 
Washington is of course possible, particularly as they appear in micro­
wave. However, such monitoring is made difficult because of the diversity 
of circuits and circuit paths available. Thus a monitor would have to 
sift a lot of straw to find a few grains. 

~ggID~-., -. -~ 
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This type of operation might be conducted by an agent 
who was targeted on some other objective, e.g., Bergston AFB and 
"lucked" into circuits used for Presidential service. 

Since the ranch grounds and the ninth floor of the FOB 
are patrolled at all times, unauthorized monitoring or wiring changes by 
an agent would be difficult to accomplish; however, it is recommended 
that all terminal boxes be physically secured to prevent authorized access. 

Because the various outlying houses and ranches are 
frequently completely unattended, it would be possible for an agent to 
gain access and install microphones and/or compromise telephones and 
then tap the cable. The establishment of such a tap and the associated 
listening post is practically rather difficult under the existing conditions 
in the area. However, telephones should be inspected periodically for 
compromises or other signs of tampering. 

Calls to Washington can be monitored by operators and 
maintenance men. . ' 
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VI. PROSPECTS FOR THE FUTURE 

A. New Secure Voice Systems 

A plan for increasing the amount of crypto-secured voice 
communications for the President is contained in the Defense Communi­
cations Agency Plan to Provide Communications for the President 
(January 7, 1965, revision). 

The major immediate impact on voice communications in 
the near future will be the entry of the KY-3 and HY-2./KG-13 equip­
ments into the inventory. Substantial numbers of KY-3 equipments 
will be available by the end of CY 1965 and should permit high-quality 
crypto-secured communications between the President and senior 
National Security officials. · 

The HY-2./KG-13 equipments will also be available in 
quantity by the latter part of CY 1965 and will permit secure service 
over long lines of a better quality than has hitherto been possible using 
the KY-9. 

Curre~tly, operational tests are •under way of the KY -8, a 
tactical speech security equipment, which will permit encryption of , 
mobile (car and hel.icopter) voice communications with at least minimum // 
coverage in the latter part of CY ~ 965. 

B. Improved Security in the White House 

. The present plans call for rewiring the White House with 
shielded cable so that the probability of pickup from between telephones 
will be reduced. 

The special TEMPEST check which was started after the 
beginning of the study will lead to reduced 'probabilities of intercept of 
secure communications. 

C. Possibility of a new switchboard 

A new switchboard system is needed for the White House 
and the new executive office building. The plans for this board are not 
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yet complete. The Panel believes that inadequate attention has been 
given to the problem of security during the planning stage for the new 
board, and fears that if careful pl~nning is not done there will be no 
possibility for major changes for many years. 

D. Possibility of Digital carrier 

A digital carrier system, such as the Bell T-1 Carrier 
system, makes eavesdropping more difficult and makes bulk encrypton 
possible. 

The T-1 Carrier equipment accepts 24 voice circuit, 
converts each channel into digital code and then combines the individual 
streams of pulses into a single stream • . The receiver terminal separates 
the stream into 24 individual streams and then converts each stream 
of pulses into voice frequency signals. 

The digital output (pulse stream) of the transmitting 
terminal can be enc~ypted by means of a single key generator and 
then decrypted at the other end by a similar key generator · to provide 
crypto security over the portion of the link between key generators, 
The circ'uits from the subscriber to the T-1 equipment would, of 
course, not be secured cryptographically. 

Unfortunately, the T-1 carrier equipment as now manu­
factured produces substantial compromising radiation and cannot therefore 
be approved for crypto-security. 

Reducing the compromising radiation from the T-1 carrier 
is an expensive development which is still under consideration by BTL. 
These considerations are further complicated by the fact that BTL has 
currently under development the 'r-2 systems {functionally similar to 
the T-1, except that up to 24, 48, 72, or 96 channels can be stacked into 
one data channel). 

The use of T-1 equipment without encryption would certainly 
pose a far more technically complex problem to an interceptor than the 
transmission of the same information over 24 wire circuits. The equip­
ment required is of a complexity and type which would put it beyond the 
means of an amateur or casually curious. However, there is nothing 
required which cannot be built by a competent professional. 

· -
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With encryption, the security would be entirely dependent 
on the quality of the key generator and the successful suppression of 
compromising radiations. Provision of a simple key generator which 
would be adequate for privacy does not seem to be possible for much 
less than the cost of providing a q~ality key generator. It is, there­
fore, possible that the use of a simple key generator might be desirable 
merely to preclude the compromise of more advanced principles through 
exposure in the telephone plant. 

In any case, if a decision is made to utilize T-1 carrier 
with crypto a careful evaluation of the security criteria to be established 
for both ends of the link must be made. · 

\ I 
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