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THE WHITE HOUSE
WASHINGTON

| —SECRET— October 29, 1964
75

NATIONAL SECURITY ACTION MEMORANDUM NO. 315

MEMORANDUM FOR THE DIRECTOR OF THE BUREAU OF
THE BUDGET

SUBJECT: Survey of Physical Security Arrangements and Audio
Surveillance Countermeasures Covering the Whi:e House

1. The President has asked that you study the organization and effec=
tiveness of (a) physical security arrangements in the White House and
(b) the measures to counter audio-surveillance penetrations of the
White House, including all voice facilities used by the President and
the White House staff.

2. The study is to be made in collaboration with the Director of the
Office of Science and Technology. You may call upon other Govern-
ment agencies and special interagency groups (e.g., the NSC Special
Committee on Technical Surveillance Countermeasures) for technical
and non-technical advice and assistance.

3. The report to the President, to be completed by March 1, 1965,
will be sent by this office to the President's Committee on the
Warren Report for any comments and recommendations it may wish
to make to the President."

b Bt

McGeorge Bundy

cc: Secretary of State bcc: Mr. Bundy v
Secretary of Defense ‘ - Mr. Moyers
Secretary of the Treasury Maj. Gern. Clifton v
Attorney General ' - - C.O. White Hou
Director of Central Intelligence Communicatior
Director of the Office of Science Mr. Hopkins

and Technology ' Mr. Chase
. : ' NSC Files
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May 3, 1965
STATUS OF NSAM 315 SURVEY
Director's Summary Complete set
Memorandum Report including chapters
Original President
Courtesy (Copy 1) President President
Copy 2. Director Director
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APR 30 1965

MEMORANDUM FOR THE PRESIDENT
Subject: White House Security Burvey

We have campleted the survey of technicel and physical security protection
for the Presidency in accordance with NSAM 315. The survey covers arrange-
ments for protecting the White House and, to a lesser extent, the ranch
and the Executive Office Building, against possible technical penetrations,
i.e., invasions of privacy and security through clandestine eavesdropping
devices and telephone taps.

I have been quite disturbed to discover the existence of so many weaknesses
in present security arrangements at the white House end the consequent
exposure of your security and commmications to technical penstration.
Fundamental to this condition is the lack of clear responsibility or
decision points for these matters.

The report identifies measures which should be taken, now and over a
longer period, to tighten up end improve tha security of the White House.
I strongly recammend that you personally read the summary report.

In the survey, we have given careful attention to costs as well as benefits
of the proposed improvements. I am satisfied that costs of actions growing
out of the survey can be covered by eppropriations available to appropriate
agencies (primarily Defense and Treasury) in FY 1966.

Our general ground rules were to effect security improvements as the survey
progressed, and examples of such improvements are noted in the attachment.
However, fimdemental improvements mist await White House decision.

Mr. Bundy and I are ready at any time to discuse these matters and appro-
priate steps to carry out your decisioms.

(signed) Kermit Gordom

KERMIT GORDON _-
Attachment Piirector



Attachment

EXAMPLES OF SECURTTY IMPROVEMENTS

MAIE IN THE COURSE OF THE NSAM 315 SURVEY
1. Fundamental reductions have been made in possible campromising radiations
from commmications equipment handling classified material at the White House
and the LBJ ranch.
2. Private line service to Mr. MclNamara's residence from the White House
switchboard has been rerouted.
3. §£teps have been taken to design and fabricate transportable cryptographic
cammmications equipment with reduced radiation levels which could accampany
the President on trips, particularly abroad.
L. The C&P Telephone Canpany, in comnection with certain new installatioms,
is installing shielded cables direct from telephones in the West Wing to a
consolidated terminal room now planned for comstruction.
5. White House police are now being taken to State for briefings in the
audio surveillance threat and countermeasures.
6. The Secret Service has installed alarms in telephone terminsl areas and
other sensitive areas.
T A better understanding of the technical penetration problems in the
telephone canpanies has come about through very helpful discussioms with
representatives of AT&T, Chesapeake and Potomac, and Southwestern Bell,
and those companies are considering develompment of technical features which
would increase telephone security and privacy.
8. About 3,000 feet of surplus wire not needed for present service has been
removed in the course of the special counter audio survey.
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Pages 3 and 4 sanitized in entirety.
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STATUS OF NSAM 315 SURVEY

Director's Summary Complete set
Memorandum Report including chapters
Original President
Courtesy (Copy 1) President President
Copy 2 Director Director
Copy 3 Mr. Bundy Mr. Bundy
Copy 4 Mr. Chase Mr. Chase
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April 30, 1965

MEMORANDUM FOR MR. VALENTI

SUBJECT: New Telephone System for the White House

1. From all I have heard about the matter, there is,
in fact, a genuine need for a new White House Board,
and I am in favor of giving the Telephone Company a
go-ahead on initiating design studies.

2. As for the BOB Study Group (Jim Clark's group),
an informal check indicates that the Group believes
that the development of a new telephone system in the
White House (including a new Board) would be highly
desirable. As a matter of fact, in its report, which
is due to be submitted in the near future, the BOB
Group will recommend that design studies be initiated
on a new system.

3. One important point to be made is that someone
from the Government should be designated to stay in
close touch with the Telephone Company as it proceeds
with its work., In this regard, the BOB Group will be
recommending that the Director of Telecommunications
Management (General O'Connell), under the direction
of a Special Assistant to the President, be designated
for this job; the General would also tie in closely with
security Eypes, Bill Hopkins, WHACA, and other

appropriate people.

ieG. B,
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EXceCUTIVE OFFICE OF THE PRESIDLNT

BUREAU OF THE BUDGET
WASHINGTON 25, D.C.

APR 30 1365

M ANDUM FOR THE PRESIDENT
Subject! White House Security Burvey

We have conpleted the survey of technicel end physical security protection
for the Presidency in accordance with NSAM 315. The survey covers arran;e-
ments for protecting the White House and, to a lesser extent, the ranch
and the Executive Office Building, against possible technicsl penetratioms,
i.e., invasions of privacy and security through clandestine eavesdropping
devices and telephone taps. i

I have been quite disturbed to discover the existence of s0 many weaknesses
in present securdty arrangements at the White House and the conseq 1t
exposure of your security and cammmications to technical penetratione

Tun¢ nental to this condition is the lack of clear responsibility or
decision points for these matters.

The report identifies measures which should be taken, now and over a
longer period, to tighten up and improve the security of the White House.
I strongly recammend that you personally read the summary report.

In the survey, we have glven careful attention to costs as well as bene: s
of the pronosed improvements. I am satisfied that costs of actions gron 1ig

it of the survey can ba covered by appropriations available to eppropr: e
agencies (primarily Defense and Treasury) in FY 1966.

Cur general ground rules were t0 effect sacurity improvements as the survey
progressed, and examples of such improvements are noted in the attachment.
However, fundamental improvements must await White House decision.

Mr. Bundy and I are rxeady at any time to discuss these matters end appro-
priate steps 40 carry out your decisions.

(signed) Kermit Gordon

KERMIT GORDON ,
Attachment Pirector
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Attachment
EXAMPIES OF SECURITY IMPROVEMENTS
MAIE IN THE COURSE OF THE NSAM 315 BURVEY
1. Fundamental reductions have been made in possible campramising radietdons
from comnmications equipment handling classified material at the White House
and the IBJ ranch. ' |
2. Private line service to Mr. McNemara's residence from the White House
swvitchboard has been rerouted.
3. 6£teps have been taken to design and fabricate transportabls eryptographiq
conmmmications equiyment with reduced radiation levels vhich could accompany
the President on trips, particularly abroad.
b. "™ - C&P Telephone Company, in comnection with certain new installations,
15 installing shielded cables direct from telephones in the West Wing to a
cansolidated teminal room now planned for comstruction.
5+ V¥hite House police are now'being taken to Btate forbrieﬂngc in the
audio surveillance threat and cmmtemaaaurn.
6. The Secret Service has installed alarms in telephone terminal areas and
other sensitive areas.
To A vetter wderstanding of the technical penatretion problems in the
telephone canpanies has come about through very helnr;ﬂ. discussions with
representatives of ATAT, Chesapeake and Potomac, and Bouthwestern Bell,
and those compenies are considering dsvelopment of technical features which
would increase telephone security and privacy.
8. About 3,000 feet of surplus wire not needsd for present service hes been
removed in thc‘l course of the speciel counter audio mwuveys
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EXECUTIVE OFFICE OF THE PRESIDENT

BUREAU OF THE BUDGET
WASHINGTON, D.C. 20503

April 22, 1965

MEMORANDUM FOR GORDON CHASE

Subject: Additional Points Relating to Memorandum of April 21 |

1. The basic point is whatever the purpose of the installation in
question, it could be carried out more effectively and with less risk
by some other means. The basic requirement should be effective control
over use by the proper person. WHCA, or whoever is asked to remedy

the situation, should be given this control requirement as a basic
Prenise.

2. WHCA's reply to our questions on this subject (copy attached) was
very incomplete. We have not pressed them further on the matter.

From this and other indications, it would appear that the installation
was made subsequent to November, 1963, although we have no firm know-
ledge of this.

3. General Clifton was not aware of this particular problem and advised
that the matter be taken up as proposed by Mr. Bundy.

L. Our examination was entirely technical. Initiative for any further
investigation should come from the White House.

5. As far as the members of the special team and NSA are concerned,
the condition was caused by a wiring mistake by WHCA. I have two
technical reports on this matter - one by NSA and one by the special
team. These will be made available to you on call.
6. Two parts of the technical investigation are continuing:

a. The instrument is being stripped down and examined by NSA.

b. We have initiated a complete mapping of wiring in the subject
area to understand better its properties for conductance.

Attachment

JM;V we VLARK



The KY -1 was initially installed in 1958, The only modifications have been
to convert the whole net to full duplex (latter part 1958), change the telephone cover
on tne President's desk to a colored cover, and replace the first model secure
voice switchboard with the second model (1960). »

Ancillary equipment was installed in May 1962, removed in November 1962
and reinstalled in November 1962 by WHCA Techincians under instructions by
WHCA Operations, No telephone company employees were involved,

The use of the KY-1 since initial installation has been infrequent. The line
conditions are checked weekly by WHCA Technicians and is subject to PRS
survey at anytime, , . '
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THE WHITE HOUSE

m WASHINGTON

EYES ONLY

April 15, 1965

MEMORANDUM FOR MR, BUNDY

Attached is a list of the questions which
Jim Clark is asking WHCA about the

matter he reported to you on Wednesday
morning. Jim expects to have a written
report ready for you by Monday or Tuesday.

&<

Gordon Chase

SEERET - EYES ONLY
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GUIDE 70 WHCA ASSESSMENT APR 1 4 1965

When was the KY1 installed initially?
Whet changes and modificatioms have been made in the installation
(circuitry, switchboard, instrument, etc.) to date?

Recorder installation:

« When was the recorder circuitry (including modification) installed?

= Describe the initiol installation and any chonges thareto.

- Who requested or authorized the installation initially, and who has
authorized continuance?

= Who in WHCA made the installation? Who checked and approved the
installation?

« VYhat inddviduals in WHCA might have lmown about the nature of the
installation?

Give names of all persomnel (other than those in k. above) involved

in the operation end maintenonce of the KYl installation and recorder.

Could telephone company employces have kmown about the installation

and the resulting line conditions? If so, whom?

How often is the KY1 used (give dates since the recorder was installed)?

Indicate the mmber of times the recorder wes used. What 4s the practice

with respect to use of the recorder? What happens to tha tapes?

Has the recorder ever been used for other than telephone conversations?

How often is it tested? What happens to the tapas?

How f‘req_uant]y has the KY1 line condition been checked since the recorder

nodification was installed? What reports have been made concerning it?

What test methods were used?
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3. e’ r’ 7 box¢ not o1 it

Wa wnnnmmonnnd 4] - tern ’ - box on tt nch be
secured.

S Ev 1 :ET\
























































































































	567979-nsf-nsam-b05-f11_Page_001
	567979-nsf-nsam-b05-f11_Page_002
	567979-nsf-nsam-b05-f11_Page_003
	567979-nsf-nsam-b05-f11_Page_004
	567979-nsf-nsam-b05-f11_Page_005
	567979-nsf-nsam-b05-f11_Page_006
	567979-nsf-nsam-b05-f11_Page_007
	567979-nsf-nsam-b05-f11_Page_008
	567979-nsf-nsam-b05-f11_Page_009
	567979-nsf-nsam-b05-f11_Page_010
	567979-nsf-nsam-b05-f11_Page_011
	567979-nsf-nsam-b05-f11_Page_012
	567979-nsf-nsam-b05-f11_Page_013
	567979-nsf-nsam-b05-f11_Page_014
	567979-nsf-nsam-b05-f11_Page_015
	567979-nsf-nsam-b05-f11_Page_016
	567979-nsf-nsam-b05-f11_Page_017
	567979-nsf-nsam-b05-f11_Page_018
	567979-nsf-nsam-b05-f11_Page_019
	567979-nsf-nsam-b05-f11_Page_020
	567979-nsf-nsam-b05-f11_Page_021
	567979-nsf-nsam-b05-f11_Page_022
	567979-nsf-nsam-b05-f11_Page_023
	567979-nsf-nsam-b05-f11_Page_024
	567979-nsf-nsam-b05-f11_Page_025
	567979-nsf-nsam-b05-f11_Page_026
	567979-nsf-nsam-b05-f11_Page_027
	567979-nsf-nsam-b05-f11_Page_028
	567979-nsf-nsam-b05-f11_Page_029
	567979-nsf-nsam-b05-f11_Page_030
	567979-nsf-nsam-b05-f11_Page_031
	567979-nsf-nsam-b05-f11_Page_032
	567979-nsf-nsam-b05-f11_Page_033
	567979-nsf-nsam-b05-f11_Page_034
	567979-nsf-nsam-b05-f11_Page_035
	567979-nsf-nsam-b05-f11_Page_036
	567979-nsf-nsam-b05-f11_Page_037
	567979-nsf-nsam-b05-f11_Page_038
	567979-nsf-nsam-b05-f11_Page_039
	567979-nsf-nsam-b05-f11_Page_040
	567979-nsf-nsam-b05-f11_Page_041
	567979-nsf-nsam-b05-f11_Page_042
	567979-nsf-nsam-b05-f11_Page_043
	567979-nsf-nsam-b05-f11_Page_044
	567979-nsf-nsam-b05-f11_Page_045
	567979-nsf-nsam-b05-f11_Page_046
	567979-nsf-nsam-b05-f11_Page_047
	567979-nsf-nsam-b05-f11_Page_048
	567979-nsf-nsam-b05-f11_Page_049
	567979-nsf-nsam-b05-f11_Page_050
	567979-nsf-nsam-b05-f11_Page_051
	567979-nsf-nsam-b05-f11_Page_052
	567979-nsf-nsam-b05-f11_Page_053
	567979-nsf-nsam-b05-f11_Page_054
	567979-nsf-nsam-b05-f11_Page_055
	567979-nsf-nsam-b05-f11_Page_056
	567979-nsf-nsam-b05-f11_Page_057
	567979-nsf-nsam-b05-f11_Page_058
	567979-nsf-nsam-b05-f11_Page_059
	567979-nsf-nsam-b05-f11_Page_060
	567979-nsf-nsam-b05-f11_Page_061
	567979-nsf-nsam-b05-f11_Page_062
	567979-nsf-nsam-b05-f11_Page_063
	567979-nsf-nsam-b05-f11_Page_064
	567979-nsf-nsam-b05-f11_Page_065
	567979-nsf-nsam-b05-f11_Page_066
	567979-nsf-nsam-b05-f11_Page_067
	567979-nsf-nsam-b05-f11_Page_068
	567979-nsf-nsam-b05-f11_Page_069
	567979-nsf-nsam-b05-f11_Page_070
	567979-nsf-nsam-b05-f11_Page_071
	567979-nsf-nsam-b05-f11_Page_072
	567979-nsf-nsam-b05-f11_Page_073
	567979-nsf-nsam-b05-f11_Page_074
	567979-nsf-nsam-b05-f11_Page_075
	567979-nsf-nsam-b05-f11_Page_076
	567979-nsf-nsam-b05-f11_Page_077
	567979-nsf-nsam-b05-f11_Page_078
	567979-nsf-nsam-b05-f11_Page_079
	567979-nsf-nsam-b05-f11_Page_080
	567979-nsf-nsam-b05-f11_Page_081
	567979-nsf-nsam-b05-f11_Page_082
	567979-nsf-nsam-b05-f11_Page_083
	567979-nsf-nsam-b05-f11_Page_084
	567979-nsf-nsam-b05-f11_Page_085
	567979-nsf-nsam-b05-f11_Page_086
	567979-nsf-nsam-b05-f11_Page_087
	567979-nsf-nsam-b05-f11_Page_088
	567979-nsf-nsam-b05-f11_Page_089
	567979-nsf-nsam-b05-f11_Page_090
	567979-nsf-nsam-b05-f11_Page_091
	567979-nsf-nsam-b05-f11_Page_092
	567979-nsf-nsam-b05-f11_Page_093
	567979-nsf-nsam-b05-f11_Page_094
	567979-nsf-nsam-b05-f11_Page_095
	567979-nsf-nsam-b05-f11_Page_096
	567979-nsf-nsam-b05-f11_Page_097
	567979-nsf-nsam-b05-f11_Page_098
	567979-nsf-nsam-b05-f11_Page_099
	567979-nsf-nsam-b05-f11_Page_100
	567979-nsf-nsam-b05-f11_Page_101
	567979-nsf-nsam-b05-f11_Page_102
	567979-nsf-nsam-b05-f11_Page_103
	567979-nsf-nsam-b05-f11_Page_104
	567979-nsf-nsam-b05-f11_Page_105
	567979-nsf-nsam-b05-f11_Page_106
	567979-nsf-nsam-b05-f11_Page_107
	567979-nsf-nsam-b05-f11_Page_108
	567979-nsf-nsam-b05-f11_Page_109
	567979-nsf-nsam-b05-f11_Page_110
	567979-nsf-nsam-b05-f11_Page_111
	567979-nsf-nsam-b05-f11_Page_112
	567979-nsf-nsam-b05-f11_Page_113
	567979-nsf-nsam-b05-f11_Page_114
	567979-nsf-nsam-b05-f11_Page_115
	567979-nsf-nsam-b05-f11_Page_116
	567979-nsf-nsam-b05-f11_Page_117
	567979-nsf-nsam-b05-f11_Page_118
	567979-nsf-nsam-b05-f11_Page_119
	567979-nsf-nsam-b05-f11_Page_120
	567979-nsf-nsam-b05-f11_Page_121
	567979-nsf-nsam-b05-f11_Page_122
	567979-nsf-nsam-b05-f11_Page_123
	567979-nsf-nsam-b05-f11_Page_124
	567979-nsf-nsam-b05-f11_Page_125
	567979-nsf-nsam-b05-f11_Page_126
	567979-nsf-nsam-b05-f11_Page_127
	567979-nsf-nsam-b05-f11_Page_128
	567979-nsf-nsam-b05-f11_Page_129
	567979-nsf-nsam-b05-f11_Page_130
	567979-nsf-nsam-b05-f11_Page_131
	567979-nsf-nsam-b05-f11_Page_132
	567979-nsf-nsam-b05-f11_Page_133
	567979-nsf-nsam-b05-f11_Page_134
	567979-nsf-nsam-b05-f11_Page_135
	567979-nsf-nsam-b05-f11_Page_136
	567979-nsf-nsam-b05-f11_Page_137
	567979-nsf-nsam-b05-f11_Page_138
	567979-nsf-nsam-b05-f11_Page_139
	567979-nsf-nsam-b05-f11_Page_140
	567979-nsf-nsam-b05-f11_Page_141
	567979-nsf-nsam-b05-f11_Page_142
	567979-nsf-nsam-b05-f11_Page_143
	567979-nsf-nsam-b05-f11_Page_144
	567979-nsf-nsam-b05-f11_Page_145
	567979-nsf-nsam-b05-f11_Page_146
	567979-nsf-nsam-b05-f11_Page_147
	567979-nsf-nsam-b05-f11_Page_148
	567979-nsf-nsam-b05-f11_Page_149
	567979-nsf-nsam-b05-f11_Page_150
	567979-nsf-nsam-b05-f11_Page_151
	567979-nsf-nsam-b05-f11_Page_152
	567979-nsf-nsam-b05-f11_Page_153
	567979-nsf-nsam-b05-f11_Page_154
	567979-nsf-nsam-b05-f11_Page_155
	567979-nsf-nsam-b05-f11_Page_156
	567979-nsf-nsam-b05-f11_Page_157
	567979-nsf-nsam-b05-f11_Page_158
	567979-nsf-nsam-b05-f11_Page_159
	567979-nsf-nsam-b05-f11_Page_160
	567979-nsf-nsam-b05-f11_Page_161
	567979-nsf-nsam-b05-f11_Page_162
	567979-nsf-nsam-b05-f11_Page_163
	567979-nsf-nsam-b05-f11_Page_164
	567979-nsf-nsam-b05-f11_Page_165
	567979-nsf-nsam-b05-f11_Page_166
	567979-nsf-nsam-b05-f11_Page_167
	567979-nsf-nsam-b05-f11_Page_168
	567979-nsf-nsam-b05-f11_Page_169
	567979-nsf-nsam-b05-f11_Page_170
	567979-nsf-nsam-b05-f11_Page_171
	567979-nsf-nsam-b05-f11_Page_172
	567979-nsf-nsam-b05-f11_Page_173
	567979-nsf-nsam-b05-f11_Page_174
	567979-nsf-nsam-b05-f11_Page_175
	567979-nsf-nsam-b05-f11_Page_176
	567979-nsf-nsam-b05-f11_Page_177
	567979-nsf-nsam-b05-f11_Page_178
	567979-nsf-nsam-b05-f11_Page_179
	567979-nsf-nsam-b05-f11_Page_180
	567979-nsf-nsam-b05-f11_Page_181
	567979-nsf-nsam-b05-f11_Page_182
	567979-nsf-nsam-b05-f11_Page_183
	567979-nsf-nsam-b05-f11_Page_184
	567979-nsf-nsam-b05-f11_Page_185



