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AGENDA FOR MEETING WITH MR. SMITH

Present arrangements and responsibilities for control of
documents.

a. How are papers of various classification handled?

b. When were present arrangements developed? How often

reviewed?

How communications are used by President and staff for various
kinds of matters--~

as. plans for more secure ¢¢ ~“cations.

Understandings as to responsibllity for verious aspects of

security=-~documents, communications, control of visitors, etc.
Suggestions to steering group as to problem areas.

Other studies which bear upon this problem.
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" THE WHITE HOUSE %

ONLY

WASHINGTON

March 20, 1965

MEMORANDUM FOR MR, BUNDY

SUBJECT: Counter-Audio Survey

1. As you know, the BOB study group is in the process
of conducting a comprehensive counter-audio survey of
the White House. T '3 survey, which will take a couple
months, will not hold up the submission, during the first
' "7 of April, of the BOB group!s main report to the
President on the security of communications in the
White House., When the results of the counter~audio
survey cc¢ 2 in, they will be submitted as an addendum
to the main report.

2. I asked Jim Clark to spell out for us the contents
of the count dio survey which is now taking place.
He has donx 1 the attached memo.

Gordon Chase

cc: Mr, Valenti
Mr. Watson

SEERET” - EYES ONLY
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f~""owed by t°© sec 1 7" Hor West Wing and the pertinent areas of the East
Wing. The total survey will run about two months.

Several factors account for the time required. First, the White House is
a very complex facility with a great deal of old wiring and conduit, which,
at the present time, is unmapped. Considerable time will be devoted to
such mapping and establishing a base for an effective continuing counter-
audio program.

Even after the survey, there can be no absolute assurance that the White
House will be 100 percent "clean." However, it will be given the best
check possible by highly trained people using latest equipment. A strong
continuing program is required.

JA ARK






March 16, 1965

MEMORANDUM FOR MR. CHASE
Subject: Use of Telephone Information From C&P

Your memorandum of March 1, 1965, contained certain stipulations as to
the use of the telephone hfma%im submitted by C&P. It appears
eesential to us that this information, particulerly the cable dfaegrams
and description of direct lines which by-pass the switchboards, be
available to the members of the special counter-sudio teem now beginning
its comprehensive survey. If this information were not availeble, the
teem would have to develop it to do a meaningful job end to provide a
basis for eny effective and continuing counter~-sudio progrem. The tesm
will not concern itself with the telephons service to private residences.

The proposed use of the information is consistent with the stipulatiom
that a minimm number of people comnected with our study will have access
t0 the telephome documents on a strict "need-to-know" basis.

The survey team, under the supervision of Bob Bouck, is comprised of four
spacialists from the intelligence community and two members of the Sacret
fervice. It is expacted that the team will start inspection of the tele-
phones and related areas as soon as possidble this week.

(Signed) Jamss W. Clark
JAMES W. CLARK

y






UPI-113
(WHITE HOUSE--SNOOPING)

L1330CK, TEX.--MAJ, GEN. CHESTER V. CLIFTON, MILITARY AIDE T8
PRTSIDENT JOHNSON, SAID TODAY THAT THERE HAVE BEEN MANY ATTEMPTS BY
FOTSTGN GOVERNMENTS AND EVEN BUSINESSMEN TO "BUG THE WHITE HOUSE" WITH

EAVISDROPPING DEVICES. |

SPEAKING AT THE 35TH SOUTHVWEST JOURNALISM CONGRESS FOR STUDENTS
AND TEACHERS, CLIFTON SAID: -

"BUGSTNG IS A BiG PROBLEM WE HAVE/TO HANDLE., I HAVE F@UND MANY
EFFORTS TO BUG THE WHITE HOUSE."”

CLIFTON SAID THE WHITE HOUSE COMBATS THESE ATTEMPTS TO SNEAK
LISTENING DEVICES INTO. THE NATIONJS CAPITOL BY.A HIGHLY AMPLIFIED
WAVE LENGTH SYSTEM.

THE WAVE LENGTH SYSTEM ‘IS SET UP THROUGHOUT THE WHITE HOUSE.

THE ELECTRONIC WAVE IS HOQKED UP WITH A MUSIC SYSTEM AND WHEN THE

PISSIDRNT. TALKS ON THE PHONE HE JUST ‘TURNS UP .THE:MUSIC.
3/12--5E205PES






THE WHITE HOUSE

WASHINGTON

March 3, 1965

MEMORANDUM FOR MR. BUNDY

SUBJECT: Counter-Audio Survey of White House

1. Attached is a memo from Elmer Staats informing
us that the BOB study group, as a part of its special
study, will initiate a comprehensive counter~audio
survey of the whole White House.

2. Ihave talked to Jim Clark about this one, and
think it's a good idea. The survey is clearly within
the bounds of this group's work and is clearly an
important thing for the group to do.

9 s

:-\S Gordon Chase

Attachment




975"

AU OF Tt J
{iINGTON, D.C. 20503

MAR 2 1965

MEMORANDUM FOR MR. BUNDY

Subject: Counter-Audio Survey of the White House

As a part of the special study now under way, it appears desirable to
initiate a comprehensive counter-audio survey of the whole White House.
Largely, for lack of personnel, previous surveys have been limited in
scope and area of coverage.

The Secret Service will be asked to conduct this survey and to report
its findings to this office through the specisl study group. For the
purposes of the survey, the personnel and equipment available to the
Secret Service will be augmented as appropriate by resources from other
agencies in the intelligence community.

It is expected that the comprehensive survey will run about two months.
The survey will be conducted so as to have almost no effect on White House
staff. In key areas, work will be done when offices are not in use.

The collection of the considerable amount of material required for the
study, particularly in the telephone area, makes it necessary to extend
the reporting date contemplated in NSAM 315 to April 1. The study report
need not be held up pending completion of either (a) the comprehensive
counter-audio survey, or (b) the TEMPEST (compromising emsnations) survey
of crypto communications at the White House or the ranch. When the results
of these surveys are available, they will be reviewed and submitted, with
any appropriate comments or recommendations, as addenda to the malin report.

T (et

ELMER B. STAATS






EV

Ts

ne yuvur comment on the attached
Nothing for you to do now. Jack
Valenti responded favorably to the
memo on Monday evening, and all
the necessary information has
been released to the BOB study
group.

Gordon Chase
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March 1, 1965

MEMORANDUM FOR MR, VALEHNTI

SUBJECT: Communleations Efflclency « Telephones

3. The following is an add-cn to my memo to you of ?abmary 23 and is in
accordance with yenr Saturday reguest foy more infermation on the question
of whather or not theys {s a real need to pass over to the BOD study group
certain material pertaining to the telephone system.

2. To recapitulate brisfly, the BOB group, set up at White House direction,
is in the last atage of its work. It has studled the communieations security
problem (including telephones) at the Ranch and completed about 2/3 of the
Washington portion of its work,

3. A major task remaining fox the BOB group is to assess the telephone
gsyatem at the White House and EOB {rom a security and privacy point of
view. No telephone system today can be congidersd complately secure
unless it uses engryption or Yescure volce™ techniques, However, the obe
Ject of this asseasment is {a) to ensure that all reasonable steps ara being
taken to make conversations on this particular system as private and securs
‘28 possible and (b) to Inform the usaers of the degres of risk involved at var-
incus points in the svstem

3.3
(b) (¢) 6

4. In order to make its study, the BOB group asked the C & P, ia January,

to describe the system. First, the group asked for information glving the
location, in the White House and in EOB, of the cable routings and of such
esuipment as wirlng terminals and key relay equipment, This information
was recently supplied to the group under appropriate security safoguards.
Second, the group asked the C & P to describe {3) the location of all the phones
which are served by the various White House switchboards and (b) the origina
and terminations of dlrect lines out of tha Whits House which do not go through
a switchboard - e, g., 2udlo, video, radio lines. Thia information, which is
contained in the attached document, has not yet beon supplied to the group.

—SEERET~ - SENSITIVE
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Mr. Valenti -2- ‘March 1, 1965

5, In essence, the problem with the attached document is that, among othar
things, it lists a numbeyr of phones at private addresses. The question arlses
as to whethar or not some of these are gensitive in a political sort of way and
whetker or not we want to give such aﬂcireaaea to the BOB study group,

6., Over the weekand, Italked ot some length with Jim Clark about the real
needs of the study group as opposed to the group's "nice to know' needs.
There appear to ba the following alternative ways of handling the problem
of private sddresses.

Option A « We ¢an give the group the entire book on an unamended basis,
This, of course, would be best from a purely security point of view.
First, while it is hard, at this early stage of the telephone study, to
k:ww Juut bow much any deletions are golng to hurt the findings,
generally speaking, it is probably true that it is difflcult to get the best
possible assesament of a telephone system without knowing what the
systemn 1s in its entivety. Second, it can be argued that the President
would be interested in the security of the phone of anyone who, in the
first instance, is important enough to bave a line through a White Houne

In favor of this option, one might also argus that there is no good

reason for not passing all the juformation to the group,  First, the

vary few people {3 or 4) who would be lecking at the information are
highly secure types {e.g., NSA, CIA). Becond, the group, in ths

course of its study, has already necessarily been involved deeply in
White House matters and has behaved 1n a sscure, quist, and responsible
way. Third, WHACA, our experts, do not ebject to passing the Informa-
tion to the BOB Eroup.

Option B « You can delete any entries that you don’t want known {you could
ensure the security of the numbera by iastructing the operators accord-
ingly). In thie regaxd, if the sddvesses mean nothing to you on their
own, you could instruct the operators to prepare a list of names of tha
people at the private addresses, Or, if you can see no problem with my
knowing the information and you don't want to be bothsred yourself, you
can instruct me to got in touch with the operators and bring you a list
of the private cwners of switchboard namberas,

This option would presumably mean the delstion of a handfl of entries
and should not affect the BOB study appreciably, (My own horseback
guesas ia that the number of really sensitive numbers will be zero, Why
glve such sensitlve people a switchboard number when the President can
simply call them through the regular phone system?)

—SECRET . SENSITIVE
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Mr, Valenti
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3o ' March 1, 1965

Option C « We can delete all the ontries with private addresses except
those belonging to high-level goverament people or of cthers we
specifically want assessed for security {e.g., you, Rusk, McNamara,
Bundy, Moyers, Fortas - il he bas one). My further talks with Jim
Clark indicats that this option will probably not hurt the BOB study too
much; at the same time, if we decide to take this option, we should
probably make it ¢clear to the BOB group that they should come back
at us again {with appropriate justification) if they find, upon studying
the information they do receive, that they need something more about
the phones at private addresses in ordar to come up with a first~-class

atud)‘ »

7. How do you choose?

TSI ARACTA
ettt

Give the BOB group the attached unamended book under the
strictest security provisions.

1 am making some deletions.

Get mo a st of the people who live at the listed private
addresaes and then I will make some deslstions.

Dalete all private addrenses sxcept those belonging to highe
level governmett officials or to others we spacifically want
assesased for gscurity, BOB ghould come back for more

{with appropriate justification) if they find, upon etudying

the information they do receive, that they nwed to know somo-
thing more about the phones at private addresses in order to
como up with a first-class study.

Cordon Chase

cc: Mr. Bundy

~SECRET - SENSITIVE
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March 1, 1965

MT™AORANDUM FCR MR, CLARK

SUBJECT: Telephone Information from C & P

1. On February 28 and March 1, 1%65, I passed to you two
binders which were prepared by C & P and which contain
such information as {(a) the location, in the White House and
EOB, of the cable routings and of such equipment as wiring
terminals and key relay equipment; (b) the location of all the
phones which are served by the various White House switch-
boards; and {c) the origins and terminations of direct lines
out of the White House that do not go through a switchboazrd -
e.g., audio, vi© , and radio lines.

2. As per our conversation, this information is passed to
you with the following stipulations:

(a) The documents will be studied in EOB - either Room
335, Room 446, or the NSC Conference Room. They
will not be removed from the building.

{b) The minimum number of people, on a strict "need
to know'" basi: will have access to the documents.

(c) No copies will be made of any of the documents.
Neither will any of the documents appear as text or
appendices to your study group's report.

{d) The documents will be returned to this office, intact,
when you are finished with them.

Gordon Chase

S E-GR-E-T—
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MO TO: MR, HOPKINS

FROM: MISS CROWE =~ TELEPHONE LIST REQUESTED.
OFFICES:

SECY RUSK

SECY DILLON

SECY MC NAMARA

ATTY GEN KATZENBACH

PMG GRONOUSKI

SECY UDALL

SECY FREEMAN

SECY CONNOR

SECY WIRTZ

SECY CELEBREZZE |
GEN HAROLD JOHNSON - DEFENSE
GEN WHEELER

ADM DAVID MCDONALD = NAVAL OPERATIONS
DIR WEBB :

DIR GORDON

MR. EIMER STAATS

MR. ED MCDERMOTT

GEN CARTER

SECY VANCE

AMB THOMAS MANN

SECY NITZE

SECY AILES

SECY JOHN MCNAUGHTON

SECY ZUCKERT

DIR MCCONE

SECY GEORGE BALL

AMB LLOYD HAND

CHM GARDNER ACKLEY

MR. ADAM YARMOLINSKY

MR. JOSEPH CALIFANO

MR, CHARLES MURPHY

GOV AVERELL HARRIMAN

MR. FELTON JOHNSTON =~ SENATE
CHM SEABORG

DIR MCCONE =-- LANGLEY OFFICE
MR. DAVID BELL

MR. WILLIAM FOSTER =- DISARMAMENT
GOV CHRISTIAN HERTER

MR. SAM HUGHES & BUDGET

MR. ROBERT KOMER

THE VICE PRESIDENT -- EOB OFFICE
nooom no -~ CAPITOL OFFICE
DIR CARL ROWAN

MARCH 1, 1965

RESIDENCES:
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DR. JANET TRAVELL
GEN CLIFTON

MR. MCGEORGE BUNDY
MR. LAWRENCE O'BRIEN
DR. DONALD HORNIG
MISS JUANITA ROBERTS
MR. JACK VALENTI
MRS. MARY JO COOK
MR. HORACE BUSBY
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SENSITIVE February 25, 1965

MEMORANDUM FOR MR. VALENTI

SUBJECT: Telephone Information from C & P

1 have a feeling that I was not very clear this morning on the above subject.
Hezre is the essence of the problem:

1. The information which C & P has provided and which the BOB study
group needs includes in its listings of phone users a number of private
addresses which receive either White House or Signal switchboard service,

2. a0 BOB study group feels it needs to know about as much of the system
as possible if it is to be able to evaluate the system. At the same time, the
BOB group {s not interexted in the names connected to the addresses except
for those 10 or 20 people who are vitally concerned with highly clansified
material {e.g., you, Bundy, Rusk, McNamara).

3. The only reason for not wanting to pass the {information as is to the
BOB study group is (a) if there are a couple addresses which are highly
sensitive in a political sort of way, (b) if we thi..x the BOB group will take
the trouble of trying to find out who lives at the addresses, and (c) if we
think the BOB group will tell somebody about the information who shouldn't
know,.

4. My own inclination is to pass the information a3 is over to the BOB study
group on the grounds (a) that they are a tightly kait, highly secure group

and (b) that we necessarily have slready entrusted them with highly sensitive
material, which they have handled with appropriate care. If, however, there
are a couple addresses which the President does not want given to anybody
outside the White House, please let me know; we can have those few deleted
from the material which we send to the BOB study group.

5. For your information, attached is WHACA's view of the problem. - Also
attached are the security guldelines which would govern the use of the C & P
mmﬂalo

~A

Gordon Chase

~ SECRET -SENSITIVE







THE WHITE HOUSE

WASHINGTON

S E T

February 17, 1965

MEMORANDUM FOR MR, BUNDY

SUBJECT: Communications Efficiency -
Collection of Information

1. As you may recall, I recently told you about C & P!'s
reluctance to turn over sensitive telephone information
directly to the BOB=directed study team and about the deal
we worked out whereby C & P will supply the necessary
information to this office instead; after appropriate review,
we will pass the information on to the BOB study group.

2. The same question has arisen with respect to WHACA
which is also reluctant to supply sensitive telephone informa-
tion directly to the BOB study group or through its normal
DCA channels, Consequently, we have worked out a deal
similar to the one we worked out with C & P -i,e.,, WHACA
will supply the information to this office; after appropriate
review, we will pass the information on to the BOB study
group.

y

( -
Gordon Chase

w






THE CHESAPEAKE AND PCTOMAC TELEPHONE CONPANY
Washington, D. Cs, February 10, 1965

MEMCRANIUM =~ re: White House Commnications Study

The Chesapeake and Fotomec Telephone Company has been requested
by the Executive Office Commnication Efficiency Study Committee,
a group commissioned by the President of the United States %o
evaluate communications security at the White House, to provide
the following 1nformation by no later than February 20, 1965.

1, Cable prints showing the routing of all trunk, tie and
local house cables serving both the White House and the
Executive Office Building, from point of origination to
point of termination.

2. Location of all key telephone reley equipmant and local
wiring terminals in the White House, Executive Office
Building and in residences, where associated with either
White House or White House Comminications Agency service.

3. Location of all telsphones, both on and off-premise,
gserved by either the White House or White House Communi-
cations Agency P.B.X.'s, Offepremise station information
is to include central office routing.

k. Location of both the originating and terminating ends of
all sudio, video, radio, facsimile, teletyps, alarm and
PL (private 1ine5 eircuits, with central office routing
where sppropriate.

Because of the exteaemely sensitive nsture of the information re-
quested, Mr, Jack Valenti and Mr. McGeorge Bundy, Specisl Assist
ants to the President, will perscnally review and analyze all ine
formation developed by the Chesapeake and Potomac Telephone Comw
pany prior to its being releasaed to the study group.

Re Jo Walter
Accounts Maneger « White House















CONCLUSIONS AND RECOMMENDATIONS:

1. Personnel

The switchboard section of WHCA is staffed by enlisted personnel who
may be drawn from all branches of the military service. These men impress
me as being excellent switchboard operators - dedicated, well-trained and
efficient. This organization has been built up over a period of many years,
and these men have accumulated invaluable experience in performing their
mission, It is natural for one experienced in Bell System operations to ask
if women could do this work better than men. I conclude that they could not.
I am personally a great admirer of the manner in which Bell System women per=
form their duties. However, the total mission of the Switchboard Section of
WHCA places requirements on the individual operator that women could not be
expected to meet effectively. These requirements include the ability to move
and function in almost any location in the continental U. S. or overseas, to
operate for long hours during periods of extreme tension, and to make command
decisions concerning the President's telephone communications under emergency
conditions.

Management decisions should be made with a view towards the objectives
to be accomplished but also with consideration of the hazards that may be
involved. I believe that WHCA's ability to perform its total mission of
provicing telephone service to the Prusident under all conditions would be
szriously reduced if the male operators were replaced by women. At a very
minimum, many years would be required to constitute a female force as compe=~

it as the force in existence today. A female force would of necessity be
much larger than the current male force due to the inability of women to me
the pnysical demands of the assignment on an equal basis, Moreover, there

:e8 not seem to be any valid reason to assume that picked men cannot be

raired to operate as well as women. It seems a far more logical choice to
direc »one's efforts towards improving the performance of the current male
operating group to a more satisfactory level. This is the choice upon whict
my remaining recommendations are based. However, the remaining recommen=-
dations would be equally valid for male or female operators.

Training

I have no recommendations concerning operating techniques. The WHCA
operators appear to have an excellent knowledge of their equipment and they
are fast and accurate operators. I do believe, however, that they would be
better equipped to handle situations requiring the use of Bell System fa-
cilities if their training included a familiarization with Bell System oper-
ating methods. In particular, they should be acquainted with our information
practices, know how information records are organized, and fully understand
our procedures concerning non=-published numbers. The exact details of this
training can, of course, be worked out with WHCA training people. I envision
that it would include time spent at both toll and information boards. It
should emphasize such refinements in operating as tone and courtesy, use of
personalized answering phrases and use of appropriate progress reports on
calls. These Bell System practices are important to WHCA because, through



the years, they have set the standard by which efficient telephone service
is judged. WHCA service should therefore incorporate similar practices to

1e extent that this is feasible. I would also recommend that WHCA super-
visory personnel spend some time with Bell System supervisory people to
acquaint themselves with our methods of training and supervising operator:
This comment is not directed toward any specific deficiencies that I ob-
served. But I believe that an exchange of ideas on these subjects of comr
interest would prove beneficial to all concerned.

I would also recommend that the training of operators on both the Ac
ministrative and Signal boards include a visit to the other board and a
familiarization with the other board's practices and records. These boar
exchange calls and information constantly, and they could do so more ef=-
fectively if there were more actual contacts between operating personnel,

Physical Arrangements

The physical arrangements at all three locations that I observed wou
be classed as poor by Bell System standards. The switchboards are locate
in small, crowded areas. The men are working under crowded, and in the ¢
of the installation in Austin, distracting circumstances., It is very dif
cult for operator to remain poised and polite when radio messages are
coming in, other conversations are taking place nearby, and personnel are
entering and leaving the room. In every instance, these conditions and ¢
tractions may have been completely unzvoidable. However, they have a det
mental effect on an operator's manner and tone. In the case of room nois
this is also heard by the'user of the service and may cause an adverse re
action to the service he is receiving. To the maximum extent possible, W
should endeavor to secure enough space for their switchboard operations t
ensure that there is quiet and order around the board.

Methods and Records

The WHCA switchboard operation is not one that lends itself to an en
sis on routine operating methods. The emphasis must be placed on develog
the experience and judgment of the individual operator. There are severe
areas, however, in which improved methods and records would certainly hel
the: operators to complete calls more quickly.

The screening of incoming calls is a major problem at both Signal an
Administrative boards. It is very easy for any telephone user in the cou
to reach the White House, the LBJ Ranch, or a hotel at which the Presider
may be located, and ask to speak to the President, The decision of wheth
to connect an incoming call to the President's office or quarters or to d
miss the caller with the promise of a possible call-back rests with the oper-
ator. This type of secretarial screening should not be done by a switchboard
operator at all. However, there is apparently not enough secretarial help
around the President to perform this function. Those responsible for switch=-
ooard operation know that, if these incoming calls are not disposed of quickly,
their ability to handle vital calls will be seriously impaired. Therefore,
the screening is done by the various switchboard organizations. In this so



of a situation, the switchboard operator must inevitably make mistakes and
can only hope for a good batting average. The keys to a correct decision

on each individual call rest with the operator's experience and with the
availability of good records concerning those persons with whom the President
is likely to talk., During the period when I was observing at the Driskill
Hotel, approximately 200 incoming calls for the President were screened. At
most times, three operators on extension telephones were engaged in this
activity. If those responsible for the President's secretarial service ex-
pect the switchboard operators to continue this practice, they should be le
aware of the dimensions of the problem and the possible adverse effects on
switchboard operations. Ideally, a group of trained secretaries should be
made available to perform this function.

The President uses the telephone a great deal and he frequently places
calls personally. Habitually, he places calls by called name only. He ex-
pects these calls to be completed without delay. This raises the '"number
services" problem., Obviously, the switchboard operator can complete the call
quickly only if he knows or can readily find the number of the called party.
Each switchboard that is concerned with the President's personal calls was
found t. be playing this '"numbers game.! Every outgoing and incoming call on
which ri.e President talks personally is logged and the name and number of the

otier ; 'ty recoi~ ', A record of these names and numbers is maintained at
¢ 1bc :d, But these records have not been integrated. The most complete
1 od ; maintained at the White House Administrative board. An "active"

cacd file on approximately 5,000 or 6,000 people is maintained. This com-
p-cte file should be copied and made available to the WHCA. Similarly, all
items in the WHCA file not involving Security should be made available to the
Administrative board. I suspect that a truly active file would be somewhat
smaller than the one presently maintained at the Administrative board. This
complete file should be maintained at three places - the Administrative board,
. the Signal board and the Ranch board. It occupies very little space. Copying
the file initially would be a considerable clerical task, but these files
could then be kept up-to-date by relatively simple administrative procedures.
The log of all Presidential calls handled by WHCA could be assembled at the
Signal board. This log could be checked against the file and, if a new item
not involving Security were found, a new card could be prepared in triplicate
and a copy sent to the Ranch and to the Administrative board., A similar
practice could be followed at the Administrative board. The advisability of
maintaining a complete file of names and numbers at all permanent locations

is made apparent when dispersal plans are considered.

It would not be practical to transport the complete file of names and
numbers to each temporary location at which WHCA establishes service. How-.
ever, a position bulletin similar to the Bell System's '"multi-leaf" bulletins
could be made to hold perhaps 1,000 of the most important numbers. This
bulletin could be maintained at each switchboard position at all locationms.
The complete file could be reached by means of a call to one of the permanent
locations, when necessary. '

There are in existence procedures by which certain officials and members
of the White House Staff keep the operators informed of their whereabouts at
all times. I have not been briefed on these procedures, but I can recognize



that there is a potential gap in information if these procedures are not
:learly understood by both the switchboard operators and the officials
roncerned. I would recommend that these procedures be reviewed jointly

by representatives of WHCA and the Administrative board to make sure that
there is complete agreement and a prompt sharing of information. A review
of the instructions that have been given to the officials involved ~-~--14
also prove beneficial.

The Bell System's practices for securing non-published numbers
information are sometimes a cause of trouble to WHCA operators. I
aware of the general policy and customer relations reasons behind t
practices. However, the President simply does not understand why a
cannot be secured for him immediately or why he cannot be connected
mediately to the party he is calling. There are several things tha
done to improve this situation, First, WHCA operators should under
that they must get the assistance of the Telephone Company long dis
operators in order to reach non-published numbers at a distant poin
Second, when WHCA is operating a temporary installation, arrangemen
should be made with local Telephone Company Traffic people so that
can work directly with them in reaching local non=-published numbers
— "-d, all the Bell System Companies should be asked to review theil
practices so that there is an effective way in which non=-published
can be secured quickly for the Presicient.

MMARY: It is my opinion that all parties involved in handling the P
personal telephone communications are putting forth their best effo
provide a service that will satisfy the President. All of the staf
secretarial people around the President play such a large role in t
problem that they must of necessity be included in the solution. I
suggest that, in addition to the recommendations made above, an eff
made to discuss this problem with a member of the President's perso
who can speak for him. Better solutions can be found if there is a
understanding of the exact causes of any dissatisfaction on the par
President. I believe that the matter of screening incoming calls s
discussed fully. If present screening procedures are to be continu
President's personal staff could help immensely if they would keep
and Administrative board operators informed concerning the names an
of people to whom the President may wish to talk and incoming calls
would like to receive.

I do not believe that this is the type of problem that lends i
a complete solution. Due to changing circumstances, it will remain
cult problem to solve., However, if everyone concerned with serving
President has a full understanding of the President's requirements
the procedures required to satisfy him, I am sure that substantial
ments can be made.

oS

Divilsion Traffic Manag
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WASHINGTON

January 23, 1965

MEMORANDUM FOR MR. BUNDY

SUBJECT: White House Communications Efficiency Study

Attached is a memo which I asked BOB to prepare on
the status of and next steps on the White House communica-
tions efficiency study. In essence, the BOB-directed group
is now entering its intensive phase of the study, to include
a look-see at the Ranch. The group should be able to finish
up in a couple weeks; they will be visible in our offices for
only about two days (this Monday and Tuesday).

2, Ihave been doing what I can to open various doors for
the group around the White House. So far, the study seems
40 be proceeding quietly and efficiently. I see no reason
why it won't continue this way.

’

S ——

% Gordon Chase
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EXECUTIVE OFFICE OF THE PRESIDENT fla,

BUREAU OF THE BUDGET
WASHINGTON, D.C. 20503

"JAN 2 2 1988

MEMORANDUM FOR MR. BUNDY

Subject: Next Steps on Communications Efficiency Study

The general reconnaissance phase of the study was completed on January 8.
The group has now been resolved into two panels for the second and more
intensive phase which should be completed about February 12. The work
under each panel is discussed below, and the composition of the study
group and panels is set forth in the attachment.

Panel on communications

The work of this panel will cover the following main aspects:

1. A full-scale test for possible "compramising" emanations from
encrypted communications systems has been initiated. The test
(knovn as TEMPEST) will be handled routinely by the Army Security
Agency at the request of the Defense Communications Agency, but
NSA staff will provide guidance and support to ensure a top-
quality job. The last such test at the White House was made in
1962, and much has been learned since that time about the threat
and about measuring and interpreting such emanations. The
mobile equipment used on Presidential trips will also be checked,
as will the facilities in Texas. Emanations from business
equipment will be covered as appropriate.

2. A complete review of the non-secure telephone systems in the
White House, the Executive Office Building, and the Texas facili-
ties has been initiated. Telephone companies have been requested
to provide the necessary circuit layouts after which the possi-
bilities for compromise (primarily tapping) and for improved
protection will be assessed. This review will include service
to homes of principal cabinet and security advisers.

3. We will examine the privacy of commmications and the points at
which Presidential telephone conversations can be heard or
recorded.

o M K
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4ts There will be a review of present planning and implementation of
secure commmications and an assessment of prospects for improved
equipment over the next few years.

Approach. The TEMEEST test will run about a month but will be largely
confined to the WHCA communications center in the shelter. Some measure-
ments will have to be taken in other areas of the White House and grounds,
but these will be arranged through Secret Service and should have no
impact on White House work. The other aspects of the work of this panel
will involve mainly staff of the telephone companies and WHCA.

Panel on technical and physical security

The focus of effort of this panel will be (a) protection against the
full range of techniques for clandestine listening, and (b) the handling
of classified documents. Main emphasis will be placed on the former.

The introduction of clandestine listening devices, of course, involves for
the most part people havineg access to the facilities. Thus, protection
against technical penetrat.... Jo. :landestine listening cannot be separated

from other aspects of security (physical protection, controlled access,
clearance , etc.).

The work of this panel will involve the following main aspects:

1. An appraisal of the counter audio-surveillance program, a technical

program to protect against clandestine listening. This will include

a review of the present practices, the equipment used, training of
personnel, etc.

2. A physical security survey, which will assess (a) perimeter
protection, (b) entrance control, (c) control of movements within
sensitive areas, and (d) area security.

3. A review of classified document flow and control.

., An assessment of personnel clearance procedures of various categories

of administrative and contractor personnel having access to the
White House (e.g., employees of telephone companies, construction
and utility contractors, news media, tradesmen and vendors, "char"
forces, messengers, military camunications personnel, etc.).
Procedures for clearances of top professional staff and the
substance of clearance cases will not be involved. However, the
assessment will be concerned with process, e.g., who initiates
clearances, the extent of investigations used for each category

of personnel, who appraises the investigations, what records are
kept, etc.



3.

Approach. Most of the information required for this panel's work will be
developed by and in cooperation with the Secret Service and sppropriate
staff assistents with minimun impact on White House operatioms. The
counter sudio-surveillance study involves only Secret Service and Amy
personnel. A more detalled inspection of space by one panel member will
be arranged through Secret Service and Mr. Chase. The classified document
study will involve discussions mainly with your staff, and, to some extent,
with Mrs. Roberts, Bill Hopkins, and secretaries or staff assistants in
key offices, The personnel security procedures will be dlscussed with

Mr. lee White, Secret Service, and, for military persomnel, General Clifton
end the Office of the Secretary of Defense. -

Emergency locations

We plan to review briefly the relevant situations at emergency locations.
After initial discussions with General Clifton's staff, it is contemplated
that two rembers of the study group will visit certain sites.

Executive Office Bullding

As requested, we plan to review the telephone security of the Executive
Office Bullding, since it is integrally related to the White House problem.
We will also look at aspects of EOB arrangements which bear on the security
of (a) the White House West Wing, (b) the office of the Vice President,

(c) other White House activities in the EOB, and (d) other areas considered
highly sensitive. 2

Texas trip

This has been scheduled for January 27 and 28, as previously approved.
Arrangements are being made through General Clifton and Mr. Chase.

Final discussions

We hope to camplete the detalled survey by February 12. Toward the end of
this period (sbout February 8 - 12), we would expect to have certain
members of the group talk with appropriate Speclal Assistants.

taciment N S

WILLIAY D. CAREY ™~ __
Executive Assistant Director
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January 22, 1965

MEMBERS OF STUDY GROUP

*BOB James W. Clark - Assistant Division Chief (Air Force),

Military Division
Panel on
Communications

*NSA Ieo Rosen - Asst. Director for Research and Engineering

*0ST David Z. Robinson - Technical Specialist, Office of
Science and Technology

*DTM Ralph L. Clark - Deputy to Special Assistant for
Telecommunications

“NSA Raymond T. Tate, Chief, Radiation Engineering Section,

Division of Communications Security

NSA R Chiof, Telephone Engineering Group,
Office of Telecommunications

NSA — Technician, Radiation Engineering Sectionm,
Division of Communications Security

Panel on
Technical &
Physical
Security 6.2 (©)
#CIA N PRSP - Chie®, Technical Division
tate G. Marvin Gentile - Deputy Assistant Secretary for
Security
¢ ()
*CIA B - counter Intelligence Staff
*Defense Joseph A. Califano, Jr. = Special Assistant to the
Secretary of Defense '
Defense John T. McEvoy, Office of Special Assistant to the
Secretary of Defense
State Charles D. Skippon, Deputy Chief, Domestic Operations

Division, Office of Security

*Members of main study group




Januvary 21, 1965
MEMORANDWM FOR MR. BUNDY

Subject: Next Steps on Cozmumications Efficiency Study

The genr 1l reconnaissance phase of the study was completed on January 8.
The group has now been resolved into two panels for the second and more
intensive phase which should be completed about February 12. The work under
each panel is discussed below, and the composition of the study group and
panels is set forth in the attachment.

Panel on Commmientionsg

A full-scale  ‘or possible "compromising" emanations from encrypted

c.__aications systems has been initiated. The umcea known as TEMPEST)

will be handled routinely by the Amy Security Agency at the request of the
Defense Communications Agency, but NSA staff 11 wwovide guidance and support
to ensure a topyquality Job. The last such 18 made in 1962, and much
has been learned since that time about Fthe threat and about measuring and
interpreting such emanations,

The test will run about a month but will be largely confined to the WHCA
communications center in the shelter. Some measurements will have to be
taken in other areas of the White House and grounds, but these will be
arranged through Secret Service and should have no impact on White House
work. The mobile equipment used on Presidential trips will also be checked,
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A second phase of the commnications study involves a complete review of the

non-secure telephone systems in the White House and Executive Office Building

and in Texns. We have requested tho telephone campanies to provide the
necessary circuit layouts after which the fpoési'bilities for coupronise,
kz(J.':l:nzxrs.lar vulnerablility to tappin“) and improved protection will be assessed.
This review will also examine (a) service to homes of principal cabinet and

security advisers to see 12/veasonable ‘ utions are observed, and (b) ways

of increasing the privacy of Presidential écmmications.

A third phase of th ¢ revi of

secure coornmications equipment and an assessment of prospects for mproved-

cequipment over the next few years.

Penel on Technical and Physical Security

The focus of effort of th second panel will be (a) protection sgainst the
full range of techniques for clandestine listening, and (b) the handling of
classified documents. Main emphasis will be placed on the former.

The introduction of clandestine J.istening devices, of course, involves for
the most part people having access to the facilities. Thus, protection
against technical penetration for clandestine listening cannot be separated
from other aspects of security (physical proteétion, controlled access,
clearances, etc.).



The work of this panel will involve three aspocts:
1. An appraisal of the counter sudio-surveillence program, a technical
program to protect against clandestine listening. This will involve
a review of the present practices, the equipment used, training of
yrersonnel, etc.

2., A physicel security survey, which will assess (a) perimester protecticn,

)}* (v) entrence control, (c) control of movements within sensitive
\é ¢ areas, and&(d) classiﬁed document control.

3. An assessment of m rsome® 1le-ance procedures of various categories
of administrative and contractor persomel having access to the
White House (e.g., employees of telephone campanies, construction
and utility contractors, news media, tradesmen and vendors, "char"
forces, messengers, military commmications persomnel, etc.).
Procedures for clearances of top professional staff and the
substence of clearance cases will not be involved. However, the
agsessment will be concerned with process, eg., who initiates
clearances, the extent of investigations used for eéch category
of persomnel, who appraises the investigations, and vhat records
are kept.

Most of the information required for this panel's work will be developed by
ond in cooperation with the Secret Service and appropriate staff assistance
with minimm impact on the White House operéﬁons. The counter audio-
surveillance study involves only Secret Service and Army persomnel. A more
detalled inspection of space by one panel member will be arranged through
Secret Service and Mr. Chase. The classified document study will ‘:lnvolve

ey —
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discussions mainly with your staff, and, to some extent, with Mrs. Roberts,

Bill Hopkins, and secretaries or staff assistants in key offices.

The parsonnel security procedures will be discussed with Mr. lee White,
Secret, and, for military personnel, with General Clifton and the Office
of theo Becretary of Defense.

Emerpency locations

Ve plan to review gsomewhat dbriefly the relevant situations at emergency
locations. After initial discussions with General Clifton's staff, it is
contenplated that two members of the study group, one from each panel, will
visgit certain sites.

Executive Office Building

As requested, we plan to rev:le{: the telephone security of the Executive
Office Bullding, since it is integrally related to the White House problem.
We will also look at aspects of EOB arrangements which bear cn the security
(1) of the White House West Wing, (2) the office of the Vice President,

(3) other mte House ectivities in the EO0B, end (&) other areas considered
highly sensitive.

Texas trip
This has been scheduled for January 27 end 28, as previously approved.

Arrengements ore bveing made through Mrs Chase and General Clifton.

Final interviewvs

We hope to complete detalled survey by Februery l2. Toward the end of this
period (about February 8 - 12), we would expect to have one or two 1

~ N

» azﬂ{fzfuﬁu&ul /;:«,4_..“"’4 ! 7 A
members discuss relevBnt aspects with/you, Mr. Moyers, end Mr. Valentd,

Mr. Reedy, and Mr. Macy.!
- “  We D. CAREY






Transportation can be arranged through Defense.

James W. Clark

Assistant Division Chief
(Air Force)

Military Division
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Jenuary 12, 1965

MEMORANDUM FOR MR. GORDON CHASE
Subject: Visit to Texes

This will supplement information in Mr. Carey's memorendum to Mr. Bundy
on this subject.

The visit to Texas would permit the study group to visualize the penetration
possibilities at both the ranch end Austin offices. FProbably one working
day would be needed at the ranch and ona at the office in Austin.

For the detailed part of the study now in progress (and for the trip), the
group is divided into two panels. One panel is concerned with commmnica=-
tions, and thus a major portion of the time in Texas will be spent with
the local telephone and WHCA people. The second panel will be concerned
wvith general physical security, possibilities for clandestine listening,
and :rrangements for handling clessified documents while the fecilities
are in use.

Beceuse of the specialites involved, we would prefer to take eight on the
trip (two panels of four). However, if this is & problem, we could limit
the number to six. Mr. Bouck from Becret Service should accompany the
group, s0 the total would be seven. The White House Commmications Agency
personnel at the ranch would probably be able to meet our needs for infore
mation in this eres.

It is hoped that this visit would complete our concern with the Texas area.
Howaver, there 1s & possibility that some edditionel technical checks on
canmumnications may be nseded at a later dete. This, however, would have
minimm impact on the ranch.
As to dates for the trip, I would suggest these in order of preference:

a. Wednesday and Thursday - Jenuary 27, 28;

b. Thursday snd Friday - Jenuary 28, 29;

¢. Monday end Tuesdsy - Jeamuary 25, 26.

We could, if more desirable, shift to the first week in February.



Transportation can be arranged through Defense.

(Signed) Tames W. Clark

Jemes W. Clark

Assistant Division Chief
(Air Poxce)

Militery Divieion



SE&ET THE WHITE HOUSE

WASHINGTON

January 9, 1965

cre—irs s sn i v are =« DR MR, VALENTI

SUBJECT: Communications Security of Presidential
Facilities in Texas

1. I refer to Mr. Bundy's meeting in the Sit Room on
December 19, which was called to discuss various as=-
pects of BOB!s study concerning the security of Presi-
dential communications., As you may recall, the

President's Texas facilities are a part of the problem,

2, Attached is a memo from BOB which indicates that

a BOB~directed team would like to go down to the Ranch
for two days sometime between January 22 and 31 to
examine arrangements at the Ranch and at Austin (a) for
protection of communications against wire tapping and
compromise of encryption and (b) for protection against
clandestine eavesdropping and other forms of physical
penetration. In its memo, BOB also asks for White House
guidance in making appropriate arrangements for the visit.

-

—

Gordon Chase

cc: Mr. Bundy
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SE ET
January 9, 1965

MEMORANDUM FOR MR. VALENTI

SUBJECT: Communications Security of Presidential
Facilities in Texas

1. Irefer to Mr. Bundy' meeting in the Sit Room on
December 19, which was called to discuss various as-
pects of BOB's study concerning the gsecurity of Presi-
dential communications. As you may recall, the
President's Texas facilities are a part of the problem.

2. Attached is a memo from BOB which indicates that

a BOB-directed team would like to go down to the Ranch
for two days sometime between January 22 and 31 to
examine arrangements at the Ranch and at Austin (a) for
protection of communications agalnst wire tapping and
compromise of encryption and {b) for protection against
clandestine eavesdropping and other forms of physical
penetration. In its memo, BOB also asks for White House
guidance in making appropriate arrangements for the visit.

Gordon Chase

This is O. K. for January and . Get
together with BOB and Ted Clifton to work
out arrangements.

Speak to me.

ce: Mr., Bundy
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January 9, 1965 "

MEMORANDUM FOR MR, VALENTI

SUBJECT: Communications Security of Presidential
Facilities in Texas

1. I refer to Mr. Bundy's meeting in the Sit Room on
December 19, which was called to discuss varicus as-
pects of BOB's study concerning the security of Presi-
dential communications. As you may recall, the
President's Texas facilities are a part of the problem.

2. Attached is a memo from BOB which indicates that

a BOB-directed team would like to go down to the Ranch
for two days sometime between January 22 and 31 to
examine arrangements at the Ranch and at Austin {a) for
protection of communications against wire tapping and
compromise of encryption and {b) for protection against
clandestine eavesdropping and other forms of physical
penetration., In its memo, BOB also asks for White House
guidance in making appropriate arrangements for the visit.

Gordoa Chase

This is O, K. for January and « Get
together with BOB and Ted Clifton to work
out arrangements.

Speak to me,

cc: Myr. Bundy




JAN 8 1965

MEMORANDUM FOR MR. BUNDY
Subject: Inspection of Presidential Facilitles in Texas

We have come to a point in the commmications efficiency study where it
would be desiradle to review relevant arrangements at the President's
ranch and, to some extent, at his office in Austin. We estimate that
an inspection by the study group of about eight members could be accom-
plished in about two days.

The areas of concern to the group while in Texas would be similar to
those in Washington and are spelled out in the statement of study proce-
dures dated November 5, 1964. BSpecifically, the group would exemine
arrangements at these facilities (a) for protection of commumications
against wiretapping and compromise of encryption, and (b) for protection
against clandestine eavesdropping and othexr forms of phyeical penetration.
From our initisl discussions, the potential problems at the Texas facili-
tles are at least as great as, and probably greater than, those in
Washington.

We would plan to ask appropriate representatives from the EBecret Service
end the White House Commmmications Agency to accompany us.

We would like to make this trip at a time convenient to all concerned and
would appreclate your guidance as to appropriate arrangements for this
visit. From the point of view of the study group, it can bve mede any
time in the month of January. However, Secret Service representatives
would prefer to schedule the trip after January 21, and this appears
desirable to us.

/s/ Willianm D, Carey

Willi{am D. Carey
Executive Assistant Director






THE WHITE HOUSE
ST CREF
WASHINGTON

December 19, 1964 it

M MVORANDUM FOR MR. BUNDY
SUBJECT: Survey of Physical Security Arrangements and Audio Surveillance
Countermeasures Covering the White House

l. You are scheduled to chair a short meeting (20 or 30 minutes) at nnnn tnday
in the Situation Room regarding the communications survey of the Whiie rouse.

* purpose of the meeting is to brief the key White House staff on the project
before BOB gets into its work in earnest. The following have been invited to
attend - Valenti, Redmon (Moyers will try to make it, but probably won't be
able to), Reedy, Clifton, Keeny, Bill Hopkins, Bill Carey (BOB), and Jim
Clark (BOB).

2. You may want to make the following points at the meeting:

(a) You may want to give the group some background - (1) the President's
request to the Dillon Committee; (2) the issuance of NSAM 315 (attached
at Tab 1 along with BOB's interpretation); and (3) the President's con-
currence in the BOB project.

(b) You may want to describe for the group the nature of the BOB study.
For this purpose, the BOB paper at Tab 2 will be helpful. For example,
on Page 1, BOB notes that its study will include, in addition to the White
House, coverage of the Texas residence and office, emergency locations,
and other mobile situations. On Page 3, BOB specifies the types of
checks that will be made.

If you want, you can call on Bill Carey to give the group some further
detail.

(c) You may want to solicit from the group any special problems and to allay
any fears they may have about the survey. You may also want to ask Bill
Carey whether there is anything we can do for him = e.g. I understand
that he will probably need a contact point on the White House arrangements
for protecting the paper flow (Bill Hopkins?).

(d) You may want to give the group some feeling for the sensitivity of the
project. For example, if the project becomes public, we should treat it
as routinely as possible - e, g. there have been new technological develop-~
ments in the field of intelligence gathering and the BOB study is designed
to insure that we are ahead of the technology.

( '
SFCRET— Gordon Chase






3R WHEN WITH ATTACHMENT

EXECUTIVE OFFICE OF THE Pi. 3IDENT
BUREAU OF THE BUD(
WASHINGTON 25, D.C.

OFFICE OF p
THE DIRECTOR November 5, 196k

MEMORANDUM FOR MR. GORDON CHASE

I attach the Bureau of the Budget prospectus for the
Special Study called for in NSAM 315. We have been
over this with Kermit Gordon and it is satisfactory
to him.

Before distributing more widely, and before moving
azhead with the project, the Director wants to be sure
Mr. Bundy has seen this version and has no obJjection.
I would appreciate it if you would bring this to

Mr. Bundy's attention.promptly and let me know the

results.
\
\
o b " — L
William D, Carey
Executive Assistant Director
Attachment

SESRET WHEN WITH ATTACHMENT
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THE WHITE HOUSE

)
— RET ctober 29, 1964
'
NATIONAL SECURITY ACTION MEMORANDUM NO. 315

M ™ {ORANDUM FOR THE DIRECTOR OF THE BUREAU OF
THE BUDGET

SUBJECT: Survey of Physical Security Arrangements and Audio
Surveillance Countermeasures Covering the White House

1. The President has asked that you study the organization and effec=
tiveness of (a) physical security arrangements in the White House and
(b) the measures to counter audio-surveillance penetrations of the
White House, including all voice facilities used by the President and
the White House staff.

2. The study is to be made in collaboration with the Director of the

- Office of Science and Technology. You may call upon other Govern-
ment agencies and special interagency groups (e. g., the NSC Special
Committee on Technical Surveillance Countermeasures) for technical
and non-technical advice and assistance. .

3. The report to the President, to be completed by March 1, 1965,
will be sent by this office to the President's Committee on the

Warren Report for any comments and recommendations it may wish
to make to the President.:

hideg Bt

McGeorge Bundy

cc: Secretary of State bcc: Mr. Bundy <
Secretary of Defense - Mr. Moyers o
Secretary of the Treasury Maj. Gen. Clifton
Attorney General ' C.O. White House
Director of Central Intelligence Communications
Director of the Office of Science Mr. Hopkins v«
and Technology Mr. Chase
: NSC Files

L. JC/'HU{CA}

eppalelesl /O/aa/osl-
/;t, Hag, L4/= 647
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PROCEDUZE FOR CONDUCTING PRESIDENTIAL INFORMATION SECURITY SURVEY

Fature of the study

NSAM 315 requests the Director of the Budget to study the organizavion
and effectiveness of (a) physical security arrangements in the White
House, and (b) the measures to. counter audio-surveillance penetrations
of the White House, including all voice facilities used by the President
and the White House staff{ The objective of the study is to -insure

that knowledge o:;’ the latest techniques of intelligence gathering

and intelligence protection available to the nation is brought to

tear on the problem of protecting the White House information processes.

As visualized, the study would focus on arrangements for the protection
of sensitive or classified information (a) communicated to or froa

.thé President and the White House staff, and (b) commwmicated within

the White House or other Presidential location. Information would

include that conveyed in doéuments, orally, or by non-secure telephone

or teletype; the study will not concern itself with the protection

of information once éncrypted and placed into telecammunications channels.
The locations involved in the study would include, in addition to the
Woite House, the President's office in Texas, emergency locations,

Presidential aircraft, and other mobile situations.

Primary enmrhasis will bé.given to ‘the protection of such information
from intelligence penetration and listening techniques (e.g., accoustical,

electrical, electro-mégnetic,bié:ay, etc.) now being develored or foreseen.
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Tnis would include protection against so-called "compromising emanations”
from electrical or electronic equipment, including crypto equirment,

or from any other source which might coavey or campromise informaticn.

The study would cOver_ non-secure voice and recoxrd teieccmmmications at
the various locations. This would involve analysis of usage patterms, -
routing of circuits and the location of rhysical cmmnuhicatiqns facili«
ties, and th;a advisa‘ﬁility of substituting more secure systems where
appropriste. There would be an attempt to highlight for those concerned
-Ehe degrees of risk involved in the use of various types of non-secure

camunications.

Paysical security aspects of the study would involve primarily review
of (a) arrangements for protection against clandestine listening

( "buggipg") and (b) the stendards of protection accorded the flow of
communications, including docurents. The review would cover such
matters as the adequacy of present standards in this area, the clarity
of responsibility for maintaining and updating these standards, the
frequency and effectiveness of checks ;against the standards, and improve-
zents which might appear desirable. The more usual aspects of physical
security (e.g., guards, safes, fences, etc.) would be addressed only
if directly related to the central mavter of protecting information.
Thé study would not‘ assess procedures for securi‘t?y clearances and

personnel checkse:



http:invol.ve

Provosed procedure

In conducting the study, the Director would appoint a Steering Group of
five - seven mem‘gers chaired by a senior member of the Bureauw staff.
Technical members of the Steering Group would be selected frcm agencles,
such as NSA, CIA, and State, which have substantial technical ccmpetence
in the field but which do not have direct responsibllity for the
Presidential commmications or physical security operations being
studied. These téchnical members would be senior officials who are

(a) Pully femiliar with 'the relevent operations and research in their
own agencies, and (b) cognizant of related efforts of other agencies,
interagency groups, and. the non-governxental arca. The Steering Group
would also include a member from Defense and the Office of Science and

Technology.

In the Initial phase of the study, it is contemplated that the Steering
Group would review the prob;;em ivi‘ch appropriate officlals of the White
House, White House Communications Agency, Secret Service, and the FBI
to obtain an overall grasp and to reccmmend to the Director (a) any
immediate actions which might appear desirable, and (b) the course of -
a }Longer range survey, including the necessary technical reviews and

the means for accompliéhing theme In carrying cn this survey, the
Director would :r:e;;,ﬁest assistance frcm appropriate agencles, principally

NSA, CIA, FBI end other elements of Defensee
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Trom the outset, contacts will be established (and mainiained during
1 study) with top agency officials to inform them of the survey, to
sécure advice on the selection of Steering Group members, to request
assistance'and participation as necessary, and to appraise them of
appropriate developments. Throughout, existence of the study and
information generated in_ it would e held "c.o the fewest, number o7

officials consistent with accomplishing the job.

The Director plans to consult with Dr. Hornig at all critical rhases
of the study, including the selection of the Steering Group members,
the review of initial action recommendations of the Steering Greoup,
the determination of the course of the longer range study, and the

develomment of final conclusions and recommendationse.

The Director could also seek advice and assistance from interagercy and
advisory committees, such as the U. S. Communications Security Zoard,

NSC Special Committee on Technical Surveillance, U. S. Intelligence Board,
and the President"‘s'Board of Consultants on Foreign Intelligence Activities.
Consultants would be employed only if it beccmes apparent in latez;.

rhases of the study that they could be used to advantage.

Final revort

The Director's final report would be made to the President by March 1,
1965. The report would be transmitted by Mr. Bundy to the President's

Committee on the Warren ﬁeport as provided in NSAM 315.

Wil il
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December 18, 1964

SURVEY OF PHYSICAL SECURITY ARRANGEMENTS AND
AUDIO SURVEILIANCE COUNTERMEASURES COVERING THE WHITE HOUSE

(National Security Action Memorandum 315)

In the last few years, there have been revolutionary improvements in
the technical means of intelligence gathering. It i1s assumed that the

Soviets are aware of and using same of the new techniques.

The purpose of the study requested initially by the President is to insure

that the White House information processes (oral or documentary) are reasonably
protected against these new penetration techniques. The task assigned to

the Director of the Bureau of the Budget, in collaboration with the Director

of the Office of Science and Technology, is to bring together to examine the
Problem the best competence of the Government in this field, both offensive
(intelligence gathering) and defensive. The locations to be studled would
include, in addition to the White House, the Texas residence and office,

emergency locations, and other mobile situations.

In general, four areas will be examined - (1) unencrypted cammuications,
(2) electromagnetic and accoustical "compromising" emanations, (3) audio-
surveillance penetrations (bugging), and (4) physical security as it relates
to protection of information processes (papers, telephones, etc.). A
steering group chaired by the Bureau and composed of experts of CIA, NSA;,

and State will address the problem initially in the next two weeks and advise

the Director as to further steps required. A more intensive review of,
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problem arcas by expert staff would follow in January and early February.
The " 2ctor may also seek advice from the U. S. Intelligence Board, the
President's Board of Consultants on Foreign Intelligence Activities, and

specific expert individuals (e.g., Jerry Wiesner).

A report to the President, due March 1, 1965, will outline the problem,

tne risks involved in alternative approaches (there is no foolproof system),
and appropriate recommendations for :!..mprovement and further study. The
final report will be transmitted by Mre Bundy to the President'’s Cammittee

on the Warren Report for coammente

Next steps
le Initial briefings of the steering group in the next two weeks:

= Arrangements for protecting paper flow In the White House and
other Presidential locations (stendards, procedures, etc.);

- Other physical security arrangements at such locations (being
arranged through Secret Service);

- Commmnications aveilsble (through Defense and White House
Communications Agency);

- Commnications usage patterns;

- Estimated penetration capabilities .(brief_ings ‘by FBI, NSA, and

CIA being arranged).
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istrative follow-up studies to be accomplished with minimmm

disruption to work processes (when President is away, at night, etc.).

The exact type and scope of such studies will be proposed later.

3e

Physical security survey of sensitive areas, including radio
frequency "sweeping" using latest techniques and equipment;
Checks of telephone and electrical systems and plwsica; search
for possible audio-survelllance penetration;

Checks of business, communications, and érypbo equipment as
possible intelligence emitters;

Review of‘docwnentation and paper .flow process;

Test monitoring off premises.

Points of continuing contact with Presidential staff.

- ]
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THE WHITE HOUSE

SEERET

—_— e s WASHINGTON

December 18, 1964

MEMORANDUM FOR MR, BUNDY

SUBJECT: Survey of Physical Security Arrangements and

Audio Surveillance Countermeasures Covering
White House

1. Attached is a memo for your meeting tomorrow at noon
on the above subject.

2. Ineed some answers on the following:

(a)

I have invited only the key White House people
to your meeting on the theory that BOB can
brief the others when necessary. Is this O.K.?

© 9r do you want such people as O!'Brien, Feldman,

(b)

3usby, and Macy?

Do you want Rowley? Or should we stick with
White House personnel only?

At Tab 2 is a pretty good paper on the nature of
the BOB project. Do you want me to distribute
it to the meeting participants? Or do you prefer
to handle this orally?

Goraon Chase
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December 18, 1964

SURVEY OF PHYSICAL SECURITY ARRANGEMENTS AND
AUDIO SURVEILIANCE COUNTERMEASURES COVERING THE WHITE HOUSE

(National Security Action Memorsndum 315)

Ip the last few years, there have been revolutionary improvements in
the technical means of intelligence gathering. It is assumed that the

Soviets are aware of and using some of the new techniques.

The purpose of the study requested initially by the President is to insure

that the White House information processes (oral or documentary) are reasonably
protected against these new penetration techniques. The task assigned to

the Director of the Bureau of the Budget, in collaboration with the Director

of the Office of Sclence and Technology, is to bring together to examine the
problem the best competence of the Govermment in this fileld, both offensive
(intelligence gathering) and defensive. The locations to be studied would
include, in addition to thé White House, the Texas residence and office,

emergency locations, and other mobile situations.

In general, four areas will be examined - (1) unencrypted cammmications,
(2) electromagnetic and accoustical "compromising” emanations, (3) audio-
surveillance penetrations (bugging), and (4) physical security as it relates
to protection of information processes (papers, telephones, etc.). A
steering group chaired by the Bureau and composed of experts of CIA, NSA;

and State will address the problem initially in the next two weeks and advise

the Director as to0 further steps,required.' A more intensive review of,
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problem areas by expert staff would follow in January and early February.
The Director may also seek advice from the U. 8. Intelligence Board, the
President's Board of Consultants on Foreign Intelligence Activities, and

specific expert individuals (e.g. sy Jerry Wiesner).

A report to the President, due March 1, 1965, will outline the problem,

the risks involved in alternative approaches (there is no foolproof system),
and appropriate recommendations for :!'.mprovement and further study. The
final report will be transmitted by Mre. Bundy to the President‘'s Committee

on the Warren Report for comment.

-r

" steps
1. Initial briefings of the steering group in the next two weeks:

= Arrangements for protecting paper flow in the White House and

other Presidential locations (standards, procedures, etc.);

Other physical security arra.ngemente at such J.ocationa (veing

arranged through Secret Service);

Comunications available (through Defense and White House

Communice’* -~ - Agency);

Commnications usage patterms;

Estimated penetration capebilities (briefings by FBI, NSA, and

CIA being arranged). ‘
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2. Illustrative follow-up studies to be accomplished with minimum
disrup‘hioh to work processes (when President is away, at night, etc.).
The exact type and scope of such studies will be proposed later.
= Physical security survey of sensitive areas, including radio
frequency "sweeping" using latest techniques and equipm 3;

= Checks of telephone and electrical systems and physicel search

for possible audio=surveillance penetration;
= Checks of business, communications, and crypto equipment as

poSsi'ble Andtal11e rAanan Amdddamnne

= Review of documentation and vpaver flow process;

- ?gst monitoring off premises.

3. Points of continuing contact with Presidential staff.
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5B ~P-WHEN WITH ATTACHMENT

THOEFFICE:C‘O:OR . November 5, 1964

MEMORANDUM FOR MR. GORDON CHASE

I attach the Bureau of the Budget prospectus for the
Special Study called for in NSAM 315. We have been

over this with Kermit Gordon and it is satisfactory
to him.

Before distributing more widely, and before moving
ahead with the project, the Director wants to be sure
Mr. Bundy has seen this version and has no objection.
I would appreciate it if you would bring this to

Mr. Bundy's attention promptly and let me know the
results.

Wi llam . Carey
Executive Assistant Dlrector

Attachment

SEERET- WHEN WITH ATTACHMENT
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PROCEDURE FOR CONDUCTING PRESIDENTIAL INFORMATION SECURITY SURVEY

Nature of the study

NSAM 315 requests the Director of the Budget to study the organization
and effectiveness of (a) physical security arrangements in the White
House, and (b) the measures to counter audio-surveillance penetrations
of the White House, including all voice facilities used by the President
and the White House staffﬁ The objective of the study is to-insure

that knowledge of the latest techniques of intelligence gathering

and intelligence protection available to the nation is brought to

bear on the problem of protecting the White Houselgéformation processegzz

As visualized, the study would focus on arrangements for the protection
of sensitive or classified information (a) communicated to or from

~the President and the White House staff, and (b) communicated within

the White House or other Presidential location. Information Qould
include that conveye¢ In documents, orally, or by non-secure telephone

or teletype; the study will not concern itself with the protection

of information once encrypted and placed into telecommunications channels.
The locations involved in the study would include, in addition to the
White House, the President's office in Texas, emergency locations,

Presidential aircraft, and other mobile situationms.

Primary emphasis will be given to the protection of such information
from intelligence penetration and listening techniques (e.g., accoustical,

electrical, electro-magnetic, x-ray, etc.) now being developed or foreseen.
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This would include protection against so-called "compromising emanations"
from electrical or electronic equi~~%, including crypto equipment,

» rom any other source which might convey or compromise information.

The study would cover non-secure voice and record telecommunications at
the * - ious locations. This would involve an "rsis of usage patterns,
routing of circults and the location of physical communications facili-
ties, and the advisability of substituting more secure systems where
appropriate. There would be an attempt to highlight for those concerned
the degrees of risk involved in the use of various types of non-secure

cC mications.

Physical security aspects of the study would involve primarily review
of (a) arrangements for protection against clandestine listening
("bugging") and (b) the standards of protection accorded the flow of
commmnications, including documents. The review would cover such
matters as the adequacy of present standards in this area, the clarity
of responsibility for maintaining and updating these standards, the
frequency and effectiveness of checks against the standards, and :I.mprovef
ments which might appear desirable. The more usual aspects of physical
secu.rity. (eege, guards, safes, fences, etc.) would be addressed only
if directly related to the central matter of protecting information.
l‘tie study would not assess procedures for security clearances and

personnel checks.
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In conducting the study, the Director would appoint a Steering Group of

Proposed procedure

five - seven nxembers chaired by a senior member of the Bureau staff.
Technical members of the Steering Group would be selected fram agencies,
such as NSA, CIA, and State, which have substantial technical campetence
in the field but which do not have direct responsil“*“ty for the
Presidential communications or physical security operations being
studied. These technical members would be senior officials who are

(a) fully familiar with the relevant operations and research in their
own agencies, and (b) cognizant of related efforts of other agencies,
interagency groups, and the non-governmental area. The Steering Group
would also include a member from Defense and the Office of Sclence and

Technology.

In the initial phase of the study, it is contemplated that the Steering
Group would review the problem with appropriate officials of the White -
House, White House Communications Agency, Secret Service, and the FBI
to obtain an overall grasp and to recammend to the Director (a) any
immediate actions which might appear desirable, and (b) the course of

a longer range survey, including the necessary technical reviews and

the means for accomplishing them. In carrying on this survey, the
Director would request assistance from appropriate agencies, principally

NSA, CIA, FBI and other elements of Defense.
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From the outset, contacts will be established (and maintained during
the study) with top agency officials to inform them of the survey, to
secure advice on the selection of Steering Group members, to request
assistance and participation as necessary, and to appraise them of
appropriate developments. Throughout, existence of the study and
information generated in it would be held to the fewest number of

officials consistent with accomplishing the job.

Thé Director plans to consult with Dr. Hornig at all critical phases
of the study, including the selection of the Steering Group yers,
the review of initial action recommendations of the Steering Group,
the detexr ° 1i1tion of the course of the longer range study, and the

development of final conclusions and recommendations.

The Director could also seek advice and assistance from interagercy and
advisory committees, such as the U. S. Communications Security Board,

NSC Special Committee on Technical Surveillance, U. S. Intelligence Board,
and the President;s Board of Consultants on Foreign Intelligence Activities.
Consultants would be employed only if it becomes apparent in later

phases of the study that they could be used to adventage.

Final report

The Director's final report would be made to the President by March 1,
1965. The report would be transmitted by Mr. Bundy to the President's

Committee on the Warren Report as provided in NSAM 315.




THE WHITE HOUSE

WASHINGTON

October 29, 1964

MEMORANDUM FOR MR, BUNDY

SUBJECT: Communications Security Survey

Attached, for cionature. is the NSAM which was
discussed av wuc saive SOmmittee meeting today;

as per the discussion, a phrase on ''physical security"
has been added. The NSAM has been cleared with
Brom Smith and Bill Carey.

Gordon Chase
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THE WHITE HOUSE
m WASHINGTON /

October 27, 1964

MEMORANDUM FOR MR. BUNDY

SUBJECT: NSAM on Communications Security Survey

1.

2.

Attached is the memo from Kermit Gordon clearing
and returning the draft NSAM which I prepared on the
above subject. In his memo, Kermit describes how BOB
intends to conduct the survey.

Here are some actions which you may want to take,

(a)

(b)

(c)

In the last paragraph of his memo, Kermit Gordon
asks you whether or not his task force should
include someone from DOD in addition to someone
from NSA. He goes on to suggest that you talk to
Secretary McNamara to inform him of the survey

and to obtain his views on this question.

Bill Carey asks that you hold the issuance of the
NSAM until Thursday so that Kermit Gordon has
a chance to touch base with other Committee
members at the meeting scheduled for Thursday
morning. O.K.?

Brom Smith has some strong reservations about

the breadth of the proposed survey, which you may
want to hear.

Goraon wnase
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NATIONAL SECURITY ACTION MEIMORANDU‘M No. . —

To: Director of the Bureau of the Budget (
Secretary of State ¢
Secretary of Defense A A T
Secretary of the Treasury s A
Attorney General v
Director of Central Intelligence '
Director of the Office of Science and Techn logy
Special Assistant to the President for Telecommunications
Coammanding Officer of White House Communications Agency

SUBJECT: Communications Security Surwvey

1. The President has instructed the Director of the Budget to conduct a

study of the organization and effectiveness of cammunications security

and related aspects of physical security in the White House and in

other facllities used by the President and the White House staff.

2. The Director of the Budget will conduct the study in close collaboration
with the President's Special Assistant for Teleconmunications and the
Director of the Office of Science and Technology. Also, the Director will
call upon other Government agencies and speclal interagency groups

(e.ge, the NSC Special Comittee on Technical Surveillance Countermeesures)

for technical and non-technical advice and assistance.

The Director is requested to camplete his report to the President by
March 1, 1965. The report will also be transmitted to the President's
Committee on the Warren Report, as augmented by the President's Special
Assistant for Telecommunicatlions end by the Director of the Office of
8cience and Technology, for such comments and recammendations to the

President as the Camittee may wish to make.

McGeorge Bundy

CLOL g
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SUGGESTED MEMBERS OF COMMUNICATIONS SECURITY SURVEY GROUP

Central Intelligence Agency, Chairman

ief, Technical Division
Office of Security

White House

Dr. Donald F. Hornig
Special Assistant to the President
for Science and Technology (or a representatlve)

Colonel George J. McNally
Commanding Officer
White House Communications Agency

Defense Intelligence Agency

James E. Stilwell
Counterintelligence Division

Federal Bureau of Investigation

Ivan Conrad
Chief of Technical Laboratory

State Department

Charles J. Weiss
Chief, Division of Technical Services
Office of Security

Secret Service

Gordon M. Parks
Communications Officer
Headquarters Office

Robert I. Bouck
Special Agent in Charge
Protective Research Section

Office of Emergency Planning

James D. O'Connell
Director of Tele-Communications Management



's

EXECUTIVE OFFICE OF THE PRESIDENT

BUREAU OF THE BUDGET
WASHINGTON, D.C. 20503
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OCT27 1964

MEMORANDUM FOR MR. BUNDY

Subject: Draft NSAM on a Communications Security Survey

I am returning the draft NSAM on this subject with minor editing.

As I view it, the study would be initiated as soon as possible after
the NSAM is signed and would concentrate in the first few weeks on
identifying major problems requiring immediate attention and corrective
action. The more thorough technical review, which would follow, could
be completed by the March 1 date.

In conducting the study, I plan to appoint and rely heavily upon

a task group of five - seven members chaired by a senior member of

the Bureau staff., The technical members of the task group would be
selected fram senior staff of agencies, such as NSA, CIA, and State,
which have substantial technical competence in the field but which do
not have direct responsibility for the communications and the physical
security operations being studied. The task group would also include
one member each from the staffs of the Office of Science and Technology
and the Speclal Asslistant for Telecomunications. As indicated in the
draft NSAM, I plan to work closely with Don Hornig and Jim O'Connell
throughout the study.

A question you may wish to address is whether such a task group should
include a Defense member in addition to one from NSA. Defense, of course,
has responsibility for operating communications through the White House
Communications Agency and the Defense Communications Agency. I would
suggest that you might want to call Bob McNamara to inform him of the
survey and to obtain his views on this question.

Kermit Gordon
Director

Attachment



THE WHITE HOUSE

WASHINGTON

November 9, 1964

MEMORANDUM FOR MR. BUNDY

SUBJECT: NSAM 315 and Prospectus for Co " :ations
Security Survey of the White House

1. You have on your desk a grey folder on the White
House communications security survey which includes
a memo (copy attached) asking a number of questions
on behalf of BOB, BOB has been gently needling me
for some answers.

2. Have you had a chance to focus on the BOB questions?
Or is this one of the subjects you intend to take up with
the President at the Ranch on Tuesday (e.g. see item
#2(b) of attached)?

s

Gordon Chase

SEG I



SECRET
November 6, 1964

MEMORANDUM FOR MR. BUNDY

SUBJECT: NSAM 315 and Prospectus for Communications
Security Survey of the White House

1. Attached at Tab 1 is a prospectus which I asked BOB to prepare and
which describes how BOB intends to carry out its study on White House
comrnunications security, as directed by NSAM 315 (attached at Tab 2).

2. Kermit Gordon would like your answers on the following:

(a) Is the prospec 1 O.K, with you? (It looks O.K. tome, In
genc— %, it lo "8 O, K, to Brom Smith, although he is still somewhat
chary of the whole idea of having a large~scale study that v "1 produce
raany bureaucratic recommendations which, for practical purposes,
we will not be able to implement.)

{b) Can Kermit Gordon be assured that the President {s aware of BOB's
assignment? Kermit does not want to charge, unheralded, into a study
of this sort which involves the President's communications. (In the
event the President has not been informed, you may want to send the
memo which is attached loosely at Tab 3.)

{c) Is it O.K. for BOB to consult with Telecommunications Advisor
O!Connel during the course of the study? (Neither Brom Smith nor 1
sece any problem with this and think it might be helpful.)

3. Bill Carey tells me that, when cleared, BOB will probably distribute

the prospectus to members of the Dillon Committee and to the addressees

of NSAM 315, Is this O.K.? Or do you prefer to limit distribution of the
prospectus to members of the Dillon Committee and to those members of

the Study Group who have a need to see it? (My own preference is the latter.)

Gordon Chase
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GHE.  HEN WITH ATTACHMENT

EXECUTIVE OFFICE OF THE PRESIDENT ;o
BUREAU OF THE BUDGET
WASHINGTON 25, D.C.

OF FiCE OF ,
THE DIRECTOR November 5, 1964

MEMORANDUM FOR MR. GORDON CHASE

I attach the Bureau of the Budget prospectus for the
Special Study called for in NSAM 315. We have been
over this with Kermit Gordon and it is satisfactory
to him.

Before distributing more widely, and before moving
ahead with the project, the Director wants to be sure
Mr. Bundy has seen this version and has no objection.
I would appreciate it if you would bring this to

Mr. Bundy's attention promptly and let me know the

results.
Wi llam . Carey
ercutlve Assistant Dlrector
Attachment

SECRET WHEN WITH ATTACHMENT
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THE WHITE HOUSE

WASHINGTON

P & October 29, 1964

78
NATIONAL SECURITY ACTION MEMORANDUM NO. 315

MEMORANDUM FOR THE DIRECTOR OF THE BUREAU OF
- THE BUDGET '

SUBJECT: Survey of Physical Security Arrangements and Audio-
Surveillance Countermeasures Covering the White House

:. The President has asked that you study the organization and efiec-
tiver.ess of (a) physical security arrangements in the White House and
(b) th.e measures to counter audio-surveillance penetrations of the
White House, including all voice facilities used by the President and
the White House staff.

2 The study is to be made in collaboration with the Director of the
Cifice of Science and Technology. You may call upon other Govern-
“néent agencies and special interagency groups (e.g., the NSC Special
Comum:ittee on Technical Surveillance Countermeasures) for technical
and non-technical advice and assistance.

3. The report to the President, to be completed by March 1, 1965,
will be sent by this office to the President's Committee on the
‘Warren Report for any comments and recommendations it may wish
to make to the President.-

bbb

McGeorge Bundy

\

cc:! Secretary of State bcc: Mr. Bundy
Secretary of Defense - Mr. Moyers
Secretary of the Treasury Maj. Gen. Clifton
Attorney General C. O. White House
Director of Central Intelligence Communications
Director of the Office of Science Mr. Hopkins
and Technology ' Mr. Chase
NSC Files
- —SEGR =T
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_— THE WHITE HOUSE
———T WASHINGTON

November 6, 1964 Jo’j

h

SUBJECT: White House Communications Security Survey

MEMORANDUM FOR THE PRESIDENT

1. As you may recall, at a meeting with Douglas Dillon's
Committee on the Warren Report, you indicated that there
was a real need to check out the security of White House
communications; you were particularly concerned about
the telephones.

As a result of your concern, the Director of the Budget

3t 1asked to coor iate and direct a full=scale study
or the problem. The study, which is to be completed by
March 1, will focus on the arrangements for the protection
of sensitive or classified information (a) communicated to
or from you and the White House staff and (b) communicated
within the White House or other Presidential location;
information would include that conveyed in documents,
orally, or by non-secure telephone or teletype.

3. Of possible interest, attached is a prospectus describing,

in some detail, the scope of the Budget Bureau's upcoming
study.

McGeorge Bundy

“\
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