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SECltET -
EYES ONLY 

March ZO, 1965 

MEMORANDUM FOR MR. BUNDY 

SUBJECT: Counter-Audio Survey 

1. As you. know. the BOB study group ts in the process 
of conducting a comprehensive counter-audio survey of 
the White House. Thie survey, which will take a couple 
months. will not hold up the submission. during the first 
half of April~ of the BOB group's main r ,eport to the 
President on the security of communications in the 
White House. When the results of the counter-audio 
survey come in. they will be submitted as an addendum 
to the main report. 

z. I asked Tun Clark to spell out for us the contents 
of the . counter-audio survey which is now taking place. 
He has done so in the attached memo. 

cc: Mr. Valenti . 
Mr. Watson/ 

Gordon Chase 

SECR:E'r-. - EYES ONLY 

DECLASSIFIED 
E.0. 12958, s~~c . 3.5 
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!vl8MOAA1DlIM FOR GORDON CHASE 
' r ~ ··~ •• 

S·..::.~jec·L ~ Cou:µter-Audio Survey 

The COl.ZCl.ter-a·~dio team, under the leadership Of Bob Bouck Of St: ~ret Se~-v-.: -::e; 
nO\·; consi sts of ten men as follows: · State .;. l; Secret Service - 3; CL - ~~ 
Ar.cy - 3; and Air Force - 2. To handle the con1plex telephone sit t:.ation, we 
have, since my memorandum of last week, added three men fr0"".u1 the :militar.r• 

- - ~'Lis pas-t, week was devoted primarily ·to organization. The tea:a :-:is sembl:i:": 
~F°l'.'"'" ori;_~:ntation Monday, "walked. through" the White ·House on Tue s1~~-rmo::::.i-:. 1 ; ~ _ 
·~ :. · · 'i cond·ucted a preliminary sweep of President:i~1.l quarters on ri:.-...-~, ::: sday ai"t~ =­
_.: <-'.'. ':J. SL.::! -~vening. On Wednesday and Thursday, the basic program .;as e~. ·tat-
'.:: ,. · ... d -"\'n .-l ' ·~ t . ..,· '\.."'I 0 d :•. 
_ .i. . .... J.e ~--- ·..L equi~en ViTc:tS as~emu.i...... • · 

<·: .. t:::-e ·v:I.l.l be tlu_'ee phi:i.3es to the comprehensive surw;y: 

1. Intensiv(; r~d.io frequency (RF) checks for clandestine ~ :r~msmitte-::"s 
: .. · _ ·:~an O:i.J Wednesday and will continue through the cour_se of the 5 ·-~ r:Yey. 

~ . . . 

2. Telephone circuits will be -checked to see. that (1) the;,!\;.· are ~c 
·i..:_.~;aual ·transmissions or energies on the lines, anC. (2) there &.-::-· no t3·p.s 

o:-:., line .~, .or terminals within the White House. Also, IiCwer and :p~~ri!lbi:r:..: L..1 ''=' ~ ­
·,1~ .U be .::hecked as possible inf'orma"tion carriers. These chec:~s :·~ ·:-w __ un i;_!;: 
~.1:: ::.r wilJ · ·oe conducted ?rimari;Ly in basement areas and will cont.~ .. : :c dt:. :"'::J..j ~ 

·:~:-l ::: cou~· ~.:, = of the · S\lrvey. · 
'(• 

3. Thorough ;physical search of sensitive areas (offices anC. quarte !' ;3 :· 

-w~~ U include, for example, examinatian of walls, light fixtures, tele:-phu -,:. 
1·~· .. :3trume~:ts, desks, · :f'uriiiture, etc. : -This involves use of highly special"k:.2 (:. . -
r-:t11.upme1~-+~ ) e.g., mike detectors (a new Air Force deve1opnent), x-: .. ay, r:·_.1 "::: ~:­
s :; :•_?e, ·line fault analyzer (to detect unusua;i. connections ·or a:p:pce;1"'ance :); 
_~:. r. ~- ·ra-r.---!d viewer," ultrasonic receiver ._ (for vmter pipes), ··etc. Walls, d~crs_: .. 
- ~,_:- id. 'Windows will be checked f'or sound lea.1ts. · 

·.:::).-~:: phy~ical inspection of' sensitive :areas (item ·3. above) will be conduc·:.e .:;_ 
-:: t !1igh._, and will proceed as rapidly as possible, consistent with the 
;:;nol'"oughness required. The Presidential and other living quarters will be 
·.; ·; ;,y;;leted by working throUgh this weekend. The first fl.oor ·of ·;he West Wing, 

· st.Jrting with the President's office, will be completed by thE:: end of next 
-week (Sunday,_ March. 28). Next priority will be given to Mr. E12:ayt·s area, 

DECLASSIFIED -- - . ~ .... . 

Authority ·E.O. 11652 SEC. 5(A) and (D) 

44. - NARS Date ~ - 11-J>o_ 

-.-, -

B! .. . -' • 
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f"ollewed by the ·~econd 'floor West Wing and the pe·rtinent areas of the East 
Wi!!g. The . total survey will run about two months. 

SeYeral factors account for the time required. First, the White House is 
s. ve·ry corr.._plex facility with a great deal of old wiring and conduit, which, 
at the present time, is unma:pped. Considerable time will be devoted to 
such ma:p:ping and establishing a base for an effective continuing counter­
audio program. 

E".re!1 after the survey, there can be no absolute assurance that the White 
Hou~.e will be 100 percent "cJ.ean." However, it will be given the best 
check :possi~le by highly trained peo:ple using latest equipment. · A strong 
~<?ntinuing program is required. 



CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D. C. 

A/ _5 /Ji f1 I Qi./ I 

3// 
OFFICE OF THE DIRECTOR 

MEMORANDUM FOR: 

The Honorable McGeorge Bundy 
Special Assistant to the President 

for National Security Affairs 

15 March 1965 

Mr. McCone has read the attached and asked 

that it be brought to your personal attention. 

Attachment 

WALTER ELDER 
Exe cu ti ve Assistant 

cc: The Secretary of State 
The Secretary of Defense 

SANITIZED 
E.O. 13292, Sec. 3.5 
NLJ 05-'3 

By dl , NA~A. Date I· SJ-Db 

~ 



THE DIRECTOR OF CENTRAL INTELLIGENCE 

WASHINGTON 25, D.C. 

MEMORANDUM FOR: 

The Honorable McGeor ge Bundy 
Special Assistant to the President 

for National Security Affairs 

15 March 1965 

By direction of NSAM-317, USIB established a Technical 
Surveillance Counter-measure Committee under the temporary 
chairmanship of Mr. Thomas Karames sines, Assistant Deputy 
Director for Plans for CIA. The Committee is made up of repre­
sentatives of the Intelligence Community. The work is to be carried 
out by .two sub-committees -- one with responsibility for research 
and development, and the other for implementation of agreed measures. 

I am of the opinion, and USIB concurs, that this Committee 
should have a full-time chairman. 

who is particularly 
well qualified in this field, is free to accept this appointment. His 
selection has been concurred in by -of CIA, General 
Carroll of DIA, and Mr. Hughes of the Department of State. 

Prior to r..naking this formal appointment, I would like to 
have your views since the work of this Committee requires not only 
the support of the Intelligence Community, but that of other elements 
of the Department of State and Department of Defense. 

There is some urgency attached to this matter sincelm _ 
is willing to serve, but is delaying a decision on other 

opportunities open to him until this question is resolved. 

cc: The Secretary of State 

The Secretary of Defense 

E". P. I af51 
3.3£/,) 
L.;>.lt.) 

JOHN A. McCONE 
Director 

SANITIZED 
E.O. 13292, Sec. 3.5 
NLJ /R.Ac.. oS"-"IS­

By~ ':NARA, Date i'·~7-~.S-

/::-' r/ 



EO 12958 3.3(b)(1)>25Yrs 
(C) 

March 16. 1965 

MEMORANDUM FOR: Mr.. John A. McCone 
Tho Directcn- o! 

Central Intelllgoaco 

I think lt la entirely proper to appoint Mr. 
I~ . I 
Technical Surveillance Counter-mea1un 
Committee. The aul>joct is clearly an 
important one• and I am happy to concur in 
your pl!'opoaal. 

SANITIZED 
E.O. 13292, Sec. 3.5 
NLJ os ... ~¥ 

McGeorge Bundy 

By , NARA. Date , ;a~-PS-
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EXECUTIVE OFFICE OF THE PRESIDENT 
NATIONAL SECURITY COUNCIL 

WASHINGTON 25, D.C. 

' 60NFmEN I 11\.L 
November 27,. 1964 

MEMORR~UM FOR HOLDERS OF NSC 5618 

SUBJECT: NSC Special Committee on Technical 
Surveillance Countermeasures 

~-~ 

National Security Action Memorandum~o. 3 l.74£ 
November 15, 1964, included provision for (a) tll Gl'SSoiution 
of the subject committee effective as of that date, and (b) assign­
ment to the Director of Central Intelligence of the responsibility, 
with advice and assistance of the United States Intelligence 
Board, for coordination of the conduct of technical surveillance 
countermeasures, and of research and development activities 
in the counter-audio field. 

Accordingly, the document NSC 5618, "The NSC 
Special Committee on Technical Surveillance Countermeasures," 
is hereby rescinded and should be destroyed in conformance 
with regulations applying to the destruction of classified U. S. 
Government documents. 

C Contra I o.178 

~UL 
Bromley Smith 

Executive Secretary 

CONFIDENTIJi L 

/ 5 



ASSISTANT ATrORNEY GENERAL. 

INTERNAL SECURITY DIVISION .... ~Ecm:r 

~cparbmmt .of Wu5titc 
~m;qinghm 205 30 

December 7 1964 

REGISTERED 
REIURN RECEIPT REQUESTED 

Honorable McGeorge Bundy 
Special Assistant to the President 

for Nationai ·security Affairs 
The 'White House 
Washington, D.C. 20501 

Dear Mr. Bundy: 

In reply to National Security Action Memorandum No. 317, 
dated November 15, 1964 captioned "Audiosurveillance and 
Countermeasures Problems Within the Intelligence Community," 
this is to advise you that the memorandum was referred to 
the Federal Bureau of Investigation inasmuch as this matter 
is of primary interest to that Bureau. ' 

DECLASSIFIED 
E.O. 13292, Sec. 3.5 
NLJ 1>5, '15 

By~, NARA, Date B--~"J.-1)5 

Sincerely, 

~ .. wC::!/71 
Assistant Attorney General 



THE WHITE HOUSE 

WASHINGTON 

November 15, 1964 

NATIONAL SECURITY ACTION MEMORANDUM NO. 317 

TO: The Secretary of State 
The Secretary of Defense 
The Attorney General 
The Director of Central Intelligence 

SUBJECT: Au9,iosurveillance and Countermeasures _Problems 
Within the Intelligence Community 

REFERENCE: Memorandum, September 23, 1964, from the Acting 
Director of Central Intelligence 

1. Recent discoveries in the U.S. Embassy offices in 
Mos cow and Warsaw have made it even more important than before . 
to assure continued progress in coordination of the intelligence 
community's activities in the field of audiosurveillance and 
measures designed to counter hostile audiosurveillance. 

2. Experience gained in the past few years prompts the 
following a ct ions: 

a. The Special Committee of the National Security 
Counci.l on T~chnical Surveillance Countermeasures is 
hereby dissolved. 

E.~ The .Director of Central Intelligence, with the advice . 
and assistance of the United States Intelligence Board (USIB), 
will be responsible for coordination. of technical surveillance 
countermeasures conducted by the intelligence community, 
and res ear ch and development activities in the counter -audio 
fi°eld~ The DC!, with the concurrence of USIB, is authorized 
to· e'stablish and develop a specific charter for a new USIB 
committee to achieve interagency coordination in these fields. 
Subcommittees may be formed as appropriate. 

SECRET 
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- -- ' 
c. The CIA will establish procedures with the DIA 

for the Department of Defense and with the FBI, for the 
· ooordinati6n of research and development of audiosur­
v~illance e.quipment and techniques suitable for use in 
espion:age and clandestine counterintelligence~ 

d. The CIA and DIA will establish a mechanism for 
_consultation on the use of audiosurveillance techniques 
by the military in non-intelligence investigations overseas, 
to the degree required to avoid ·undue risk to sensitive 
surveillance espionage operations. 

3. Within the context of the above actions pertaining to 
arrangements for coordination, the Director of Central Intelli­
gence in consultation with member agencies of the intelligence 
community will continue to give priority attention to efforts to 
meet the objectives of the June 1962 recommendations of the 
Presiden~ 1 s ·Foreign Intelligence Advisory Board as reflected 
in the attachment to National Security Action Memorandum 170 
of July 6, 1962. 

cc: President1s Foreign Intelligence 
Advisory B_oard 

(! '1./JuE s <Jbr1AJ&,1J 

,z).,s ·c...- F1 le..,.s 
_ SECBET 

. McGeorge Bundy 



,..SECRST- November 15, 1964 

NATIONAL SECU!UTY ACTION MSMOR.ANDUM HO. 311 

TO: The Secl'otary of State 
The Secre~y ot· Defon•e 
Th•· Attoraey Gece-r:al 
The Db••ctU' ot Ctintral latelllgence 

.stmJSCTi Au<lioaurvoillanc:o and Ce>UDto~mea.aurea Pl'oblo.tn.1 
lfltldt.l tbe-ln.telllgen~• Com=w:Uty 

REFERENCE: Memoraudum, Septemluar .23. 1964, f~orr.) the Aeling 
Dlltector of Central Jntelllg•nc.ct -

1. Recem dlacoverlee in-Ute U.S. Emba••Y omce• ·la 
Mo•cow &lld Warsaw ho.ve made It eve.a J)l,Ol-e lmpoJtta-at iha~ before 
to: assure coaUtt.ued progroas to coordloatlon ot the ll\t~lgece.e 
coJ.lUnurdty•a aetlvitlo• bl the field of audloaurvolllance and. 
measure• d•aigue<l to cowuei- hostile au.dlo1ur•eillaa.c•. 

z. .&cpor1.enc:e 1atned tQ tho paet few yeua promp1s the· 
followlug action•: 

a. The Special Comm.ltiee ot the National Security 
Council oa Technlcal S.\WveUlanc:• Counterm.ea.atl.rea is 
hereby dl••olved. 

E• Tbe .Dire'1tOr ot Centiia.1 !Qtelllgoac:e, wltb the advice 
a11a aaelatauc.e of the United Stat•• lntelllgence Board (USJB). 
wlU l:>e re1poulble I.or coordlnauou of tecb:oical aurftlllauce 
count$t-meaeurea conducted. by the lntelllgenco commtSDity, 
and restarch a.ad development actlvitle• lD the co\Ulter•audlo 
field. Tho DCI, with the c;oucurence· Of U$JB, is authorized 
to eatabll•h and dovelpp a apeclflc chart•~ for a new usm 
committee to achieve lote.ragency eoor4ln&Uon ln the•• flelde. 
Subcommittees may be formed a• appropttlato. 

SECR£T -
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c. Tbe cfh: Wtii ~Jiabltth \pr~edUi-Ca 9..1.th.tho DIA 
for-the DePa,rtiuem ·of .. Defesna~~· a...ut with the_ FBJ. ' tor '.the 
coordiat.tiotJ of ,~eeearch o.nd' devolopnW.at of a.udiosur-

. voula:ace equipment and tochtlique• ·•u!table for uae ·hl 
osplou10 and 'claruleailne -cou.nt•»l~lµgence. 

d • . The CIA and nt\ will •stabllsb a mecha.nlam lot ..... . ' ' ' .· ' ' ·' .· 

consultation. Ort the u•• of audloau.rvelllance tochtdqu.o• 
by the military io. non-intelligence lnve1tlgationa·· ove~•ea•. 
to the degree .required t~ avold .,~da..e rllk to sensitlve 
•~velllance e•pionage operat~oaa. 

\~ 

. 3. Within the context of tbe ·above· ~ction.s pe~taiJUDg to 
arrangement• .for cool'dination, the Director · of Central Jntellt• 
gonce bl conaultatiOll with member. a.geuciea . of the. lotta1li1ence 
community will continue to give pr.lorlty anentlon. to eff orte to· 
meet the ·objeetives of the· 1Wie 1962 recommetldatloile of the 
Pr••ld.ent.•a Foreign Iutelllgenco Advisory Board as reflected 
in. the attachment to National Security Action Memorandum 170 
of J\lly 6, 1962. 

cc: . Pre•ident•s: Foreign. lntelllgence 
Advltory Boa.rd. 
Charles Johnson 
NSC Files 

1~1 
.McCleorae BJJAdy 
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Mr. Bromley Smith 
The White House 
Washington, D. C. 

Dear Brom: 

6 November 19 64 

Since you have been good enough to ask our opinion of a 
suggested additional paragraph to the proposed NSAM on audio­
surveillance and countermeasures, I would like to make some 
comments. 

The proposed paragraph does present some problems, for 
reasons which I will list below. On the other hand, a note of ex­
hortation about continuing to get on with the job would seem to be 
appropriate. With this in mind, I would suggest that a new para­
graph 3 be substituted for the proposed paragraph 2 ~, to read about 
as follows: 

"3. These actions are de signed to further efforts to 
achieve urgently-needed improvements in U.S. capabilities 
for audio surveillance intelligence collection and for 
countermeasures to defend against audiosurveillance 
penetrations, in keeping with the recommendations made 
in NSAM 170." 

I think it would be better to have this as a separate paragraph, 
since paragraph 2 with its subsections is entirely concerned with 
actions. 

Objection to the proposed 2 ~is based on the following 
considerations: 

1. It seems to imply, particularly in the phrase "initial 
measures," that very little has been done as a result of 

l.~==}~~;rJ,~t~m~t i c. 
SANffiZED 

Authority Nlef' O!SOOS.&--~ 
By+ NARA, Date f?~lo·""'l-

~.,· c·:. :: , ; :.::J i :1 ~; :::;u 
,I·. ·l ',. · ... .. , ; !'.~1 

, ............ _.....__ ................. -a.~ 

I J 

----
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NSAM 170. This is demonstrably not correct. In any case, 
there seems to be a certain incompatibility in talking about 
initial measures in the furtherance of "continued efforts." 

Specific progress reports on NSAM 170 have been 
made five times - on the following dates: September 19, 1962; 
March 20, 1963; August 27, 1963; November 27, 1963; and 
March 12, 1964. These have been supplemented by portions 
of periodic reports to the FIAB. 

In addition there are studies now in progress on the 
damage incurred as a result of the installations discovered 
in the Moscow and Warsaw Embassies {which will be coming 
forward to you shortly) and on secure rooms. 

2. The CIA/DIA Scientific Guidance Panel was set up 
as an early step in responding to NSAM 170. This panel made 
a detailed study, and its final report was forwarded to Mr. 
Bundy as an attachment to General Carter's letter of March 12, 
1964. The panel's findings were of considerable value in 
helping to orient the greatly stepped-up research and develop­
ment efforts in this field, which are being carried on and 
projected into the future by various elements of the intelligence 
community. The community proposes to continue to draw on 
the talents of individual members of this panel, and of other 
qualified people. It was not, however, thought necessary or 
desirable to continue the panel itself in existence. Therefore, 
we would prefer not to have a reference in the NSAM which 
could have the effect of perpetuating it as a body. 

3. Apart from the exhortatory aspect of the proposed 
new paragraph., which I would hop! is adequately picked up 
in the paragraph I have suggested above, the rest of the pro­
posed 2 ~ seems to be a restatement of what has been said 
in 2 c and d. Thus it is not only redundant but would 
probably lead to some confusion and muddying up of the 
agreements reflected in 2 _£ and ~.. As you can imagine, 
these required a great deal of interagency negotiation 

- 2 ­



Approved For Re+ease 20~~: NLJ-015-005-~-1 

and we would hate to have anything on record which might 
tend to having these agreements come unstuck. 

If you in turn have problems with the countersuggestion, I 
would appreciate a chance to discuss it with you further. 

Best regards. 

Sincerely, 
! ... ' .. • ~ , . \ . ' . : ~. ~ ( ..... 

' . 
' . .. . .. . 

• ' o\ I .~ • : < • ' ~ ~ • 

. .. ~ ' ; . 

- 3 -
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Brom: 

1. I don't see much purpose _in going around further on this 

one- -particularly, if the policy is to come up with an NSAM 

acceptable to CIA. 

2. Since the implementing paper is to be an NSAM, I think we 

must defer to you and Mac as to the cong ent of your NSC directives. 

3. Progress in this field has been slightly better than minimal 

and today we are far from achieveing adequate coordination and far 

~ 
from ~ 'The most effective possible organization and management, etc." 

called for in (b) above. 

4. Please let me have a copy of the NSAM you finally send out 

in order that I may brief the Board thereon. 

Thanks, Pat 



NATIONAL SECURITY COUNCIL 
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Approved For Release 200~/08/3.1T: NLJ-015-005-6-8-9 
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THE DIRECTOR OF CENTRAL INTELLIGENCE 

23 September 1964 

The Honorable McGeorge Bundy 
Special Assistant to the President 

for National Security Affairs 
The White House 
Washington, D. C. 

Dear Mac: 

Attached is my formal reply in connection with 
audio surveillance and countermeasures problems. I 
call your attention to State's position as regards the 
chairmanship of one of the proposed USIB committees. 

I have also attached a draft NSAM to implement 
the proposed recommendations. 

Faithfully yours, 

Li 

25X1A 



THE DIRECTOR OF CENTRAL INTELLIGENCE 

WASHINGTON 25, D.C. 

23 September 1964 

MEMORANDUM FOR: Mr. McGeorge Bundy 
Special Assistant to the President 

SUBJECT: Audio Surveillance and Countermeasures 
Problems within the United States 
Intelligence Community 

REFERENCES: 1. Memorandum from Mr. Bundy to the 
Chairman, United States Intelligence 
Board, dated 26 June 1964 

2. Memorandum from the Acting Director 
of Central Intelligence,, dated 12 March 
1964 to Mr. Bundy 

3. Memorandum from Mr. Bundy to the 
Director of Central Intelligence and the 
Director of the Defense Intelligence 
Agency, dated 7 October 1963 

1. This memorandum is in response to that part of the 
penultimate paragraph of reference {l) which requests '.'coordinated 
proposals for 'Specific actions to achieve ... coordination of the 
intelligence community's resources and capabilities for research. 
and development, 

_ · · : Response to other 
'portions of reference {l) are in preparation and will be forwarded/(-·· 
separately. . . 

2. The recommendations contained in paragraph 5 herein have 
been concurred in by the DIA, the Office of the Director of Defense 
Research and Engineering (for the OSD), the Army, Navy and Air 
Force. The FBI interposes no objection to the recommendations. 
The Department of State does not concur in parts of recommendation 
Sc. A dissenting memorandum from State is attached. 

SANITIZED 
E. O. 13292, Sec. 3.5 
NLJ /K'rc. D5-'1-S-

By ;,w ·. NARA, Date B· .a 1.tJS-
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3. The problems of audio surveillance and countermeasures, 
which. are many and complex, have been under continuing intensive 
study since the receipt of reference {3 ). Certain modification~ of 
t~e recommendations contained in reference {2) have been worked 
out as a result of this study and of consultations between and among 
the interested departments and agencies. 

4. The following discussion is pertinent to the proqlems: 

a. Audio surveillance operations. 

I 
[ It is also used overseas 
by the military services in security and criminal investigations 
affecting the military commands. Domestically it is used by 
the FBI and the military services in pursuit of their missions. 
Other audio (Acoustint) collection techniques are employed 
by components of the Department of Defense. 

No coordination problem is encountered in the overt 
use of audio tee ues, or in their domestic use. 

Some degree of consultation 
is 

b. Audio surveillance re search and development. 

The major problems in connection with audio surveillance 
research and devel'opment are: possible undesirable duplication; 
insurance of maximum effectiveness of programs; 

The inadvertent compromise of this 
· security may nullify the effectiveness of an active program and 

- 2 -
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maximum compartmentation is therefore called for. 
Within the Federal Government, CIA, the Department of 
Defense, and the FBI are the ma 'or · com onents en a ed 
in this field. 

fully effective 
--~~~~~-:-~~~~~---~~----------""""' 

, procedures for coordination have not yet been completed. 

c. ·Technical surveillance countermeasures. 

Each agency of the U.S. Government having sensitive 
installations and operations has a responsibility for protection 
of those ,installations and their personnel. Security components 
of these organizations maintain personnel who periodic.ally 

' conduct technical inspections in an attempt to determine 
whether the installations are secure from hostile audio 
penetration. A subcommittee of the National Security Council 
called the NSC Special Committee on Technical Surveillance 

. Countermeasures under the chairmanship of the Department. 
of State, has been in existence for several years. Representa­
tives of several agencies of the U.S. Government, including 
the Department of Defense, FBI and CIA sit as members of 
this committee. In co!lsonance .with the trend in recent years 
to deal with continuing problems under mechanisms other than 
the National Security Council, I believe these functions ld 
be bro'u ht under the United States Intelli e:rice Board. 

d. Technical surveillance countermeasures research 
and development. 

Since several departments and agencies of the U.S. 
Government, including DOD, State, FBI and CIA, have 
legitimate interests 

I believe that the most effective method of. coping 
with the problem is to designate a central point in the 

- 3 -
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intelligence community which will permit a coordinated 
study of these highly technical problems and review proposed 
R&D programs de signed to meet them. 

5. It is recommended that: 

a. Audio surveillance operations: 

{l) No additional authority or machinery is required 
to effect the coordination J I 

l 5 -

{2) ' 

b. Audio surveillance re search and development: 

The CIA with the DIA for the Department of Defense, 
and with the FBI, establish procedures for the coordination 
of research and development of audio surveillance equipment 
.and techniques 

c. Technical surveillance countermea·sures: 

The National Security Council Special Committee 
on Technical Surveillance Countermeasures be dis­
established. The coordination of technical surveillance 
countermeasures and research and development activities in 
the counter-audio field would be assigned to the DC! as 
Chairman of USIB. The USIB would establish a new 
Countermeasures Committee of the USIB, _to be chaired 
by CIA* and supported by two subcommittees: a Technical 
Surveillance Countermeasures Subcommittee to coordinate 
policy and procedures and establish standard security 
practices for the conduct of indoctrination of U. S. personnel; 

~~This is the point on which State disagrees. 
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a Research and Development SubcomID;ittee to insure a 
coo~dina~~d and c:ggressive program of research and 
~evelopment of advanced countersur.veillance equipment 
and techniques. Member~hip of the Countermeasures 
Committee and of its two subcommittees will consist 
of representatives of CIA, DIA, State, FBI, Army,_ ·Navy, 
Air Force and NSA. Other agencies may be invited to 
participate as appropriate. 

Attachment 

'4t~, s. ~..,-. 
Marshall S. Carter 

Lieutenant General, USA 
Acting Director 

cc: President's Foreign Intelligence Advisory Board 



DEPUTY UNDER SECRETARY OF STATE 

FOR ADMINISTRATION 

WASHINGTON 
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This document consists of 2 pages 
Number~'~ of 5 copies, Series A. 

TO . Mr. John A. McCone 
Director 
Central Intelligence Agency 

September 1·2, 1964 

SUBJECT Audio Surveillance and Countermeasures Problems 
Within the U. S. Intelligence Community 

REFERENCES 1. Attached Draft of DCI memorandum to Mr. McGeorge Bundy 
2. March 12, 1964 memorandum on subject to Mr. Bundy by 

the Acting _DCI 
3. April 15, 1964 memorandum on subject to Mr. Bundy by 

the Secretary of State 

The Department of State is in accord generally with the referenced 
draft memorandum; however, it does not fully concur with the recommenda­
tions contained in paragraph Sc. 

The Department of State does not object to the transfer of the present 
NSC Special Connnittee on Audio Surveillance Countermeasures to full Committee 
status under the USIB. However, the Department of State does take exception 
to the recommendation that CIA chair the proposed countermeasures committee 
of the USIB. The Department believes it should retain the chairmanship of 
any inter-agency committee on audio surveillance countermeasures for the 
following reasons: 

2. These diplomatic establishments have been and always will be 
primary targets for technical penetration by the opposition. 

3. During the past 15 years the Department of State has developed 
a staff of security engineers who have a firsthand knowledge of 
the unique problems associated with audio surveillance counter­
measures. The Department of State currently has a world-wide 
program in fulfillment of this mission. In recognition of the 

SANITIZED 
E.O. 13292, Sec. 3.5 
NLJ o5.-6b .. 

By_M ,NARA, Date /~-1.r;S-

r • ."'. -~-- - ::,' J 
r.·;· .. _ .... ~ ·1 :---1 ..... 

(. ·: ~- .. . . ·. ····:·! 
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above, it is the Department's opinion that its experience and 
competence in the countermeasures program exceeds that of any 
other agency. 

4. To date the Department of State has been solely responsible for 
security of all diplomatic establishments in Eastern Europe. 
The Department has initiated action within the present Committee 
on Audio Surveillance Countermeasures which has greatly enhanced 
the cooperation and coordination within the community. For ex­
ample, the Department has invited other agencies to participate 
in the Department's Regional Technical Center in Frankfurt, and 
thus give them an opportunity to 'conduct inspections and gain 
valuable experience in Eastern Europe. 

Section 5. c provides for the establishment of two subcommittees. The 
Department does not object to this proposal. Needless to say, the Department 
is interested in knowing if it is intended that CIA chair the important 
research and development subcommittee. 

In sununary, the Department of State feels that because of its responsi­
bility for targeted installations and its predominance of experience, it 
should chair the proposed Audio Surveillance Countermeasures Committee under 
USIB. 

It is requested that this memorandum expressing the views of the Depart­
ment of State be forwarded to Mr. McGeorge Bundy at the time the attached 
draft memorandum is finalized and sent to Mr. Bundy. 

Attachment: 
Draft of DCI memorandum to Mr. 
McGeorge Bundy 

9r~-£~ 
William J~ro~et~ . 
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NATIONAL SECURITY ACTION MEMORANDUM NO. 

TO: The Secretary of State 
The Secretary of Defense 
The Attorney General 
The Director of Central Intelligence 

SUBJECT: Audio Surveillance and Countermeasures Problems 
Within the Intelligence Community 

u . ~ 
1. Recent discoveries in the M-G,s.eovl E mbas s 

it even more important than before to assure continued progress 

in coordination of the intelligence community 1 s activities in 

the field of audio surveillance and measures designed to counter 

hostile audio 

Council on Technical Surveillance Countermeasures is 

hereby dissolved. 

b. The Director of Central Intelligence, with the 

advice and assistance of the United States Intelligence_ 

Board (USIB ), will be responsible for coordination of 

technical surveillance countermeasures conducted by · 



·( ti - en . -~~ 
~~·-..:,, .IL~-...r·""'-•" 

.... 1..J.,._. . :~ -".. ' . I . . 

the intelligence community, and research and develop-

ment activities in the counter-audio field. The DC!, 

with the concurrence of USIB, is authorized to establish 

and develop a specific charter for a new USIB committeEL, 

to achieve inter agency coordination in these fields. 

Subcommittees may be formed as appropriate. 

c. The CIA will establish procedures with the DIA 

for the Department of Defense and with the FBI, for the 

coordination of research and development of audio 

surveillance e quipment and techniques suitable for use 

in espionage and clandestine counterintelligence. 

d. The CIA and DIA will establish a mechanism for 

consultation on the use of audiC? surveillance techniques by 

the military in non-intelligence investigations overseas, 

to the degree required to avoid undue risk to sensitive 

surveillance espionage operatic;>ns. 

McGeorge Bundy 

cc: President's Foreign Intelligence Advisory Board 

- 2 -
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NATIONAL SECtnUTY ACTION MEMORANDUM NO. 

TOt The Secre~~y of State 
Tho Secretary of D•l~nse 
The Atto.-ney Ge·neral . 
The .Dbecto.Jt of ee.ntral Intelligence 

SUBJECT.: Audio Surveillance and Co.unte.rmea.aures Pl'oble-m·s 
Within the Intelligence Community 

l. Recent dlacovortes tn the Moscow Embassy have ma.de 

lt even more important than before to aaaure· continued progress 

in coordination of the intelligence community* a acttvltiea in 

the field of aud\o surveillance .and measure• designed to counter 

hostile audio •urveillance. 

z. trhe following $"ps. appear a.ppropria,te in thte connection1 

a. The Special Committee of the National Security 

Council ou Technical Surveillance ·Countermeasures la 

hereby dissolved. 

b. The Director of Central Intelligence, with the 

advice and aesbstance of the Unite·d States lntelllgen:ce 

Board (U:SIB ). will be re sp·onaible .tor coordination .of 

technical .aurveillanee countermeasures conducted by 

'"""""""=-----~·-~· . ~~? 1 
' Er.c ~ ' tl t . .:i .:: ~mati~ 

a~·;:;! ~!"~ .. ;~ : i:iu ' 
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the intelligence community, and research and develop .. 

ment a.ctivtttes in the counter-audio field. The DCJ, 

with the concurrence of USIB. is authorized to establish 

and develop a specific charter for a new USIB committee 

to achieve interagency coordtnation in theso fields. 

Subcommittees may be formed as appropriate. 

c. The ClA will establish procedures with the DJA 

for the Department of Defense and with the FBI. for the 

coordination of research and developm.ent of audio 

eurveillance equipment and techniques suitable for use 

in espionage and clandestine counterintelligence. 

d. The CIA and DIA will establish a mechanism for 

coneultatton on the use of audio surveillance techniquee by 

the military in non··intelligence investigations overseas; 

to the degree- required to avoid undue risk to sensitive 

surveUlance eepionage operaUone. 

McGeorge Bundy 

cc: President' a Foreign lntelligence Advisory Board 

- 2 -
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