








EYES ONLY

March 20, 1965

MEMORANDUM FOR MR, BUNDY

SUBJECT: Counter-Audio Survey

1. As you know, the BOB study group is in the process
of conducting a comprehensive counter-audio survey of
the White House. This survey, which will take a couple
months, will not hold up the submisgsion, during the first
half of April, of the BOB group's main report to the
President on the security of communications in the
White House. When the results of the counter-audio
survey come in, they will be submitted as an addendum
to the main repoxrt.

2, Iasked Jim Clark to spell out for us the contents
of the counter-audio survey which is now taking place.
He has done so in the attached memo.

Gordon Chase

cc: Mr, Valenti |
Mr, Watson/
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followed by the ‘second floor West Wing and the pertinent areas of the East
Wirg. The total survey will run about two months.

Several factors account for the time required. First, the White House is
a very complex facility with a great deal of old wiring and condult, which,
a* the present time, is unmapped. Considerable time will be devoted to

such mapping and establishing a base for an effective continuing counter-
auvdio progran.

Even after the survey, there can be no absolute assurance that the White
House will be 100 percent "clean." However, it will be given the best
check possible by highly trained people using latest equipment. -A strong
continuing program is required.
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JAMES W. CLARK
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OFFICE OF THE DIRECTOR 3

15 March 1965 —

MEMORANDUM FOR:

The Honorable McGeorge Bundy

Special Assistant to the President
for National Security Affairs

Mr. McCone has read the attached and asked

that it be brought to your personal attention.

.2 ()
WALTER ELDER

Executive Assistant

Attachment

cc: The Secretary of State
The Secretary of Defense
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THE DIRECTOR OF CENTRAL INTELLIGENCE 30‘/

WASHINGTON 25, D.C.

15 March 1965

MEMORANDUM FOR:

The Honorable McGeorge Bundy
Special Assistant to the President
for National Security Affairs

By direction of NSAM-317, USIB established a Technical
Surveillance Counter-measure Committee under the temporary
chairmanship of Mr, Thomas Karamessines, Assistant Deputy
Director for Plans for CIA. The Committee is made up of repre-
sentatives of the Intelligence Community. The work is to be carried
out by.two sub-committees -- one with responsibility for research
and development, and the other for implementation of agreed measures.

I am of the opinion, and USIB concurs, th t this C
should have a full tlme chairman

mitte e

; 3 CIA who is part1cula.r1y '
well qua ified in this f1e1d is free to accept this appointment. His
selection has been concurred in by § of CIA, General

Carroll of DIA, and Mr. Hughes of the Department of State.

Prior to making this formal appointment, I would like to
have your views since the work of this Committee requires not only
the support of the Intelligence Community, but that of other elements
of the Department of State and Department of Defense.

There is some urgency attached to this matter since fj
is willing to serve, but is delaying a decision on other
opportun1t1es open to him until this question is resolved.

JOHN A. McCONE

Director
cc: The Secretary of State
The Secretary of Defense - 3
E.0.72958
3.3¢4)
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R March 16, 1965

MEMORANDUM FOR: Mzx. John A. McCone
The Directoxr of
Central Intelligencs

I think it is antivaly proper to appoint Mr,

Technical Surveillance Countsr-msasure
Commitice. The subject ia clearly an
Important one, and I am happy to concar in
your proposal,

McGoorge Bundy

S5












' THE WHITE HOUSE'
WASHINGTON
-SECRET™ ‘ November 15, 1964
NATIONAL SECURITY ACTION MEMORANDUM NO. 317
- TO: - The Secretary of State
The Secretary of Defense
- The Attorney General
The Director of Central Intelligence
‘SUB.TECT: - Audiosurveillance and Countermeasures Problems

‘Within the Intelligence Community

REFERENCE: Memorandum, September 23, 1964, from the Acting

Director of Central Intelligence

1. Recent discoveries in the U.S. Embassy offices in

Moscow and Warsaw have made it even more important than before .
to assure continued progress in coordination of the intelligence
commmunity's activities in the field of audiosurveillance and
measures designed to counter hostile audiosurveillance,

2, Experience gained in the past few years prompts the

following actions:

a. The Special Committee of the National Security
Council on Technical Surveillance Countermeasures is
hereby dissolved. '

b. The Director of Central Intelligence, with the advice
and assistance of the United States Intelligence Board (USIB),
will be responsible for coordination of technical surveillance
countermeasures conducted by the iﬁtelligence community,
and research and development activities in the counter-audio
field. The DCI, with the concurrence of USIB, is authorized
to establish and develop a specific charter for a new USIB
committee to achieve interagency coordination in these fields.
Subcommittees may be formed as appropriate.

—SECRET
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- c. The CIA will establish procedures with the DIA
for the Department of Defense and with the FBI, for the
‘coordination of research and development of audiosur-
veillance equipment and techniques suitable for use in -
espionage and clandestine counterintelligence. '

d. The CIA and DIA will establish a mechanism for
.cori_sultation on the use of audiosurveillance techniques
by the military in non-intelligence investigations overseas,
to the degree required to avoid undue risk to sensitive
surveillance espionage operations,

3. Within the context of the above actions pertaining to
‘arrangements for coordination, the Director of Central Intelli-
gence in consultation with member agencies of the intelligence
community will continue to give priority attention to efforts to
meet the objectives of the June 1962 recommendations of the
President!s Foreign Intelligence Advisory Board as reflected
in the attachment to National Security Action Memorandum 170
of July 6, 1962.

ﬁvcﬂw Bon )

McGeorge Bundy

- cc: President's Foreign Intelligence
Advisory Board

CHALLES Gorinlsor
Vsc F,LC,S ;
' ~SECRET ____
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SECRET November 15, 1964

NATIONAL SECURITY ACTION MEMORANDUM NO, 317

TO: The Secratary of State
The Secretary - Dr“nse
The Attorney General
The Director of Central Intelligence

SUBJECT: Audiosurveillanc - and Countermeasures Problems
Within the Intelligence Community

REFERENCE: Men randum, September 23, 1964, from ** 3 Acting
Director of Central Intelligence

1. ¢ *cover’is in U.5. Embassy offices in
Mogcow an. ..arsaw hove made it even more lmportant than before
to assure continued progress in coordination of the intelligence
community's activities in the field of audiosurveillance and
measures designed to counter hostile audiosurveillance.

2. Experience gained in the past few years prompts the
following actiouns:

&, The Special Committes of the National Security
Council on Technical Surveillance Countermeasures is
hereby dissolved.

b. The Director of Central Intelligence, with the advice
and assistance of the United States Intelligence Board {USIB),
will be responsible for coordination of techaical surveillaace
countermeasures conducted by the intelligence community,
and research and development activities in the counter<aundio
field. The DCI, with the concarrance of USIB, is authorized
to establish and develpp a specific charter for a new USIB
committee to achieve interagency ¢coordination in these fielda.
Subcommittegs may be formed as appropriate.

—S8SECRET——
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&, The Cléx wm eutablhh pracednras with the DIA
for the Department of Defonse and with the FBI, for the
coordination of research and development of audiosur~
veillance squipment and techniques saitable for use in
espiunaga and clandestine counterintelligence.

d. The CIA aad DIA. will establish a2 mechanism for
consultation on the use of audiosurveillance techuiques
by the military in non-intelligence investigations overseas,
to the degree required to avold undue risk to sensitive
surveillance espionage operations.

3. Within the context of the above actions pertaining to
arrangements for coordination, the Director of Central Intelli-
gonce in consultation with member agencies of the intelligence
community will continue to give priority attention to efforts to
meet the objectives of the June 1962 recornmendations of the
Prosident's Foreign Intelligence Advisory Board as reflected
in the sttachment to National Security Action Memorandum 170
of Jul)' 61 1962.

McGeorge Bundy

cc:  President's Foreign Intelligence

Advisory Board
Charles Johnson

NSC Files









6 No vember 1964

Mr. Bromley Smith
The White House
Washington, D.C.

Dear Brom:

Since you have been good enough to ask our opinion of a
suggested additional paragraph to the proposed NSAM on audio-
surveillance and countermeasures, I would like to make some
comments.

The proposed paragraph does present some problems, for
reasons which I will list below. On the other hand, a note of ex-
hortation about continuing to get on with the job would seem to be
appropriate. With this in mind, I would suggest that a new para-
graph 3 be substituted for the proposed paragraph 2 e, to read about
as follows:

'""3. These actions are designed to further efforts to
achieve urgently-needed improvements in U. S. capabilities
for audiosurveillance intelligence collection and for
countermeasures to defend against audiosurveillance
penetrations, in keeping with the recommendations made
in NSAM 170."

I think it would be better to have this as a separate paragraph,
since paragraph 2 with its subsections is entirely concerned with
actions.

Objection to the proposed 2 e is based on the following
considerations:

1. It seems to imply, particularly in the phrase ''initial
measures, '' that very little has been done as a result of

7 >
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NSAM 170. This is demonstrably not correct. In any case,
there seems to be a certain incompatibility in talking about
initial measures in the furtherance of '"continued efforts.''

Specific progress reports on NSAM 170 have been
made five times - on the following dates: September 19, 1962;
March 20, 1963; August 27, 1963; November 27, 1963; and
March 12, 1964. These have been supplemented by portions
of periodic reports to the FIAB.

In addition there are studies now in progress on the
damage incurred as a result of the installations discovered
in the Moscow and Warsaw Embassies (which will be coming
forward to you shortly) and on secure rooms.

2. The CIA/DIA Scientific Guidance Panel was set up
as an early step in responding to NSAM 170. This panel made
a detailed study, and its final report was forwarded to Mr.
Bundy as an attachment to General Carter's letter of March 12,
1964. The panel's findings were of considerable value in
helping to orient the greatly stepped-up research and develop-
ment efforts in this field, which are being carried on and
projected into the future by various elements of the intelligence
community. The community proposes to continue to draw on
the talents of individual members of this panel, and of other
qualified people. It was not, however, thought necessary or
desirable to continue the panel itself in existence. Therefore,
we would prefer not to have a reference in the NSAM which
could have the effect of perpetuating it as a body.

3. Apart from the exhortatory aspect of the proposed
new paragraph, which I would hope is adequately picked up
in the paragraph I have suggested above, the rest of the pro-
posed 2 e seems to be a restatement of what has been said
in 2 ¢ and d. Thus it is not only redundant but would
probably lead to some confusion and muddying up of the
agreements reflected in 2 ¢ and d. As you can imagine,
these required a great deal of interagency negotiation



Approved For Retease ZOM.: NLJ-015-005-6-6-1

and we would hate to have anything on record which might
tend to having these agreements come unstuck.

If you in turn have problems with the countersuggestion, I
would appreciate a chance to discuss it with you further.

Best regards.

25X1A

Sincerely,

Approved For Release 2001/08/31.: NL.J-015-005-6-6-1
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THE DIRECTOR OF CENTRAL INTELLIGENCE
-

23 September 1964

The Honorable McGeorge Bundy

Special Assistant to the President
for National Security Affairs

The White House

Washington, D. C.

Dear Mac:

Attached is my formal reply in connection with
audio surveillance and countermeasures problems. I
call your attention to State's position as regards the
chairmanship of one of the proposed USIB committees.

I have also attached a draft NSAM to implement
the proposed recommendations.

Faithfully yours,

25X1A

rshall S, Ca
Lidqutena neral, USA
cting Director

-8

Y



THE DIRECTOR OF CENTRAL INTELLIGENCE ' 14»

WASHINGTON 25, D.C. /

23 September 1964

MEMORANDUM FOR: Mr. McGeorge Bundy
Special Assistant to the President

SUBJECT: Audio Surveillance and Countermeasures
Problems within the United States
Intelligence Community

REFERENCES: 1. Memorandum from Mr. Bundy to the
Chairman, United States Intelligence
Board, dated 26 June 1964

2. Memorandum from the Acting Director
of Central Intelligence, dated 12 March
1964 to Mr. Bundy

3. Memorandum from Mr. Bundy to the
Director of Central Intelligence and the
Director of the Defense Intelligence
Agency, dated 7 October 1963

1. This memorandum is in response to that part of the
penultimate paragraph of reference (1) which requests '"coordinated
proposals for specific actions to achieve ... coordination of the
intelligence community's resources and capabilities for research .-
and development,

portions of reference (1) are in preparation and will be forwarded/ -
separately.

2. The recommendations contained in paragraph 5 herein have
been concurred in by the DIA, the Office of the Director of Defense
Research and Engineering (for the OSD), the Army, Navy and Air
Force. The FBI interposes no objection to the recommendations.
The Department of State does not concur in parts of recommendation
5c. A dissenting memorandum from State is attached.
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3. The problems of audio surveillance and countermeasures,
which are many and complex, have been under continuing intensive
study since the receipt of reference (3). Certain modifications of
the recommendations contained in reference (2) have been worked
out as a result of this study and of consultations between and among
the interested departments and agencies.

4. The following discussion is éertinent to the problems:

a. Audio surveillance operations.

3.3
H!)

, J It is also used overseas 4

by the military services in security and criminal investigations

affecting the military commands. Domestically it is used by

the FBI and the military services in pursuit of their missions.

Other audio (Acoustint) collection techniques are employed

by components of the Department of Defense.

No coordination problem is encountered in the overt

use of audio techniques, or in their domestic use. |
3.3
28)07)
- J Some degree of consultation
is advisable to minimize this risk. .
b. Audio surveillance research and development.

The major problems in connection with audio surveillance
research and development are: possible unde s1rab1e duplication;
insurance of maximum effectiveness of programs; | '3 3

Lb/[/J

, The 1nadvertent compromise of thls
securlty may nu]_hfy the effectiveness of an active program and
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miaximum compartmentation is therefore called for.

Within the Federal Government, CIA, the Department of

Defense, and the FBI are the major components engaged

in this field. 3.3

Eully effective (6)(1
. procedures for coord1nat1on have not yet been completed.

c. Technical surveillance countermeasures.

Each agency of the U.S. Government hav1ng sensitive
installations and operations has a re sponsibility for protection
of those installations and their personnel. Security components
of these organizations maintain personnel who periodically
conduct technical inspections in an attempt to determine
whether the installations are secure from hostile audio
penetration. A subcommittee of the National Security Council
called the NSC Special Committee on Technical Surveillance

. Countermeasures under the chairmanship of the Department
of State, has been in existence for several years. Representa-
tives of several agencies of the U,S. Government, including
the Department of Defense, FBI and CIA sit as members of
this committee. In consonance with the trend in recent years
to deal with continuing problems under mechanisms other than

the National Security Council, I believe these functions 1d
be brought under the United States Intelligence Board.

3.3
(6)(1)

d. Technical surveillance countermeasures research
and development. )

Since several departments and agencies of the U.S.
Government, including DOD, Sta.te, F BI a.nd CIA, have

3.3
(b))

" with the problem is to designate a central point in the




intelligence community which will permit a coordinated
study of these highly technical problems and review proposed
R&D programs designed to meet them.

5. It is recommended that:

a. Audio surveillance operations:

(1) No additional authority or machinery is required

to effect the coordination

-

(2)

b. Audio surveillance research and development:

The CIA with the DIA for the Department of Defense,
and with the ¥FBI, establish procedures for the coordination
of research and development of audio surveillance equipment
and techniques a

247

~c. Technical surveillance countermeasures:

The National Security Council Special Committee
on Technical Surveillance Countermeasures be dis-
established. The coordination of technical surveillance
countermeasures and research and development activities in
the counter-audio field would be assigned to the DCI as
Chairman of USIB. The USIB would establish a new
Countermeasures Committee of the USIB, to be chaired
by CIA* and supported by two subcommittees: a Technical
Surveillance Countermeasures Subcommittee to coordinate
policy and procedures and establish standard security
practices for the conduct of indoctrination of U, S. personnel;

*This is the point on which State disagrees.



a Research and Development Subcommittee to insure a
coogdinated and aggressive program of research and
development of advanced countersurveillance equipment
and techniques. Membership of the Countermeasures
Committee and of its two subcommittees will consist

of representatives of CIA, DIA, State, FBI, Army, Navy,
Air Force and NSA. Other agencies may be invited to
participate as appropriate.

~Narsion §. Comer

Marshall S. Carter
lieutenant General, USA
Acting Director

Attachment

cc: President's Foreign Intelligence Advisory Board

- 5-
Croenay
TILURL




DEPUTY UNDER SECRETARY OF STATE
FOR ADMINISTRATION
WASHINGTON

This document consists of 2 pages
Number 7/ of 5 copies, Series A.

September 192, 1964

TO - : Mr. John A. McCone
Director
Central Intelligence Agency
SUBJECT : Audio Surveillance and Countermeasures Problems
' Within the U. 8. Intelligence Community
REFERENCES : 1. Attached Draft of DCI memorandum to Mr. McGeorge Bundy

2. March 12, 1964 memorandum on subject to Mr. Bundy by
the Acting DCI

3. April 15, 1964 memorandum on subject to Mr. Bundy by
the Secretary of State

The Department of State is in accord generally with the referenced
draft memorandum; however, it does not fully concur with the recommenda=-
tions contained in paragraph 5c.

The Department of State does not object to the transfer of the present
NSC Special Committee on Audio Surveillance Countermeasures to full Committee
status under the USIB. However, the Department of State does take exception
to the recommendation that CIA chair the proposed countermeasures committee
of the USIB. The Department believes it should retain the chairmanship of
any inter-agency committee on audio surveillance countermeasures for the
following reasons:

‘ : 3.3
are the responsibility b))

1. The diplomatic installations abroad

~of the Department of State.

2. These diplomatic establishments have been and always will be
primary targets for technical penetration by the opposition.

3. During the past 15 years the Department of State has developed
a staff of security engineers who have a firsthand knowledge of
the unique problems associated with audio surveillance counter-
measures., The Department of State currently has a world-wide
program in fulfillment of this mission., In recognition of the

ey g




above, it is the Department's opinion that its experience and
competence in the countermeasures program exceeds that of any
other agency. ‘

4., To date the Department of State has been solely responsible for
security of all diplomatic establishments in Eastern Europe.
The Department has initiated action within the present Committee
on Audio Surveillance Countermeasures which has greatly enhanced
the cooperation and coordination within the community. ¥For ex-
ample, the Department has invited other agencies to participate
in the Department's Regional Technical Center in Frankfurt, and
thus give them an opportunity to conduct inspections and gain
valuable experience in Eastern Europe.

-

Section 5. c¢ provides for the establishment of two subcommittees, The
Department does not object to this proposal. Needless to say, the Department
is interested in knowing if it is intended that CIA chair the important
research and development subcommittee.

In summary, the Department of State feels that because of its responsi-
bility for targeted installations and its predominance of experience, it
should chair the proposed Audio Surveillance Countermeasures Committee under
USI1B.

It is requested that this memorandum expressing the views of the Depart-
ment of State be forwarded to Mr. McGeorge Bundy at the time the attached
draft memorandum is finalized and sent to Mr. Bundy.

Attachment: ,
Draft of DCI memorandum to Mr.
McGeorge Bundy
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[C AL SECURITY ACTION MEMORANDUM NO.

TO: The Secretary of State

The Secretary of Defense ,‘;’
The Attorney General s
The Director of Central Intelligence M
SUBJECT: Audio Surveillance and Countermeasures Problems \3)
Within the Intelligence Community ¥
/ v

1. Recent discoveries in the Zmbi
it eve more important than before to assure continued progress
in coord’ ition of the intelligence community's activities in
the field of audio surveillance and measures designed to counter

hostil

B e et e I e R e e I il 4

Council on Technical Surveillance Countermeasures is
hereby dissolved.

b. The Director of Central Intelligence, with the
advice and assistance of the United States Intelligence
Board (USIB), will be responsible for coordination of

technical surveillance countermeasures conducted by.
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’ .
DRAFT ‘ =

NATIONAL SECURITY ACTION MEMORANDUM NO.

TQ: The Secretary of State
The Secretary of Defense
The Attorney General
The Director of Central Intelligence
SUBJECT: Audio Surveillance and Countermeasures Problems
Within the Intelligence Community
1. Recent discoveries in the Mogscow Embassy have made
{t even more important than before to assure continued progress
in coordination of the intelligence community's activities in
the field of audio survelllance and measures designed to counter
hostile audio surveillance.
2. [The following steps appear appropriate in this connection:
a. The Special Committee of the National Security
Council on Technical Surveillance Countermeasures is
hereby dissolved.
b. The Director of Central Intelligence, with the
advice and assistance of the United States Intelligence

Board (USIB), will be responaible for coordination of

technical surveillance countermeasures conducted by



the intelligence community, and research and develop-
ment activities in the counter-audio field. The DCJ,
with the concurrence. of USIB, is authorized to establish
and develop a specific charter for a new USIB committee
to achieve interagency coordination in these fields.
Subcommittees may be formed as appropriate.

c. The CIA will eptablish procedures with the DIA
for the Department of Defense and with the FBI, for the
coordination of resecarch and development of audio
surveillance equipment and techniques suitable for use
in espionage and clandestine counterintelligence.

d. The CIA and DIA will establish a mechanism for
consultation on the use of audio surveillance techniques by
the military in non-intelligence investigations overseas,
to the degree required to avoid undue risk to sensitive

surveillance espionage operations.

McGeorge Bundy

cc: President's Foreign Intelligence Advisory Board
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